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1 Reason for Change

In OMA-BCAST-2005-0744-Analysis-for-BCAST-Layer3-Alternatives, four alternatives are discussed for the key stream layer (layer 3) with the purpose to support the Smartcard Profile and using 3GPP USIM and GBA.

This CR proposes a fifth alternative, which we call 3.5, since it is a marriage between the third and fourth alternative of 0744.

The advantages of this proposal are the following:

· We have one 'layer 3' protocol, maintaining the commonality as agreed in The Hague.

· Literally the same STKM can be understood, authenticated and used by both BCAST terminals using MBMS, Mikey, etc. and terminals implementing OMA DRM V2.

· The processing required by a BCAST terminal with UICC, MBMS, etc. is minimal: reshuffling the data of the STKM, filling in a ‘Length’ field and setting 2 or 3 fields to zero.

· After the reshuffling the BCAST terminal has a valid Mikey message compatible with the present Mikey standard, so, any existing Mikey stack can be used in the terminal and UICC.

· The BCAST terminal does not require knowledge of secrets residing in the UICC.

· Within the IETF, we only need to reserve or request a value for the 'TYPE' field of the 'General Extension Payload' for "OMA BCAST private data". The precise format and meaning of this data does not have to be specified in the IETF, since UICCs will not process this data, but only authenticate this data. The impact on schedules will be minimal.

The main idea is that:

· The server creates and authenticates an extended Mikey message, containing an STKM.

· This extended Mikey message is turned “inside-out”, which yields an STKM with a short Mikey message in it in the form of a new access_criteria_descriptor.

· A BCAST terminal with the OMA DRM profile can use this STKM “as is”.

· A BCAST terminal using 3GPP USIM and GBA turns the STKM with the embedded short Mikey message inside-out again, yielding the original extended Mikey message that the server has created and authenticated.

· The BCAST terminal using 3GPP USIM and GBA uses an existing Mikey stack and UICC to authenticate this extended Mikey message and for making the TEK available to the terminal.

The details, also on how to do the authentication, are in section 6.

This CR presupposes the key-mapping as proposed in OMA-BCAST-2005-0763-MBMS-Traffic-Keys-STKM.

2 Impact on Backward Compatibility

Since this CR proposes a new access_criteria_descriptor, there is no backwards compatibility problem.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that BCAST agrees the following:

· Accept the way to create Mikey messages, embed them in the STKM and process them in the terminal as described below in section 6.

· Create suitable text to this end for the OMA-TS-BCAST_SvcCntProtection-V1_0-20051206-D document, specifying among other things a new access_criteria_descriptor for this.
· Ask the IETF to reserve or define a value for the 'TYPE' field of the 'General Extension Payload' for "OMA BCAST private data".
6 Detailed Change Proposal

Described below are the steps that a server and BCAST terminal using 3GPP USIM and GBA can take in order to create an STKM on the ‘air-interface’ that can be understood and authenticated by terminals using the BCAST Smart Card profile and the BCAST DRM profile.
The following are the steps to be taken by the server:

1 Create a Mikey message that contains the TEK; we call this the short Mikey message.

2 Create a ‘Key Data Transport Payload’ in this short Mikey message as the last paykoad.

3 Set the ‘MAC’ field in the ‘Key Data Transport Payload’ of this short Mikey message to 0.

4 Create an STKM with the right parental control, recording bits, TEK, Programme, etc. fields.

5 Put the short Mikey message in this STKM as a (still to be defined) access_criteria_descriptor.

6 Set the 'Programme_MAC' (if present) and the 'Service_MAC' (if present) fields of this STKM to 0.

7 Create an extended Mikey message by adding a 'General Extension Payload' to the original short Mikey message of step 3, immediately before the 'Key Data Transport Payload'.

8 Set the 'Length' field to the lenght of the STKM of step 6.

9 Fill the 'Data' field with the complete STKM of step 6 (with all MAC fields set to 0).

10 Compute the Mikey MAC of the extended Mikey message of step 9.

11 Fill the Mikey MAC in in the 'MAC' field in the short Mikey message in the new access_criteria_descriptor in the STKM of step 9.

12 (Discard the extended Mikey message.)

13 Compute the ‘Programme_MAC' (if present) and the 'Service_MAC' (if present) of the STKM of step 11 and fill them in in the ‘Programme_MAC' (if present) and the 'Service_MAC' (if present) fields.

14 Send the STKM of step 13 (with all MAC fields computed and filled in) to BCAST terminals.

The following steps are taken by the BCAST terminal, when using Mikey with a UICC:

15 Copy the short Mikey message from the appropriate access_criteria_descriptor from the received STKM from step 14.

16 Create an extended Mikey message by adding a 'General Extension Payload' to the original Mikey message obtained in step 15, immediately before the 'Key Data Transport Payload'.

17 Use the 'General Extension Payload' value for the ‘Type’ field of the added 'General Extension Payload'.
18 Set the 'Length' field of the added 'General Extension Payload' to the lenght of the complete STKM as received in step 14.

19 Fill in the 'Data' field with the complete STKM as received in step 14.

20 Set all MAC fields of the STKM inside this extended Mikey message from step 19 to 0x0 (Mikey 'MAC', 'Programme_MAC' and 'Service_MAC', but not the Mikey 'MAC of the extended message itself!).

21 Send the Extended Mikey message from step 20 through any existing Mikey application to the UICC.

22 Wait for the authentication by the UICC.

23 If authenticated, receive the TEK from the UICC and interpret and obey all rules and restrictions present in the STKM.

The inclusion of the short Mikey message in the STKM should be optional.
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