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1 Reason for Change

In the Four Layer Model for Service Protection and Content Protection, Service Encryption Key (SEK) and/or Program Encryption Key (PEK) are transferred by Long Term Key Message (LTKM). 
However, PEK is seems to be delivered by a Short Term Key Message (STKM) in latest Service and Content Protection TS 5.1.1.3. It is described that PEK is encrypted by SEK in the STKM.
This CR proposes clarification of SEK and PEK.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept proposed changes and update the OMA-TS-BCAST_SvcCntProtection-V1_0 (latest version) document accordingly.
6 Detailed Change Proposal

Change 1:  Bug fixes in section 5.1.1.3
5.1.1.3 Overview of Operation for Streaming of Content
Streaming can be done with content coming either from a live source or from a file. For streamed content, protection can be done using service protection or content protection. Both protection mechanisms use the Four Layer model of Figure 2.
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Figure 2–Protection via Four Layer Model
As illustrated in Figure 2, the solution is based on a four-layer cryptographic architecture, with an optional optimisation to provide both secure subscription and pay-per-view purchase options for a single service.  Traffic Encryption Keys (TEKs) are applied to the actual content following different mechanisms depending on the actual encryption method used.
The TEKs are themselves broadcast encrypted by a Service or Program Encryption Key (SEK/PEK). These broadcast messages carrying TEKs are called Short Term Key messages. 
Long Term Key messages contain a SEK or a PEK. These keys can have different lifetimes and can be used to provide, for a single service, different granularities of purchase periods to different customers. This allows for the efficient implementation of both subscription and pay-per-view business models for the same service. Pay-per-view customers are provided with a PEK that is only valid for a single program. Within the Short Term Key message, the TEK is encrypted by a PEK. Thus, pay-per-view customers can directly decrypt the TEK with the PEK.
Short Term Key messages contain content IDs for the program or service. Devices use this ID to identify which Long Term Key message to use for decryption of Short Term Key messages.

For more details, please refer to Section 5.1.2
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