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1 Reason for Change

It should be possible to identify the BCAST client when registering with NAF Server (rights issuer). This allows the server to decide whether or not a certain type of terminal / agent is acceptable or whether or not the version numbers are appropriate.
A unique identifier is proposed that would allow such a decision to be made. Contrary to previous CRs including signalling on upgrades being available, this CR only concerns terminal and BCAST client authentication.

Security:

The BCAST client ID is sent through an HTTPS tunnel obtained via certificate-based mutual authentication as described in [3GPP TS 33.222]. This ensures message integrity and authentication.

Note that its use is optional for the network to use and mandatory for the terminal (NO/TM) for terminals having a BCAST Client ID and terminal certificate. It is designed for the smartcard profiles only. 
The benefit of such signalling is to offer the possibility to offer a simple mechanism to "check" devices. It will have great benefit for roaming devices if it is used by all operators as otherwise terminals not implementing this may be refused access to services in the visited network.

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are asked to approve the CR.
6 Detailed Change Proposal
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[ALL NEW TEXT BELOW]
5.1.7 BCAST Client ID for Smartcard Profile using MBMS
This section describes how a BCAST Client identifier MAY be sent by the Terminal (ME) or MAY be requested by the NAF Server (Rights Issuer) during MBMS User Service Registration.

This MAY allow the NAF Server (Rights Issuer) to check software / firmware versions and make a decision as to whether or not access can be granted to the terminal requesting the service.
The mechanisms described in this section are OPTIONAL for the network to use and MANDATORY for the terminal to support if they have a BCAST client ID and a terminal certificate. This does NOT mean every terminal must have a BCAST Client Identifier.
Security:
Message integrity and authentication is guaranteed by using certificate-based mutual authentication between UE and Application Server for access to NAF using HTTPS as specified in [3GPP TS 33.222] 
5.1.7.1 BCAST Client Identifier
The format defined below SHALL be used as a unique BCAST client identifier for the Smartcard Profile.
Note that it is NOT mandatory for every terminal to have a BCAST Client Identifier.

	BCAST_Client_ID
	Length
	Type

	IMEI
	8
	byte

	TerminalFirmwareVersionNo
	2
	byte

	ClientManufacturerCode
	2
	byte

	ClientModelNo
	2
	byte

	ClientSerialNo
	3
	byte

	ClientSoftwareVersionNo
	2
	byte


Coding and Semantics of Attributes
The IMEI and Terminal identifiers are specific to the actual device used to receive mobile broadcast services and are defined in the Table below:
Table X: IMEI and Terminal Identifiers
	Parameter
	Definition

	IMEI (International Mobile Equipment Identity)
	IMEI numbering is defined in [3GPP TS 23.003].


	TerminalFirmwareVersion
	Version number indicating the firmware version of the terminal. 

This version number is assigned by the Terminal manufacturer. 

This version number SHALL be increased following a secure firmware upgrade.


The Client identifiers are specific to the BCAST client installed in the Terminal allowing access to the BCAST services and are indicated in the Table below:
Table X+1: BCAST Client Identifiers
	Parameter
	Definition

	ClientManufacturerCode
	Indicates the BCAST client manufacturer.

Manufacturer codes SHALL be defined using TBD.

	ClientModelNo
	Model number for a specific manufacturer code. 
Numbering assignment is left to the manufacturer.

	ClientSerialNo
	Unique serial number specific to the BCAST client manufacturer code and model number. 

Serial number assignment is left to the manufacturer. 
Note that this is unique for a given ClientManufacturerCode and ClientModelNo pair

	ClientSoftwareVersion
	Version number indicating the software (or firmware) version of the terminal. 
This version number is assigned by the BCAST client manufacturer. 
This version number SHALL be increased following a secure software (or firmware) upgrade.


5.1.7.2 Signalling Protocols used for MBMS smartcard profile
This section explains how the information presented above MAY be sent or requested for the smartcard profile during the MBMS User Service registration. The Figure below summarises the possible messages exchanged. Italics are used to indicate the optional parameters / messages related to the BCAST_Client_ID.

[image: image1.wmf] 

ME

 

NAF Server

 

HTTP POST (Registration indication, MBMS 

User Service ID, 

BCAST_Client_ID(optional)

)

 

HTTP 200 OK Authentication

-

Info

 

HTTP 401 WWW

-

Authenticate

 

 

HTTP POST Authorization request

 

 (Registration indication, MBMS User Service 

ID)

 

HTTP 401 Not acceptable (

send BCAST_ Client_ID

)

 

(optional)

 

HTTP GET (BCAST_ Client_ID)(optional)

 

H

TTP 403 Forbidden

 

OR

 

Establishment of H

TTPS tunnel between the 

ME and the NAF (optional) 

 

 

Establishment of HTTPS tunnel between the 

ME and the NAF (optional)

 

 


Figure N – Mutual authentication and MBMS User Service Registration with (optional) BCAST_Client_ID messages 

The following sections describe the messages in more detail.

5.1.7.2.1 Certificate-based mutual authentication between Terminal and NAF Server (Rights Issuer)
Before initiating an MBMS User Service Registration, the Terminal (ME) and the NAF (Rights Issuer) MAY establish a HTTPS tunnel with certificate-based mutual authentication between the ME and the application server as described in TS [3GPP TS 33.222] section 5.5. This SHOULD be done if the Terminal intends to send a BCAST Client ID at the start of MBMS User Service Registration as described below. 
NOTE: If the terminal is compliant with the requirements defined in TCG specifications, HTTPS tunnel establishment may be bound to the trust status of the terminal platform, through the "sealing" capabilities. Indeed, HTTPS tunnel establishment requires some keys and cryptographic process on terminal side. Availability of these keys can be conditioned by the state of the platform, i.e. integrity of its kernel software. Thus, HTTPS tunnel establishment will be possible only if the terminal is in a trusted state.

5.1.7.2.2 Terminal sending BCAST_Client_ID at start of MBMS User Service Registration

The BCAST_Client_ID identifier MAY be sent automatically by the Terminal in the initial HTTP Post Request during the start of the MBMS User Service Registration as defined in Section 6.3.2.1A of [3GPP TS33.246]. IF it sends a BCAST_Client_ID it SHALL do so through an HTTPS tunnel, as described above [5.1.7.2.1].
The BCAST_Client_ID SHALL be sent using the following notation:

User-Agent:BCAST_Client_ID=BCAST_Client_ID
Where:

"BCAST_Client_ID=" is text allowing the server to identify the BCAST client ID and BCAST_Client_ID is the actual value.

BCAST_Client_ID is Base64 encoded.

If the Terminal does not send the BCAST_Client_ID in the HTTP Post Request, then the NAF Server (Rights Issuer) MAY ask for it as described below in 5.1.7.2.3
5.1.7.2.3 NAF Server (Rights Issuer) Requesting BCAST_Client_ID
If the Terminal has NOT sent the BCAST_Client_ID in the HTTP Post Request, the NAF Server (Rights Issuer) MAY request the BCAST client identifier using the following request:

HTTP/1.1 403 Not acceptable
Server: BCAST NAF Server
Date: Thu, 08 Jan 2004 10:13:18 GMT
send_BCAST_Client_ID
where
send_BCAST_Client_ID is text.
5.1.7.2.4 Terminal Sending BCAST_Client_ID to NAF Server (Rights Issuer) following Request
Upon reception of the request for the BCAST client id, the terminal MAY be incapable of sending this identifier (as it is optional). 

If the terminal recognizes the request for a BCAST_Client_ID (as defined in 5.1.7.3.4), it SHOULD establish an HTTPS tunnel between the Terminal and NAF Server as described in 5.1.7.2.1and then send the BCAST_Client_ID using the following response:

GET / HTTP/1.1

User-Agent: BCAST_Client_ID=BCAST_Client_ID
Date: Thu, 08 Jan 2004 10:13:18 GMT

Where "BCAST_Client_ID=" is text allowing the server to identify the BCAST client ID and BCAST_Client_ID is the actual value.

BCAST_Client_ID is Base64 encoded.

If the BCAST Client does not have a BCAST_Client_ID it is recommended that the above message is sent using an empty User-Agent entry without establishing an HTTPS tunnel. Note that this may result in the NAF Server refusing registration.
5.1.7.2.5 NAF Server (Rights Issuer) Accepting BCAST_Client_ID
If the BCAST_Client_ID provided by the terminal to the NAF Server (Rights Issuer) is deemed acceptable, then the normal MBMS User Service Registration message is sent, i.e. HTTP 200 OK as defined in Section 6.3.2.1A of [3GPP TS33.246]
5.1.7.2.6 NAF Server (Rights Issuer) Refusing Access to Terminal

If the Terminal does not send a BCAST_Client_ID following the request from the NAF Server, it MAY refuse access to the Terminal by sending an HTTP 403 Forbidden message.

 If the NAF Server refuses access to the Terminal after receiving its BCAST_Client_ID, it SHALL send an HTTP 403 Forbidden message.

5.1.7.3 Security Requirements on BCAST_Client_ID
The BCAST_Client_ID SHALL be stored securely and updated accordingly following secure upgrades.

If the BCAST_Client_ID is used by the NAF server (Rights Issuer) to check the BCAST client version, then clearly the information provided by the terminal must be trusted. The BCAST_Client_ID SHALL be transported over a secure, authenticated channel between the terminal and the NAF server, as described in [3GPP TS 33.222].
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