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1 Reason for Change

The problem we are trying to solve is that the smartcard profile, by its definition, forms a separation between the entity the content is bound to (the smartcard) and another entity that plays a strong role in the security model, that is the terminal. This separation implies that, as of today, the RI cannot really be sure of the trustworthiness of the terminal receiving the content because the entity that is authorized and authenticated is physically detachable from the terminal. This terminal, however, has to be trusted by the RI in order to support the security model. The paradox is that on one hand a compromised terminal can lead to content and service theft, while on the other hand there is nothing the RI can do to prevent rogue terminals from getting access to premium content if only they use the smartcard profile and a valid smartcard.
What we suggest is to add another cryptographic binding scheme, which is completely optional. This extra binding is actually between the RI and the terminal, being agnostic to (but not replacing) the existent binding between the RI and the card.

2 Impact on Backward Compatibility

n/a.

3 Impact on Other Specifications

None known.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the group agrees to incorporate the technology described in this and related CRs into the service and content protection specification.
6 Detailed Change Proposal

Change 1:  Chapter 5.2, "Selected Technologies", addition of terminal binding technologies.
These are the main standards on which the solution is based:
· Advanced Encryption Standard (AES, see [FIPS197]) in the Cipher Block Chaining mode with 128 bit keys, for actual content encryption. Furthermore, OMA DRM uses AES-WRAP in its Rights Objects and optionally AES CBC-MAC. AES-WRAP is also used by the terminal binding scheme to protect the TEKs.
· Secure Internet Protocol (IPsec, see [RFC2406]) using the Encapsulating Security Payload (ESP) protocol, for implementing transport encryption and decryption as a function of the IP stack. Only transport mode is used.

· Secure Real Time Protocol (SRTP, see [RFC3711]) for implementing service protection at the transport layer. SRTP uses AES-CTR (counter mode).

· Content protection as specified in OMA DRM 2.0 for files and for audio/video content [DRMCF-v2.0]. Appropriate extensions are provided for content protection of broadcast RTP streams in this specification.

· Traffic Encryption Key (TEK) delivery protocol and management is specified in this document.

· Terminal Binding Key (TBK) delivery protocol and use is specified in this document.
· Open Mobile Alliance (OMA) Digital Rights Management version 2.0 [DRM Enabler-v2.0] for service and content protection, managing rights and the associated service and program encryption keys, and the cryptographic protection of those keys themselves. This specification makes some adaptations to OMA DRMv2 for OMA BCAST, mainly for devices without interactive channel.

· DRM rights object delivery and device registration over the OMA BCAST channel, without using an interaction channel, are also newly specified. They are described in this document.  Devices with access to the interactive channel do not need to implement those extensions for broadcast-only devices, as they typically do registration and Rights Object acquisition over the interactive channel only.
· GBA [3GPP TS 33.220] for USIM and pre-provisioning [3GPP2 S.S0083-A] for (R‑)UIM for establishing a shared secret. Their applications for service protection are as specified in this document.

Change 2:  Chapter 5.3, "Overview of operation for streaming of content", addition of optional terminal binding operations.

<snip>
The TEKs are themselves broadcast encrypted by a Service or Program Encryption Key (SEK/PEK). These broadcast messages carrying TEKs are called Short Term Key messages. 
The TEKs may optionally be encrypted with a Terminal Binding Key (TBK) before being encrypted by the SEK/PEK, to provide for terminal binding.

Short Term Key messages MAY contain two types of key hierarchy. Separate SEK and PEK keys can have different lifetimes and can be used to provide, for a single service, different granularities of purchase periods to different customers. This allows for the efficient implementation of both subscription and pay-per-view business models for the same service. Pay-per-view customers are provided with a PEK that is only valid for a single program while subscribers would be provided with a SEK, valid for reception of the service for some longer period. Within the Short Term Key message, the TEK is encrypted with a PEK, and the PEK is also carried, encrypted with the SEK. Thus, pay-per-view subscribers can directly decrypt the TEK, while subscribers can decrypt the PEK by using the SEK, which can then be used to decrypt the TEK.
Short Term Key messages contain content IDs for the program or service. Devices use this ID to identify which Long Term Key message to use for decryption of Short Term Key messages. They also contain a flag indicating whether or not a TBK is used.

Change 3:  Chapter 6.1, "Smartcard profile key management", addition of optional terminal binding operations.

In the case of the Smartcard profile key management, the registration layer is implemented using a secret that is held by a smartcard. This secret is used to provide access to the keys used in the different layers of hierarchy. This is similar to the device key concept in the DRM profile. 
The secret key referred as “Smartcard key” (SK) in the Smartcard profile is a shared key. This is shared between the smartcard and the BCAST service provider. The SK key is stored on a smartcard based identity module (such as the authentication key K stored on 3GPP compliant UICCs [3GPP 31.101] i.e. the USIM [3GPP 31.102], or a registration key RK stored on a (R-)UIM for 3GPP2 system).

The key used for Layer 1 is called Subscriber Management Key (SMK).  Using the shared secret key that reside in the USIM/(R‑)UIM, a Subscriber Management Key (SMK) is established between the USIM/(R‑)UIM or the terminal (depending on the key management implementation) and the service provider
. SMK is a user-specific key that is used to protect the Long Term Key Messages (LTKM). 

SMKs SHALL be stored on a USIM/(R-)UIM or the terminal depending on key management implementation. Regarding smartcard profile key management where the security is based on GBA, SMKs SHALL be stored on a USIM for GBA_U, and on the terminal for GBA_ME. Regarding smartcard profile key management where the security is based on registration key RK, SMKs SHALL be stored on a (R-)UIM.

Depending on the service configuration, a Program Encryption Key (PEK) or a Service Encryption Key (SEK) is delivered protected by SMK, respectively for pay per view or subscription customers.  PEK or SEK SHALL be stored within the (R-)UIM if security is based on RK, the USIM for GBA_U implementation, and on the terminal for GBA_ME implementation. 

Traffic Encryption Keys - TEK - are protected using SEK or PEK, as well as optionally by a TBK, in a Short Term Key Message (STKM).
For GBA_U based implementation, upon reception of the STKM the terminal sends to the USIM the encrypted TEK and other additional information needed to identify/generate SEK or PEK to decrypt the encrypted TEK. The USIM/(R‑)UIM then sends back TEK in the clear to the terminal.  If a TBK is used, then the returned value is the TEK wrapped by the TBK. For GBA_ME based implementation the terminal handles the decryption of the TEK.
For registration key RK based implementation, upon reception of the SRTP packets, the terminal sends key materials related information if necessary to the (R-)UIM to derive the TEK from SEK or PEK. The (R-)UIM then sends back TEK in the clear, or the TEK wrapped by TBK, to the terminal. 

Change 4:  Chapter 9, "Binding Protocols", addition of a sub-chapter on terminal binding.

9.1  Terminal Binding
A Rights Issuer MAY elect to bind some or all of the content being broadcasted to valid terminals by the use of a Terminal Binding Key (TBK). This binding is in addition to the UICC binding provided by the smartcard profile. The binding is signalled in the ESG and in the STKM.

9.1.1  TBK Generation

If Terminal Binding is desired for any of the content being broadcasted, the Rights Issuer will define the TBK to be a randomly, or pseudo-randomly, generated key of 128 bits. This key will be shared by all compliant non-revoked devices. For each TBK generated, the RI will issue a unique TBK_ID.

The TBK can be changed by the RI at will, such as when devices need to be revoked. The TBK change can occur as seldom as never once it was set, or as frequently as desired.

A single TBK can be set for the RI to use with all terminal-bounded content, or a separate TBK may be set for contents related to each ESG entry. The scope and lifetime of the TBK are implementation specific.
9.1.2  Wrapping of TEKs with TBK
The TBK used to protect TEKs is used as follows:

Upon generation of each TEK, the RI determines if it would like to bind the TEK also to the terminal. If not, the TEK is processed as usual (encrypted by SEK/PEK). If terminal binding is desired, a TBK has already been generated, given an ID (TBK_ID), and this ID was added to the ESG entry. For each TEK generated while terminal binding is on, a Wrapped_TEK is computed as follows:

Wrapped_TEK = AES-WRAPTBK(TEK)

Where TBK is fed as the 128-bit key that is used (referred to as KEK in AES-WRAP), and TEK is fed as the key to be wrapped (referred to as plaintext in AES-WRAP). The resulting Wrapped_TEK is processed from that point onwards instead of the original, plaintext, TEK.

9.1.3  Unwrapping of TEKs with TBK

When content is selected to be processed from the ESG, the terminal will note the ID of the TBK that is being used with that content, if at all. If a TBK of the specified ID is not available in the terminal cache, the terminal MAY attempt to obtain it, as described in [Link to 9.1.4].

When processing a STKM, if the terminal binding flag bit is set, the terminal will fetch from its cache the correct TBK, according to the TBK ID specified in the ESG. This fetch may occur once when processing the LTKM message to avoid repeatedly retrieving the same value from the cache. The terminal will use this TBK to unwrap, using AES-WRAP, wrapped TEKs that are received from the UICC, before these are used for content decryption.

The effect of this additional decryption, that is required when terminal binding is on, is that an unapproved terminal, which does not possess the correct TBK, is unable to utilize the output of the UICC to deduce meaningful TEK values. It is perceived as infeasible to obtain the correct TEK values from AES-WRAPTBK(TEK) without knowledge of TBK.
9.1.4  TBK Acquisition
The RI SHALL deliver any requested TBK value to any requesting terminal, as long as the Terminal was successfully authenticated and was positively identified as a Terminal that has not been revoked.

The protocol by which TBK values are delivered is initiated by the Terminal at any time, typically when an ESG entry indicates the requirement for a TBK that is not cached by the device.

To obtain a TBK value, the Terminal starts an HTTPS session with the RI server (see Section link to section 11.2.1 for the Smartcard profile). The HTTPS session MUST be based on mutual authentication using both client and server certificates. The server SHALL verify the authenticity and the validity of the client certificate and SHALL consider the identity of the Terminal to be the one indicated by the certificate. 

Following the HTTPS session establishment, the Terminal MUST send the BCAST_Client_ID (see Section link to section 11). The RI server MAY use this ID information, but if doing so it MUST assure that the identity of the terminal as reflected in the BCAST_Client_ID matches the identity indicated by the client certificate mentioned above.

If the terminal ID that is supplied in the BCAST_Client_ID does not match the ID indicated by the client certificate, or if the ID reflects a device that has been revoked, or if the identification failed, or if the HTTPS session failed, then the RI server MUST close the connection without providing the requested TBK but while returning a “Forbidden” error instead.

If the version number sent in the BCAST_Client_ID reflects an inadequately old version, the RI server SHALL close the connection without delivering the requested TBK, and MAY indicate the URI at which an update or further information can be found (see response table).

If none of the above conditions were met, then the RI server SHALL return the required TBK over the secure connection and close the connection.

Upon reception of the requested TBK, the terminal MAY cache it. The policy and size of this cache is implementation specific.

The Figure below illustrates the steps explained above.
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Figure XX – Mutual Authentication, sending BCAST_Client_ID and TBK exchange

The BCAST_Client_ID and TBK request SHALL be sent using the following notation:

POST / HTTP/1.1

User-Agent:BCAST_Client_ID=BCAST_Client_ID

TBK_request=TBK_ID

Where:

"BCAST_Client_ID=" is text allowing the server to identify the BCAST client ID and BCAST_Client_ID is the actual value.

BCAST_Client_ID is Base64 encoded.

"TBK_request=" is text allowing the server to identify the TBK request and TBK_ID is the ID of the TBK key being requested.

TBK_ID is Base64 encoded.

The Rights Issuer response, if successful SHALL be sent using the following notation:

HTTP/1.1 200 OK
Server: BCAST Rights Issuer
Date: Thu, 08 Jan 2004 10:13:18 GMT

TBK=TBK
Where:

"TBK=" is text indicating the TBK follows.

TBK is the actual Terminal Binding Key

TBK is Base64 encoded.
If the Rights Issuer refuses to issue the TBK it SHALL send the following response:

HTTP/1.1 403 Not acceptable

Server: BCAST Rights Issuer
Date: Thu, 08 Jan 2004 10:13: GMT

Or:

HTTP/1.1 403 Not acceptable
Server: BCAST Rights Issuer
Date: Thu, 08 Jan 2004 10:13:18 GMT

Update_URI=Update_URI
Where:

"Update_URI=" is text indicating that the URI where update or further information can be obtained, follows.

Update_URI is the URI where an update or further information can be obtained.
Update_URI is Base64 encoded.












� Regarding a smartcard profile key management where the security is based on GBA [3GPP TS 33.220], GBA-ME or GBA-U is performed depending on whether smartcard profile key management is performed on the ME or the USIM.
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