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1 Reason for Change

This CR is based on Document 310 which resolved Action Item #39. The following changes are proposed:
1. Addition of TS-SvcCntProtection related Cross Reference Table to show example usage of Global Status Codes.
2. A few notes in the Global Status Codes to allow some values to be used in backend interface messages. 

Revision 01 has the following changes:

1. Changed wording of notes.

· “Note: If this error occurs between network entities, systems operators should contact each other.” ( “Note: This code can also be used between network entities.”
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed changes and apply them to the latest version of TS-SvcCntProtection.
6 Detailed Change Proposal
Appendix D. Global Status Codes
	Code
	Status

	000
	Success
The request was processed successfully.

	001
	Device Authentication Failed

This code indicates that the BSM was unable to authenticate the device, which may be due to the fact that the device is not registered with the BSM.

In this case, the user may contact the BSM, and establish a contract, or get the credentials in place that are used for authentication.

	002
	User Authentication Failed

This code indicates that the BSM was unable to authenticate the user, which may be due to the fact that the user is not registered with the BSM.

In this case, the user may contact the BSM, and establish a contract, or get the credentials in place that are used for authentication.

	003
	Purchase Item Unknown

This code indicates that the requested service item is unknown. This can happen e.g. if the device has a cached service guide with old information.

In this case, the user may re-acquire the service guide.

	004
	Device Authorization Failed

This code indicates that the device is not authorized to get Long-Term Key Messages from the RI, e.g. because the device certificate was revoked.

In this case, the user may contact the BSM operator.

	005
	User Authorization Failed

This code indicates that the user is not authorized to get Long-Term Key Messages from the RI, e.g. because the device certificate was revoked.
In this case, the user may contact the BSM operator.

	006
	Device Not Registered

This code indicates that the device is not registered with the RI that is used for the transaction.

When this code is sent, the response message includes a registration trigger that allows the device to register.

In this case, the device may automatically perform the registration, and, if the registration is successful, re-initiate the original transaction.

	007
	Server Error

This code indicates that there was a server error, such as a problem connecting to a remote back-end system.

In such a case, the transaction may succeed if it is re-initiated later.

	008
	Mal-formed Message Error

This code indicates that there has been a device malfunction, such as a mal-formed XML request.

In such a case, the transaction may or may not (e.g. if there is an interoperability problem) succeed if it is re-initiated later.
Note: This code can also be used between network entities.

	009
	Charging Error

This code indicates that the charging step failed (e.g. agreed credit limit reached, account blocked).
The user may in such a case contact the BSM operator.
Note: This code can also be used between network entities.

	010
	No Subscription

This code indicates that there has never been a subscription for this service item, or that the subscription for this item has terminated.

The user may in such a case issue a service request for a new subscription.

	011
	Operation not Permitted

This code indicates that the operation that the device attempted to perform is not permitted under the contract between BSM and user.

The user may in this case contact BSM operator and change the contract.
Note: This code can also be used between network entities.

	012
	Unsupported version

This code indicates that the version number specified in the request message is not supported by the network. 

In this case, the user may contact the BSM operator.
Note: This code can also be used between network entities.

	013
	Illegal Device

This code indicates that the device requesting services is not acceptable to the BSM. E.g. Blacklisted.

In this case, the user may contact the BSM operator.

	014
	Service Area not Allowed

This code indicates that the device is not allowed services in the requested area due to subscription limits

In this case, the user may contact the BSM operator or subscribe to the applicable service.

	015
	Requested Service Unavailable

This code indicates that the requested service is unavailable due to transmission problems.

In this case, the request may re-initiated at a later time.
Note: This code can also be used between network entities.

	016 
	Request already Processed

This code indicates that an identical request has been previously processed. 

In this case, the user or the entity may check to see if the request had already been processed (i.e. received an LTK), if not retry the request.

	017
	Information Element Non-existent 

This code indicates that the message includes information elements not recognized because the information element identifier is not defined or it is defined but not implemented by the entity receiving the message. 

In this case related entities should contact each other.

	018 
	Unspecified

This code indicates that an error has occurred which cannot be identified.

In this case related entities should contact each other. 

	019 
	Process Delayed

Due to heavy load, request is in the cue, waiting to be processed.
In this case the user or entity should wait for the transaction to complete.
Note: This code can also be used between network entities.

	020
	Generation Failure

This code indicates that the request information (message) could not be generated. 
In this case the user or entity should retry later.

	021
	Information Invalid

This code indicates that the information given is invalid and cannot be used by the system.

In this case the request should be rechecked and sent again.

	022
	Invalid Request

This code indicates that the requesting key materials and messages (e.g., LTKM) are not valid and can not be fulfilled.

In this case the request should be rechecked and sent again.

	023
	Wrong Destination

This code indicates that the destination of the message is not the intended one.

In this case the request should be rechecked and sent again.

	024
	Delivery of Wrong Key Information

This code indicates that the delivered key information and messages (e.g., LTKM) are invalid.

In this case the request should be rechecked and sent again.

	025
	Service Provider ID Unknown

This code indicates a confliction when the Visited Service or Home Provider requests a message to the Home Service or Visited Provider.  

	026
	Service Provider BSM_ID Unknown

This code indicates a confliction when the Visited Service or Home Provider BSM requests a message to the Home Service or Visited Provider BSM.

	027 ~ 127
	Reserved for future use

	128 ~ 255
	Reserved for proprietary use


The table below proposes example values from the Global Status Codes in the table above for the transaction messages that require the use of Global Status Codes. The values shown below are for guidance purposes and the full range of values of the Global Status Codes are applicable to all messages if deemed required.

	TS-BCAST_SvcCntProtection
	12.2.2.1.2 Response to Key Request Message
	000, 007, 008, 011, 012, 015, 016, 017, 018, 019, 020, 021, 022, 023

	
	12.2.2.1.4 Confirmation to Key Delivery Message
	000, 007, 008, 011, 012, 015, 016, 017, 018, 019, 020, 021, 022, 023

	
	12.3.2.1.2 Response to Key Request Message 
	000, 007, 008, 011, 012, 015, 016, 017, 018, 019, 020, 021, 022, 023

	
	12.3.2.1.4 Confirmation to Key Delivery Message
	000, 007, 008, 011, 012, 015, 016, 017, 018, 019, 020, 021, 022, 023

	
	12.4.2.1.2 Response to Key Request Message
	000, 007, 008, 011, 012, 015, 016, 017, 018, 019, 020, 021, 022, 023

	
	12.4.2.1.4 Confirmation to Key Delivery Message
	000, 007, 008, 011, 012, 015, 016, 017, 018, 019, 020, 021, 022, 023

	
	12.5.2.1.2 Response to Key Request Message
	000, 007, 008, 011, 012, 015, 016, 017, 018, 019, 020, 021, 022, 023

	
	12.5.2.1.4 Confirmation to Key Delivery Message
	000, 007, 008, 011, 012, 015, 016, 017, 018, 019, 020, 021, 022, 023
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