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1 Reason for Change

Requirements related to the secure storage of sensitive data introduced by the BCAST enabler were agreed during the Athens December, 2005 meeting, see document OMA-BCAST-2005-0743-secure_storage_requirements. They were to be incorporated into OMA-RD-BCAST-V1_0-20050824-C produced by BAC – BCAST. 
The BCAST documents "AD" and "Service and Content protection specification" were reviewed and this lead to two CRs that modify these documents according to the new requirements.

This document is an updated version of the one introduced during the BCAST DRM SEC joint February, 2006 meeting in Paris, based on the comments received..

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed changes and update the latest version of the OMA-TS-BCAST_SvcCntProtection-V1_0  document accordingly.

6 Detailed Change Proposal

Change 1:  Definitions

	Content Encryption
	The cipher algorithm is applied on the data in a file before packetization for transport or encapsulations occurs.

	Transport Encryption
	The cipher algorithm is applied on the data that have been packetized for transport on a network. This can also be referred as Service Encryption but for the sake of clarity, only the Transport Encryption term is used.

	Content Protection
	This involves the protection of content (files or streams) during the complete lifetime of the content i.e. it is NOT an access control mechanism only as it involves post-acquisition rules. Content protection is enabled for encrypted content through the use of appropriate rules or rights, e.g. using OMA DRM v2.0 for files and OMA DRM Broadcast extensions for streamed content. Content remains protected in the Terminal.

Usage rules are enforced at "consumption time" (typically, based on DRM). In addition to subscription and pay-per-view, typically associate with Service Protection, Content Protection enables  more fine-grained usage rules, such as for displaying, saving in unencrypted form, printing, processing, re-distributing, etc. [DRMDRM-v2.0].

	Service Protection
	This involves protection of content (files or streams) during its delivery i.e. it is an access control mechanism only. Content is freely available (thus unencrypted) once it is securely delivered.
For the benefit of allowing Content Protection to be provided for the same service, Service Protection may be limited to immediate consumption / rendering only, allowing recording of encrypted content for future acquisition of post-acquisition rights (see Content Protection).

	Rights Object
	This is the  Rights Object used by the DRM profile of the Service and Content Protection. RO is delivered over the Interacticity Channel. Encoding of the RO is specified in [DRMDRM-v2.0].

	Broadcast Channel Rights Object
	This is a Rights Object used by DRM profile of the Service and Content Protection. BCRO is delivered over the Broadcast Channel. Encoding of the BCRO is specified in [XBS DRM extensions-v1.0].

	Generalised Rights Object
	This term is used in this document as a more generic term whenever an RO or a BCRO is meant.

	DRM Profile
	The DRM profile uses the Service and Content Protection solution for BCAST receivers in which the long term key management and registration of devices is based on OMA DRM and the broadcast extensions [XBS DRM extensions-v1.0].

The Service & Content Protection solution for the DRM profile is described in Section ‎6.2.

	Smartcard Profile
	The Smartcard Profile uses the Service and Content Protection solution for BCAST receivers in which the long term key management and registration is based on GBA and  (U)SIM (for 3GPP MBMS) or a pre-provisioned shared secret key and R-UIM (for 3GPP2 BCMCS).
The Smartcard profile is described in Section ‎6.1.

	Programme
	A logical portion of a service with  distinct start and end points.

	Secure Storage Entity
	The secure storage entity protects sensitive data such as cryptographic keys introduced by either the DRM Profile or the Smartcard Profile.
Only an authorized agent is allowed to access the sensitive data. 

To insure that the sensitive data is not manipulated fraudulently, it is integrity protected. The sensitive data are also cryptographically protected to guarantee its confidentiality. 
The secure storage entity can be implemented on either the smartcard i.e. (U)SIM /(R)UIM or on the terminal.


7 Recommendation

Accept proposed changes and update the BCAST OMA-AD-BCAST-V1_0 (expected version) accordingly.
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