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1 Reason for Contribution

This IC contains QUALCOMM’s consistency review comments on the Services TS.
2 Summary of Contribution

Section 3 below represents QUALCOMM’s consistency review comments and proposed resolution where possible, on the Services TS.
3 Detailed Proposal

The following comments are submitted by QUALCOMM against OMA-TS-BCAST_Services-V1_0-20060326-D.
	ID
	Open Date
	Edit
	Section
	Description
	Status

	
	
	N
	Multiple
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
Throughout this document, the term ‘ESG” is used in error in the place of “SG”, and which should be corrected.

Proposed resolution:

Replace “ESG” by “SG” throughout the spec.
	Status: OPEN

	
	
	N
	2.1
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
The normative references are missing 3GPP and 3GPP2 references pertaining to Smartcard Profile registration mechanisms.

Proposed resolution:

Add the following entries in Sec. 2.1:

[3GPP TS 33.246]: “Security of Multimedia Broadcast/Multicast Service”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 33.246, http://www.3gpp.org/
[3GPP2 S.S0083-A]: “Broadcast-Multicast Service Security Framework”, http://www.3gpp2.org/
	Status: OPEN

	
	
	N
	4
	Source: Charles Lo, QUALCOMM
Form: OMA-BCAST-2006-0362
Comment:
The normative references to DVB-H, MBMS and BCMCS adaptation specs are left blank in the description.
Proposed resolution:

Add the following entry for BCMCS: [BCAST10-BCMCS-Adaptation], and the following entry for MBMS: [BCAST10-MBMS-Adaptation].

	Status: OPEN

	
	
	N
	5
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
The term ESG in the table should be replaced by SG

Proposed resolution:

Replace all instances of the term ESG in the table by SG.
	Status: OPEN

	
	
	N
	5
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
Normative references for SG-1, SG-2 and SG-4 should also include section 5.5 of the SG TS.
Proposed resolution:
Add “section 5.5” to section 5.3 as the referenced normative specification for SG-1, SG-2 and SG-4.
	Status: OPEN

	
	
	N
	5
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
Normative references as cited for SD-1 and SD-2 are in error.

Proposed resolution:
Replace “section 6.4.1” and “section 6.4.2” by “section 6.5.1” and “section 6.5.2”, respectively, under Normative Specification for interfaces SD-1 and SD-2.
	Status: OPEN

	
	
	N
	5
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
SP-1 should not be normatively referencing the Distribution TS, since FD-1 and SD-1 as pointed to don’t carry service protection encrypted content (i.e. as shown in the AD, the SP-E entity resides in the BSD/A, and the STKM Generator doesn’t reside in the CC)
Proposed resolution:
SP-1 interface does not actually exist and such entry should be removed from the table of Section 5.
	Status: OPEN 

	
	
	N
	5
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
Normative reference to Sec. 6.4.2 for SD-2 is in error.

Proposed resolution:
Replace “6.4.2” by “6.5.2”.
	Status: OPEN

	
	
	N
	5
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
1) Due to the recently reorganized SPCP spec, normative reference sections for SP 4-1, SP 4-2, SP 5-1, SP 5-2 and SP-7 should be corrected.
2) Normative reference for SP-8 does not exist because its corresponding BCAST-8 actually pertains to service interaction.  There is a mistake in Fig. 9 of the AD in depicting SP-8 as “out of band” registration interface.  Instead this out-of-band registration interface should be named SP-9, and proposed correction is provided in Docs 365 and 374.  Existing SP-9 in the table should be changed to SP-12.
3) Also, as indicated in Docs 365 and 374, SP-10-1, SP-10-2 and SP-11 are missing in the AD, and should be added.
Proposed resolution:
1) Proper normative references for these are as follows:

· SP 4-1: [BCAST10-ServContProt] Sec. 14.1, but that section needs to be updated to be aligned with AD.
· SP 4-2: [BCAST10-ServContProt] Sec. 14.2, but that section needs to be updated to be aligned with AD.
· SP 4-3: ??
· SP 5-1: [BCAST10-ServContProt] Secs. 5.6 and 5.7
· SP 5-2: [BCAST10-ServContProt] Secs. 5.4 ans 5.5
· SP-7: [DRM20-Broadcast-Extensions] Sec. 6.1,  [3GPP TS 33.246], [3GPP2 S.S0083], [BCAST10-ServContProt] Sec. 5.4, 5.5, 6.3, 6.4, 7.4 and 7.5
2) Remove entry SP-8 from the table.  Normative reference for SP-12 (SP-9 as currently shown in table) is [ETSI SCP reference], [3GPP TS 33.110]
3) Add SP-10-1, SP-10-2 and SP-11 to the table, with the following normative references: 

· SP-10-1: [BCAST10-ServContProt] Secs. 6.5.1, 6.6.1, 7.6.1 and 7.7.1.
· SP-10-2: [BCAST10-ServContProt] Sec. 6.4
· SP-11: [BCAST10-ServContProt] Secs. 6.3 and 7.4
	Status: OPEN

NOTES:
SP 4-1: mismatch between description in BCAST-AD and SPCP spec (SPCP has not adopted changes introduced in Doc-189R1):

· AD (5.3.4.3): delivery of SEAK/PEAK from SP-M to SP-KD (SP-KD then uses this to encrypt STKs)
· SPCP (14.1): delivery of TEK from SP-M to SP-E(in BSD/A)
SP 4-2: mismatch between descriptions in AD vs SPCP (b/c SP 4-3 is not defined in SPCP):

· AD (5.3.4.3): delivery of LTKM from SP-M to SP-KD (SP-KD then delivers LTKM over broadcast channel);  delivery of registration key material SP-M to SP-KD
· SPCP (14.2): delivery of STKM, LTKM and RKM from SP-M to SP-KD

SP 4-1 and SP 4-2 in SPCP TS need to be modified, and SP 4-3 should be added, for alignment with AD.

SP 5-1: Layer 4 of 4-layer model.

SP 5-2: Layers 3 and 2, applicable only to DVB-H.
SP-7 refers to  Registration, LTKM and possibly STKM delivery: for DRM Profile registration refer to XBS spec; for Smartcard Profile registration refer to 3GPP/2 specs
SP-9: secure channel

	
	
	N
	5
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
1) Normative references for CP-1 should be [BCAST10-Distribution] Secs. 5.4.1 and 6.5.1.

2) Normative references for CP-2-1 should be [BCAST10-Distribution] Sec. 6.5.2.

3) Due to reorganized SPCP spec, normative reference sections for CP-3, CP-4, CP-5-1, CP-5-2 and CP-7 should be corrected.

4) Normative reference for CP-8 does not exist because its corresponding BCAST-8 actually pertains to service interaction.  There is a mistake in Fig. 10 of the AD in depicting CP-8 as “out of band” registration interface.  Instead this out-of-band registration interface should be named CP-9, and proposed correction is provided in Docs 365 and 374.  Existing CP-9 in the table should be changed to CP-12.
5) Also, as indicated in Docs 365 and 374, CP-10-1, CP-10-2 and CP-11 are missing in the AD, and should be added.
Proposed resolution:
1) For CP-1, replace reference to Sec. 6.4.1 of Distribution TS by Sec. 6.5.1.
2) For CP-2-1, replace reference to Sec. 6.4.2 of Distribution TS by Sec. 6.5.2.

3) Proper normative references for these are as follows:

· CP-3: [BCAST10-ServContProt] Sec. 14.3
· CP-4: [BCAST10-ServContProt] Sec. 14.4
· CP-5-1: [BCAST10-ServContProt] Sec. 5.6.2

· CP 5-2: [BCAST10-ServContProt] Secs. 5.5 and 5.7.2.

· CP-7: [DRM20-Broadcast-Extensions] Sec. 6.1, [BCAST10-MBMS-Adaptation] Sec. X, [BCAST10-BCMCS-Adaptation] Sec. 8, [BCAST10-ServContProt] Sec. 5.3, 5.4, 6.2, 6.3, 7.3 and 7.4.
4) Remove entry CP-8 from the table.  Normative reference for CP-12 (CP-9 as currently shown in table) is [ETSI SCP reference], [3GPP TS 33.110].
5) Add CP-10-1, CP-10-2 and CP-11 to the table, with the following normative references: 

· CP-10-1: [BCAST10-ServContProt] Secs. 6.5.2 AND 7.6.2.
· CP-10-2: [BCAST10-ServContProt] SecS. 6.4, 6.6.2 AND 7.7.2
· CP-11: [BCAST10-ServContProt] Secs. 6.2, 6.3, 7.3 and 7.4 
	Status: OPEN

NOTES:

CP 2-2: delivery of content-protected file from CP-E in BSA to FD in BSD/A
CP-3: delivery of TEK from CP-M in BSM to CP-E in BSA (CP-E then encrypts content with TEK)

CP-4: delivery of STKM, LTKM and registration key material from CP-M in BSM to FD in BSD/A

CP 5-2: delivery of content protected files and STKM from FD to FD-C

CP-7: registration, delivery of LTKM (and possibly STKM) over interaction channel; for DRM profile, LTKM carries RO, and STKM carries Prot-After-Reception; for Smartcard profile, LTKM has nothing to do with CP, only STKM (with Prot-after-Reception); for CP-related registration, for smartcard profile should refer to adaptation specs (since 3GPP/2 core specs only pertain to SP related registration); for DRM profile refer to XBS
CP-9: secure channel

Note: must resolve whether CP-8 communications is over the interaction channel or done out-of-band before its normative references can be provided.

	
	
	N
	5.1.1
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
For consistency of terminology across BCAST 1.0 specs, it is proposed that the term “Interactive channel” be replaced by “Interaction channel”.  RD and AD use the terms “interaction network” and “interaction channel” 
Proposed resolution:
Replace all instances of the term “Interactive channel” by “Interaction channel”..
	Status: OPEN

	
	
	N
	5.1.1
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
It is stated that the device must know the URL for HTTP or HTTPS session establishment with the BSM, and that this information should be contained in the SG.  However, traceability to such information in the SG is not provided, and neither is such information found in the SG.

Proposed resolution:

??
	Status: OPEN

A possible source for such HTTP/HTTPS URL information is the web page linked to by the “ExtensionURL” element in PI, PD and PC fragments

	
	
	N
	5.1.4
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
Why are “Device Authentication Failed” and “User Authentication Failed” shown as separate failure messages, since they indicate exactly the same reason for failure?  Should these have different failure reasons?  In addition, another reason for authentication failure is that improper security credentials were provided.
Proposed resolution:
Modify the descriptions for “Device Authentication Failed” and “User Authentication Failed” as shown below by the strikethough and underlined text:
“Device Authentication Failed: This code indicates that the BSM was unable to authenticate the device, which may be due to the fact that the user or the device is not registered with the BSM, or that inappropriate security credentials were submitted by the device.
In this case, the user may contact the BSM, and establish a contract, or get the credentials in place that are used for authentication.”

“User Authentication Failed: This code indicates that the BSM was unable to authenticate the user, which may be due to the fact that the user or the device is not registered with the BSM, or that inappropriate security credentials were submitted by the user.
In this case, the user may contact the BSM, and establish a contract, or get the credentials in place that are used for authentication.  Alternatively, if offered another opportunity, the user may re-enter the security credentials required for user authentication.”
	Status: OPEN 

	
	
	N
	5.1.4
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
Why are “Device Authorization Failed” and “User Authorization Failed” shown as separate failure messages, since they indicate  the same reason for failure?  Should these have different failure reasons?  In addition, For “Device Authorization Failed”, the failure of the device to obtain the Long-Term Key Message should also address Smartcard-based devices.  For user authorization failure, it’s not quite correct to say that the “user” is not authorized to get the LTKM, since it is really the device which requires reception of such messages.
Proposed resolution:
Modify the descriptions for “Device Authentication Failed” and “User Authentication Failed” as shown below by the strikethough and underlined text:

“Device Authorization Failed: This code indicates that the device is not authorized to get Long-Term Key Messages from the RI, e.g. because the device certificate was revoked, in the case of the DRM Profile.  Alternatively, in the case of the USIM-based Smartcard Profile, it may indicate that the device is not authorized to get Long-Term Key Messages from the NAF because the user is not subscribed to the corresponding broadcast service.
In this case, the user may contact the BSM operator In the case of the Smartcard Profile, the device may notify the user that the service is not subscribed.”

“User Authorization Failed: This code indicates that the user has not subscribed to the requested broadcast service is not authorized to get Long-Term Key Messages from the RI, e.g. because the device certificate was revoked.
In this case, the user may be given an opportunity to contact the BSM operator for service subscription.”
	Status: OPEN

Verify with LD/Jun on correctness; is there some way the device can acquire the LTKM given initial authorization failure?

	
	
	N
	5.1.4
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
For “Device not Registered”, the reason may also be that the device is not registered with the BDS-SD or NAF, for the case of Smartcard based devices.
Proposed resolution:
Add to the description under “Device not Registered” the following underlined text:

“This code indicates that the device is not registered with the RI that is used for the transaction, in the case of the DRM Profile, or that the device is not registered with the BDS-SD or the NAF, in the case of the Smartcard Profile.
In this case, the device may automatically perform the registration, and, if the registration is successful, re-initiate the original transaction.”
	Status: OPEN

	
	
	N
	5.1.5.1, 5.1.6.1, 5.1.6.4, 5.1.6.7, 5.1.6.9, 5.1.7.1, 5.6.3
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
Under the description of “DeviceID”, another example of unique device ID is the MEID (as defined in 3GPP2), and should be included.
Proposed resolution:
Add “MEID” to the examples of unique device identifiers for “DeviceID”.
	Status: OPEN

	
	
	N
	5.1.5.2
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
The description for Price_info should be improved.

Proposed resolution:
Modify the first sentence as shown below by the strikethrough and added underlined text:

“Price information of the Purchase Item that a user wants to know about the price.”
	Status: OPEN

	
	
	N
	5.1.5.2
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
In the description of “Service Guide Fragment”, the term “ESG” in the reference should be replaced by “SG”.

Proposed resolution:
In the description of “Service Guide Fragment”, replace the term “ESG” in the reference by “SG”.
	Status: OPEN

	
	
	N
	5.1.6.1
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
In the description of “ServiceProtectionProtocol”, defined values should also include ISMACryp.

Proposed resolution:
Add “ismacryp” to “ipsec” and “srtp” as defined values of service protection protocols.
	Status: OPEN

	
	
	N
	5.1.6.1
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362

Comment:
RiURL is defined as pertaining to ROAP triggers.  It should be independent of DRM Profile or Smartcard Profile for access to LTKM/STKM.  Also, the term should be renamed RightsIssuerURI, as already defined in the SG.

Proposed resolution:
Rename “RiURL” by “RightsIssuerURI”, with modified description as follows, with changed marked by strikethrough and added underlined text:

“The Rights Issuer URI URL, from using which BSM can contact the Rights Issuer to obtain rights for content protection of the requested service/content.  In the case of the DRM Profile, this URI is used to retrieve the ROAP triggers** that will be delivered to the device.”
	Status: OPEN

	
	
	N
	5.1.6.1
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
OrderOption is not defined here, nor is it defined in SG.

Proposed resolution:

??
	Status: OPEN

Possible use of order option are the dependency and exclusion elements in PurchaseItem fragment.

	
	
	N
	5.1.6.2, 5.1.6.5
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
It should be clarified in the descriptions for “Trigger” (for both cases of request acceptance or rejection by BSM), that these apply only for DRM Profile compliant devices

Proposed resolution:
Modify the descriptions as shown below, including the strikethrough and added underlined text:

 “… In the case of  DRM Profile, the The device is expected to use the trigger to initiate one or more Long-Term Key Message acquisitions.”
	Status: OPEN

	
	
	N
	5.1.6.2
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362

Comment:
Since the Trigger is only applicable to the case of DRM Profile, its inclusion in the Service Response message should be optional.
Proposed resolution:
Modify the category for Trigger as “O” for optional.
	Status: OPEN

	
	
	N
	5.1.6.5
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
In the sentence under Sec. 5.1.6.5. ”Subscription Renewal Response” should be replaced by “Subscription Renewal Request”.

Proposed resolution:
In the sentence under Sec. 5.1.6.5. replace ”Subscription Renewal Response” by “Subscription Renewal Request”.
	Status: OPEN

	
	
	N
	5.1.6.5
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362

Comment:
Since the Trigger is only applicable to the case of DRM Profile, its inclusion in the Subscription Renewal Response message should be optional.

Proposed resolution:
Modify the category for Trigger as “O” for optional.
	Status: OPEN

	
	
	N
	5.1.6.9, 5.1.6.10
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
Token-based consumption is DRM Profile and (R-)UIM Smartcard profile specific, and should be indicated for this section.
Proposed resolution:
Add asterisks (**) after the Sec. 5.1.6.9 and 5.1.6.10 titles, and indicate that these sections are applicable only to the DRM Profile and (R-)UIM Smartcard Profile.
	Status: OPEN

	
	
	N
	5.1.6.10
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362

Comment:
For the successful Token Purchase Response message, to address the case of Smartcard Profile, an additional element is needed to provide acknowledgment of the requested token amount.

Proposed resolution:
Add the following entry to the table:

Name = RequestedTokenAmountAck

Type = E

Category = O

Cardinality = 1

Description = Acknowledgment of successful token order per the RequestedTokenAmount

Data Type = String
	Status: OPEN

	
	
	N
	5.3.6.1.2
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:

Need entry similar to “3GPP PSS SMIL bundle” for 3GPP2 MSS
Proposed resolution:

?
	Status: OPEN

	
	
	N
	5.4.1
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
The first sentence of this section is not stated very well and should be improved.
Proposed resolution:
Modify the sentence as shown below, including the strikethrough and added underlined text:

 “The BCAST Enabler specifies two ways main features to enable targeted reception through delivery of user-based profiles over the broadcast channel – for Service Guide and for File Delivery.”
	Status: OPEN

	
	
	N
	5.4.1
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
The 2nd bullet item of this section is not stated very well and should be improved.

Proposed resolution:
Modify the 2nd bullet as shown below, including the strikethrough and added underlined text:

 “If user-based profiles are used within the File Delivery, the associated file metadata information SHALL contain the same as be identical to the “TargetUserProfile” as defined in the Service Guide.”
	Status: OPEN

	
	
	N
	5.5, 5.5.1, 5.5.2, and 5.5.3
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
Although these sections are currently blank, it seems they are not needed in this spec since authentication, authorization and other security functions are already addressed in the SPCP spec.
Proposed resolution:
Rename Sec. 5 as “Privacy”, and remove current sections 5.5.1 – 5.5.3.
	Status: OPEN

	
	
	N
	5.5.4
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:

This section is currently blank and should be filled out.
Proposed resolution:

??
	Status: OPEN

	
	
	N
	5.6
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
The word “unit” should be replaced by a more suitable term, for example, “functional entity”.
Proposed resolution:
Replace the word “unit” by “functional entity”.
	Status: OPEN

	
	
	N
	5.6.1, 5.6.2
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362

Comment:
The first sentence in Sec. 5.6.1 is confusing.  First, a “chargeable event” seems to represent a different activity than “service delivery”.  Second, there seems to be a fundamental inconsistency between the definition of chargeable event (indicates that service delivery has transpired) and the fact some of these chargeable events simply represent subscription-related requests.  As further evidence of the inconsistency, the first bullet point under Sec. 5.6.2 indicates that the subscription-related request arrival is prior to the occurrence of service delivery.
Proposed resolution:

??
	Status: OPEN

	
	
	N
	5.6.3
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362
Comment:
What is the meaning/intent of showing blank entries under “BCAST Field Name” in the tables of this section?  Is the intent to define BCAST terms for these charging related fields names?
Proposed resolution:

??
	Status: OPEN


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree on and incorporate the proposed comment resolutions into the ServicesTS.
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