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1 Reason for Change

In BCAST RD, there is the definition of Service Protection and Content Protection. 

· service and content protection addressing the mechanisms by which Mobile Broadcast Services and content can be protected to enable various purchasing and charging models, usage tracking, and usage rights enforcement: service protection covers access control for any kind of IP-based service, whereas content protection covers application-level end-to-end security for file- and stream-based services

The current Content Protection architecture diagram focused on the protection of file but, we also should consider the Content Protection of stream. 

Therefore, we proposed revised CP architecture considering CP definition in RD and Content Protection of stream. In addition to these, we added STKM generation option for Content Protection function. BCAST Service Protection has STKM generation options to support various business models. Content Protection also requires STKM generation options for shared content. The change is TEK generation by BSA. It is better for the BSA to generate TEK because content protection of files  and the stream protection ( with ISMACrypt) are based on encryption inside BSA. And, some more clarification about CP interfaces and CP components are proposed.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss the proposed architecture and if our proposal is acceptable by BCAST, then CR will be implement in AD after Consistency review is finished.


6 Detailed Change Proposal
5.3.4.4 Functional Architecture for Content Protection

The following diagram shows the functional blocks and interfaces for the content protection on the BCAST architecture.  This applies to File and  Stream. 
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Figure 11 - Content Protection Functional Architecture
The Figure above depicts the architecture of the BCAST Content Protection function for files. 

Interfaces are defined as follows:
	Interface
	Reference Point
	Definition

	CP-1
	BCAST-1
	CP-1 is not in scope of OMA-BCAST. It shows merely for the sake of completeness how the unprotected content is fed from the original source into the OMA BCAST function.

	CP-2-1
	BCAST-2 
	The content-protected stream is sent to the BSD/A for distribution.

	CP-2-2
	BCAST-2
	The content-protected file is sent to the BDS/A for distribution.

	CP-2-3
	BCAST-2
	STKM delivery from BSA to BSD/A.

	CP-3
	BCAST-3
	Delivery of SEAK or PEAK from CP-M in BSM to CP-A in BSA for the encryption of STKM

CP-3 comprises the transactions between CP-M in the BSM and CP-A in the BSA. CP-M transfers SEAK or PEAK for encryption of STKMs.
Delivery of TEK from CP-A to CP-M for the BSM to encrypt and generate STKMs.

	CP-4
	BCAST-4
	Delivery of LTKM from CP-M to FD for Broadcast only Terminal.

Delivery of STKM from CP-M to FD for delivery to the Terminal.
Delivery of Registration material to be used for the registration by Broadcast only Terminal.


	CP-5-1
	BCAST-5
	Delivery of Content Protected Stream to Terminal



	CP-5-2
	BCAST-5
	Delivery of Content Protected File to Terminal
Delivery of LTKM and key materials forbroadcast-only devices, where interaction with CP-M have to be implemented by combining the broadcast channel with out-of-band communication. These operations include registration, domain join/leave, and usage data collection for impulse pay-per-view.

	CP-7
	BCAST-7
	Exchange messages used for terminal registration, LTKM delivery and domain join/leave between CP-C in Terminal and CP-M in BSM.( CP-7a for CP-C in Terminal, CP-7b for CP-C in Smartcard)


Note: Related key materials are stored within a secure storage entity in the CP-C on the terminal or the smartcard depending on key management implementation.

	CP-8
	BCAST-8
	CP-8 provides out-of-band channel for broadcast-only devices to do registration, long-term key message acquisition, domain join/leave, and usage data collection for impulse pay-per-view.

	CP-9
	N/A
	This is the interface between the terminal and the smartcard. This interface is not present for terminals not having a smartcard.

This interface should correspond to the relevant specifications in 3GPP (U)SIM [3GPP TS 31.101] and 3GPP2 (R-)UIM [3GPP2 C.S0023-B].
Note: CP-9 is Terminal internal interface and is not standardized within OMA BCAST

	CP-10
	N/A
	Transmission of traffic encryption key (TEK) from the CP-C on the terminal to the CP-D to decrypt the enciphered content.
Note: CP-10 is Terminal internal interface and is not standardized within OMA BCAST

	CP-11
	N/A
	This interface comprises the transmission of the STKM from FD-C to the CP-C on the terminal. 

Depending on key management implementation TEK extraction from STKM is processed by the CP-C on the terminal or on the smartcard.

It also concerns long-term key message and key materials in case of broadcast-only devices. 

Related key materials are stored within a secure storage entity in the CP-C on the terminal.
Note: CP-11 is Terminal internal interface and is not standardized within OMA BCAST

	CP-12
	N/A
	CP-12a comprises the transmission of content protected stream from SD-C to CP-D.

CP-12b comprises the transmission of content protected file from FD-C to CP-D.
Note: CP-12a and CP -12B are Terminal internal interface and are not standardized within OMA BCAST


Note: 
Interface CP 2-1 and CP 2-2 are identical to SD-2 and FD-2 respectively. Interface CP 5-1 and CP 5-2 are identical to SD-5 and FD-5, respectively.


5.3.4.4.1 Content Protection Application Component

The Content Protection Application (CP-A) in BSA is responsible for generation of TEK.. and STKM. To generate STKM, CP-A receives related information ( such as SEAK or PEAK ) from CP-M in BSM.
CP-A also sends TEK to CP-M in BSM in case that CP-M generates STKM.
CP-A sends STKM to CP-M in case of STKM delivery over Interaction Channel and CP-A sends STKM to FD in case of STKM delivery over Broadcast Channel.
5.3.4.4.2 Content Protection Encryption Component
The Content Protection Encryption Component (CP-E) in BSA is responsible for encrypting files or stream contents for delivery over broadcast channel. The TEK, acquired from the CP-A, is used to protect contents. The format of the encrypted contents depends on the specific content protection system. 
5.3.4.4.3 Stream Delivery Component
The role of Stream Delivery Component (SD) is identical to the one in Stream Distribution Function.  Refer to Section 5.3.3.2.
5.3.4.4.4 File Delivery Component
 The role of File Delivery Component (FD) is identical to the one in File Distribution Function.  Refer to Section 5.3.2.2.  In addition to this, the long-term key message and key materials are distributed from the FD to the CP-C for broadcast-only terminals. The TKM is distributed to the CP-C over broadcast channel.
5.3.4.4.5 Content Protection Management Component
 

The Content Protection Management Component (CP-M) in the BSM is responsible for the registration of Terminal and the authentication of User for Content Protection function. CP-M is also responsible for the LTKM generation and the LTKM delivery over Interaction Channel. LTKM contains SEK and PEK and it is delivered to CP-C in Terminal ( CP-7a ) or CP-C in Smartcard ( CP -7b ) 

CP-M generates STKM and , for this, it exchanges the STKM generation related information with BSA. In case of STKM generation by CP-M, CP-M sends it to FD, which STKM delivery over Broadcast Channel is processed. If STKM is delivered to CP-C in Terminal( CP-7a) or CP-C(CP-7b) in Smartcard over Interaction Channel, CP-M delivers STKM by itself.

To support STKM generation by CP-A in BSA, CP-M provides the STKM generation related information to CP-A.

For the registration of Broadcast-only Terminals and LTKM delivery to those terminals, CP-M can send the registration related material and LTKM to FD in BSD/A, where the registration related materials and LTKM are delivered to Broadcast only Terminals over Broadcast Channel. With these CP-M functionalities, Broadcast-only Terminal, which initiated the registration with out-of-band channel, receives responses for the registration and the long-term key message delivery over broadcast channel.
The CP-M is also in charge of the domain management. The terminal can join a domain or leave a domain using the CP-M.
5.3.4.4.6 Stream Delivery Client Component

The role of Stream Delivery Client Component (SD-C) in the terminal is identical to the one in Stream Distribution Function. Refer to Sect.5.3.3.3.
5.3.4.4.7 File Delivery Client Component
The role of File Delivery Client Component (FD-C) in the terminal is identical to the one in File Distribution Function. Refer to Sect.5.3.2.3. In addition to this, the FD-C receives the STKM over broadcast channel. The FD-C also receives the long-term key message and registration key materials in case of broadcast-only terminals.
5.3.4.4.8 Content Protection Decryption Component
The Content Protection Decryption Component (CP-D) in the Terminal is responsible for decrypting the encrypted contents using the TEK extracted from the STKM. TEK is sent from CP-C in Temrinal.
5.3.4.4.9 Content Protection Client Component 
The Content Protection Client Component (CP-C) in the Terminal is responsible for registration and acquisition of the long-term key message and the STKM. After the registration, the CP-C acquires REK, SMK or GMK, which is used for protecting the long-term key message. The long-term key message contains the SEK, which is used for encrypting STKM.  The CP-C also acquires the TEK by decrypting STKM delivered over Interaction Channel or Broadcast Channel using the SEK, and the TEK is sent to CP-D for decryption of encrypted contents. 
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