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	 FORMCHECKBOX 
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	Doc to Change:
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	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Byung-Rae Lee, byungrae.lee@samsung.com
Bosun Jung, bosun7.jung@samsung.com
Sungoh, Hwang, sungoh@samsung.com

	Replaces:
	 n/a


1 Reason for Change

In this contribution, we propose protocol stacks and messages format for BCAST interface SP-4 based on OMA-BCAST-2006-0415-CR-Revised-SP-Architecture. 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed changes and update the BCAST TS accordingly.
6 Detailed Change Proposal

14.3 Interface SP-4
Interface SP-4 is to deliver Registration Key Material, LTKM, STKM and SEAK/PEAK from the BSM to the BSD/A. This interface is also to deliver the Partial STKM from the BSD/A to the BSM. The BSM that support service protection SHALL support the interface SP-4. The BSD/A that support service protection SHALL support the interface SP-4.
14.3.2 Protocol Stacks

The following protocol stack SHALL be used for delivery of the SEAK or PEAK between the BSD/A and the BSM.
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Figure 1 – Protocol Stack for SP-4
HTTPS can be used to secure the interface SP-4 between the BSM and the BSA.

14.3.3 Tags
Tags are defined in the following table to identify a type of each message. 
	Tag
	Message Type
	Data

	13
	Registration Key Request Message
	Registration Key

	14
	Registration Key Response Message
	

	15
	Registration Key Delivery Message
	Registration Key

	16
	Registration Key Confirmation Message
	

	17
	LTKM Request Message
	LTKM

	18
	LTKM Response Message
	

	19
	LTKM Delivery Message
	LTKM

	20
	LTKM Confirmation Message
	

	21
	Partial STKM Request Message
	Partial STKM

	22
	Partial STKM Response Message
	

	23
	Partial STKM Delivery Message
	Partial STKM

	24
	Partial STKM Confirmation Message
	

	25
	STKM Request Message
	STKM

	26
	STKM Response Message
	

	27
	STKM Delivery Message
	STKM

	28
	STKM Confirmation Message
	

	29
	SEAK/PEAK Request Message
	SEAK or PEAK

	30
	SEAK/PEAK Response Message
	

	31
	SEAK/PEAK Delivery Message
	SEAK or PEAK

	32
	SEAK/PEAK Confirmation Message
	


14.3.4 Registration Key
14.3.4.2 Registration Key Request Message 

This message is sent from the BSM to the BSD/A for the delivery of Registration Key. 
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKeyReq
	E
	
	
	Specifies the Registration Key Reqeust message.

Contains the following attributes:

    SKeyReqid

    EntityAddress

    Tag

    Version

    Time

Contains the following elements:

    GlobalServiceID
	

	SKeyReqid
	A
	M
	1
	Identifier of Key Request Message
	unsignedInt (32bits)

	EntityAddress
	A
	M
	1
	Network Entity Address to receive the response of this message.
	anyURI

	Tag
	A
	O
	0..1
	Identifier for the message type defined in section 12.4.2.1
	unsignedByte

	Version
	A
	O
	0..1
	BCAST enabler version supported by this message.
	String

	Time
	A
	O
	0..1
	The time when this message is sent.  NTP time format SHALL be used for this field.
	Integer

	GlobalServiceID
	E1
	M
	1…N
	Identifier of the service to be encrypted
	anyURI


14.3.4.3 Registration Key Response Message 

After the reception of the Registration Key Request Message, the BSM sends this message to the BSD/A for the delivery of Registration Key Material. 
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKRRes
	E
	
	
	Specifies the Registration Key Response message of Registration Key Request message.

Contains the following attributes:

    Tag

    Version

    Time

Contains the following elements:

     SKeyReqid
	

	Tag
	A
	O
	0..1
	Identifier for the message type defined in section 12.4.2.1
	unsignedByte

	Version
	A
	O
	0..1
	BCAST enabler version supported by this message.
	String

	Time
	A
	O
	0..1
	The time when this message is sent.  NTP time format SHALL be used for this field.
	Integer

	SKeyReqid
	E1
	M
	1..N
	Identifier of Key Request Message

Contains the following attribute:

   StatusCode
	unsignedInt (32bits)

	StatusCode
	A
	M
	1
	The overall outcome of the request, according to the Global Status Codes defined in Appendix D.
	unsignedByte

	GlobalServiceID
	E2
	O
	0…N
	Identifier of the service to be encrypted

Contains the following attribute:

   Data
	anyURI

	RegistrationKey
	A
	M
	1
	Registration Key
	hexBinary


The following message format can be used instead for efficiency. Message ID can be used to identify the current message session and other information.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKRRes
	E
	
	
	Specifies the Registration Key Response message of Registration Key Request message.

Contains the following attributes:

    Tag

    Version

    Time

Contains the following elements:

     SKeyReqid
	

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	SKeyReqid
	E
	M
	1
	Key Request Message ID
	String

	Status
	E
	M
	1
	The overall outcome of the request, according to the Global Status Codes defined in 오류! 참조 원본을 찾을 수 없습니다..
	UnsignedByte

	RegistrationKey
	E
	O
	1
	Registration Key
	hexBinary


14.3.4.4 Registration Key Delivery Message 

This message is sent from the BSM to the BSA for the delivery of SEAK or PEAK without a request from the BSA. If the BSA receives this message, then the BSA replies to the BSM with Confirmation to Key Delivery Message.
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKeyDelivery
	E
	
	
	Specifies the Registration Key Delivery message.

Contains the following attributes:

    SKeyDeliveryid

    EntityAddress

    Tag

    Version

    Time

Contains the following elements:

    GlobalServiceID
	

	SKeyDeliveryid
	A
	M
	1
	Identifier of Key Request Message
	unsignedInt (32bits)

	EntityAddress
	A
	M
	1
	Network Entity Address to receive the response of this message.
	anyURI

	Tag
	A
	O
	0..1
	Identifier for the message type defined in section 12.4.2.1
	unsignedByte

	Version
	A
	O
	0..1
	BCAST enabler version supported by this message.
	String

	Time
	A
	O
	0..1
	The time when this message is sent.  NTP time format SHALL be used for this field.
	Integer

	GlobalServiceID
	E1
	M
	1…N
	Identifier of the service to be encrypted

Contains the following attribute:

   Data
	anyURI

	RegistrationKey
	A
	M
	1
	Registration Key
	hexBinary


14.3.4.5 Registration Key Confirmation Message

This message is sent from the BSA to the BSM for the acknowledgement of the Key Delivery Message. 
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKDRes
	E
	
	
	Specifies the Registration Key Confirmation message of Registration Key Delivery message.

Contains the following attributes:

    Tag

    Version

    Time

Contains the following elements:

     SKeyDeliveryid
	

	Tag
	A
	O
	0..1
	Identifier for the message type defined in section 12.4.2.1
	unsignedByte

	Version
	A
	O
	0..1
	BCAST enabler version supported by this message.
	String

	Time
	A
	O
	0..1
	The time when this message is sent.  NTP time format SHALL be used for this field.
	Integer

	SKeyDeliveryid
	E1
	M
	1..N
	Identifier of Key Delivery Message

Contains the following attribute:

   StatusCode
	unsignedInt (32bits)

	StatusCode
	A
	M
	1
	The overall outcome of the request, according to the Global Status Codes defined in Appendix D.
	unsignedByte


The following message format can be used instead for efficiency. Message ID can be used to identify the current message session and other information.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKDRes
	E
	
	
	Specifies the Registration Key Confirmation message of Registration Key Delivery message.

Contains the following attributes:

    Tag

    Version

    Time

Contains the following elements:

     SKeyDeliveryid
	

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	SKeyDeliveryid
	E
	M
	1
	Key Delivery Message ID
	String

	Status
	E
	M
	1
	The overall outcome of the request, according to the Global Status Codes defined in.
	UnsignedByte


14.3.5 LTKM

14.3.5.2 Registration Key Request Message 

This message is sent from the BSA to the BSM for the delivery of SEAK or PEAK. 
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKeyReq
	E
	
	
	Specifies the LTKM Reqeust message.

Contains the following attributes:

    SKeyReqid

    EntityAddress

    Tag

    Version

    Time

Contains the following elements:

    GlobalServiceID
	

	SKeyReqid
	A
	M
	1
	Identifier of Key Request Message
	unsignedInt (32bits)

	EntityAddress
	A
	M
	1
	Network Entity Address to receive the response of this message.
	anyURI

	Tag
	A
	O
	0..1
	Identifier for the message type defined in section 12.4.2.1
	unsignedByte

	Version
	A
	O
	0..1
	BCAST enabler version supported by this message.
	String

	Time
	A
	O
	0..1
	The time when this message is sent.  NTP time format SHALL be used for this field.
	Integer

	GlobalServiceID
	E1
	M
	1…N
	Identifier of the service to be encrypted
	anyURI


14.3.5.3 Registration Key Response Message 

After the reception of the Key Request Message, the BSM sends this message to the BSD/A for the delivery of SEAK or PEAK. 
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKRRes
	E
	
	
	Specifies the LTKM Response message of LTKM Request message.

Contains the following attributes:

    Tag

    Version

    Time

Contains the following elements:

     SKeyReqid
	

	Tag
	A
	O
	0..1
	Identifier for the message type defined in section 12.4.2.1
	unsignedByte

	Version
	A
	O
	0..1
	BCAST enabler version supported by this message.
	String

	Time
	A
	O
	0..1
	The time when this message is sent.  NTP time format SHALL be used for this field.
	Integer

	SKeyReqid
	E1
	M
	1..N
	Identifier of Key Request Message

Contains the following attribute:

   StatusCode
	unsignedInt (32bits)

	StatusCode
	A
	M
	1
	The overall outcome of the request, according to the Global Status Codes defined in Appendix D.
	unsignedByte

	GlobalServiceID
	E2
	O
	0…N
	Identifier of the service to be encrypted

Contains the following attribute:

   Data
	anyURI

	LTKM
	A
	O
	1
	LTKM
	hexBinary

	LTKM Start Time
	E
	M
	1
	This field is mandatory if LTKM is provided. Provides the start time of the period in which the LTKM should be distributed by the BSD/A
	Int (32bits) expressed as NTP time

	LTKM End Time
	E
	M
	1
	This field is mandatory if LTKM is provided. Provides the end time of the period in which the LTKM should be distributed by the BSD/A
	Int (32bits) expressed as NTP time


The following message format can be used instead for efficiency. Message ID can be used to identify the current message session and other information.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKRRes
	E
	
	
	Specifies the LTKM Response message of LTKM Request message.

Contains the following attributes:

    Tag

    Version

    Time

Contains the following elements:

     SKeyReqid
	

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	SKeyReqid
	E
	M
	1
	Key Request Message ID
	String

	Status
	E
	M
	1
	The overall outcome of the request, according to the Global Status Codes defined in 오류! 참조 원본을 찾을 수 없습니다..
	UnsignedByte

	Data
	E
	O
	1
	SEAK or PEAK
	Binary

	LTKMStartTime
	E
	M
	1
	This field is mandatory if LTKM is provided. Provides the start time of the period in which the LTKM should be distributed by the BSD/A
	Int (32bits) expressed as NTP time

	LTKMEndTime
	E
	M
	1
	This field is mandatory if LTKM is provided. Provides the end time of the period in which the LTKM should be distributed by the BSD/A
	Int (32bits) expressed as NTP time


14.3.5.4 Registration Key Delivery Message 

This message is sent from the BSM to the BSD/A for the delivery of Registration Key without a request from the BSD/A. If the BSD/A receives this message, then the BSD/A replies to the BSM with Registration Key Delivery Message.
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKeyDelivery
	E
	
	
	Specifies the LTKM Delivery message.

Contains the following attributes:

    SKeyDeliveryid

    EntityAddress

    Tag

    Version

    Time

Contains the following elements:

    GlobalServiceID
	

	SKeyDeliveryid
	A
	M
	1
	Identifier of Key Request Message
	unsignedInt (32bits)

	EntityAddress
	A
	M
	1
	Network Entity Address to receive the response of this message.
	anyURI

	Tag
	A
	O
	0..1
	Identifier for the message type defined in section 12.4.2.1
	unsignedByte

	Version
	A
	O
	0..1
	BCAST enabler version supported by this message.
	String

	Time
	A
	O
	0..1
	The time when this message is sent.  NTP time format SHALL be used for this field.
	Integer

	GlobalServiceID
	E1
	M
	1…N
	Identifier of the service to be encrypted

Contains the following attribute:

   Data
	anyURI

	Data
	A
	M
	1
	LTKM
	String

	LTKM Start Time
	E
	M
	1
	This field is mandatory if LTKM is provided. Provides the start time of the period in which the LTKM should be distributed by the BSD/A
	Int (32bits) expressed as NTP time

	LTKM End Time
	E
	M
	1
	This field is mandatory if LTKM is provided. Provides the end time of the period in which the LTKM should be distributed by the BSD/A
	Int (32bits) expressed as NTP time


14.3.5.5 Registration Key Confirmation Message

This message is sent from the BSD/A to the BSM for the acknowledgement of the Registration Key Delivery Message. 

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKDRes
	E
	
	
	Specifies the LTKMConfirmation message of LTKM Delivery message.

Contains the following attributes:

    Tag

    Version

    Time

Contains the following elements:

     SKeyDeliveryid
	

	Tag
	A
	O
	0..1
	Identifier for the message type defined in section 12.4.2.1
	unsignedByte

	Version
	A
	O
	0..1
	BCAST enabler version supported by this message.
	String

	Time
	A
	O
	0..1
	The time when this message is sent.  NTP time format SHALL be used for this field.
	Integer

	SKeyDeliveryid
	E1
	M
	1..N
	Identifier of Key Delivery Message

Contains the following attribute:

   StatusCode
	unsignedInt (32bits)

	StatusCode
	A
	M
	1
	The overall outcome of the request, according to the Global Status Codes defined in Appendix D.
	unsignedByte


The following message format can be used instead for efficiency. Message ID can be used to identify the current message session and other information.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKDRes
	E
	
	
	Specifies the LTKMConfirmation message of LTKM Delivery message.

Contains the following attributes:

    Tag

    Version

    Time

Contains the following elements:

     SKeyDeliveryid
	

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	SKeyDeliveryid
	E
	M
	1
	Key Delivery Message ID
	String

	Status
	E
	M
	1
	The overall outcome of the request, according to the Global Status Codes defined in.
	UnsignedByte


14.3.6 Partial STKM

14.3.6.2 Partial STKM Request Message 

This message is sent from the BSM to the BSD/A for the request of delivery of the Partial STKM.
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKeyReq
	E
	
	
	Specifies the Partial STKM Reqeust message.

Contains the following attributes:

    SKeyReqid

    EntityAddress

    Tag

    Version

    Time

Contains the following elements:

    GlobalServiceID
	

	SKeyReqid
	A
	M
	1
	Identifier of Key Request Message
	unsignedInt (32bits)

	EntityAddress
	A
	M
	1
	Network Entity Address to receive the response of this message.
	anyURI

	Tag
	A
	O
	0..1
	Identifier for the message type defined in section 12.4.2.1
	unsignedByte

	Version
	A
	O
	0..1
	BCAST enabler version supported by this message.
	String

	Time
	A
	O
	0..1
	The time when this message is sent.  NTP time format SHALL be used for this field.
	Integer

	GlobalServiceID
	E1
	M
	1…N
	Identifier of the service to be encrypted
	anyURI


14.3.6.3 Partial STKM Response Message 

After the reception of the Partial STKM Request Message, the BSD/A sends this message to the BSM for the delivery of the Partial STKM. 
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKRRes
	E
	
	
	Specifies the Partial STKM Response message of Partial STKM Request message.

Contains the following attributes:

    Tag

    Version

    Time

Contains the following elements:

     SKeyReqid
	

	Tag
	A
	O
	0..1
	Identifier for the message type defined in section 12.4.2.1
	unsignedByte

	Version
	A
	O
	0..1
	BCAST enabler version supported by this message.
	String

	Time
	A
	O
	0..1
	The time when this message is sent.  NTP time format SHALL be used for this field.
	Integer

	SKeyReqid
	E1
	M
	1..N
	Identifier of Key Request Message

Contains the following attribute:

   StatusCode
	unsignedInt (32bits)

	StatusCode
	A
	M
	1
	The overall outcome of the request, according to the Global Status Codes defined in Appendix D.
	unsignedByte

	GlobalServiceID
	E2
	O
	0…N
	Identifier of the service to be encrypted

Contains the following attribute:

   TEK
	anyURI

	TEK
	A
	O
	O...N
	TEK for encryption of services
	hexBinary

	Type
	A
	M
	1
	Specifies the traffic protection protocol used. This attribute can have the following values:

1 if the traffic protection protocol is TKM_ALGO_IPSEC

2 if the traffic protection protocol is TKM_ALGO_SRTP

3 if the traffic protection protocol is TKM_ALGO_AUENCRYP

4 if the traffic protection protocol is TKM_ALGO_DCF
	Integer

	SPI
	A
	O
	0..1
	security_parameter_index
	unsignedInt (32bits)

	Next SPI
	A
	O
	0..1
	next_security_parameter_index
	unsignedInt (32bits)

	MKI Length
	A
	O
	0..1
	master_key_index_length
	

	MKI
	A
	O
	0..1
	master_key_index
	unsignedInt (32bits)

	Media Flows
	A
	O
	0..1
	number_of_media_flows
	Integer

	Synchronization Source
	A
	O
	1..N
	synchronization_source
	

	Key Indicator Length
	A
	O
	0..1
	key_indicator_length
	unsignedInt (32bits)

	Key Indicator
	A
	O
	0..1
	key_indicator
	unsignedInt (32bits)

	Key Identifier Length
	A
	O
	0..1
	key_identifier_length
	

	Key Identifier
	A
	O
	0..1
	key_identifier
	unsignedInt (32bits)

	Next traffic key
	A
	M
	1
	Flag for indication of the next traffic key in an STKM message. If true, the STKM SHALL also include the next encrypted traffic key.
	Boolean

	Validity Time
	A
	M
	1
	NTP time when the traffic encryption key is used to encrypt the service or programme. This value indicates to the BSA which Service Key it needs to encrypt the traffic encryption key
	Int (32bits) expressed as NTP


The following message format can be used instead for efficiency. Message ID can be used to identify the current message session and other information.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKRRes
	E
	
	
	Specifies the Partial STKM Response message of Partial STKM Request message.

Contains the following attributes:

    Tag

    Version

    Time

Contains the following elements:

     SKeyReqid
	

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	SKeyReqid
	E
	M
	1
	Key Request Message ID
	String

	Status
	E
	M
	1
	The overall outcome of the request, according to the Global Status Codes defined in Appendix D.
	UnsignedByte

	TEK
	A
	O
	O...N
	TEK for encryption of services
	hexBinary

	Type
	A
	M
	1
	Specifies the traffic protection protocol used. This attribute can have the following values:

1 if the traffic protection protocol is TKM_ALGO_IPSEC

2 if the traffic protection protocol is TKM_ALGO_SRTP

3 if the traffic protection protocol is TKM_ALGO_AUENCRYP

4 if the traffic protection protocol is TKM_ALGO_DCF
	Integer

	SPI
	A
	O
	0..1
	security_parameter_index
	unsignedInt (32bits)

	Next SPI
	A
	O
	0..1
	next_security_parameter_index
	unsignedInt (32bits)

	MKI Length
	A
	O
	0..1
	master_key_index_length
	

	MKI
	A
	O
	0..1
	master_key_index
	unsignedInt (32bits)

	Media Flows
	A
	O
	0..1
	number_of_media_flows
	Integer

	Synchronization Source
	A
	O
	1..N
	synchronization_source
	

	Key Indicator Length
	A
	O
	0..1
	key_indicator_length
	unsignedInt (32bits)

	Key Indicator
	A
	O
	0..1
	key_indicator
	unsignedInt (32bits)

	Key Identifier Length
	A
	O
	0..1
	key_identifier_length
	

	Key Identifier
	A
	O
	0..1
	key_identifier
	unsignedInt (32bits)

	Next traffic key
	A
	M
	1
	Flag for indication of the next traffic key in an STKM message. If true, the STKM SHALL also include the next encrypted traffic key.
	Boolean

	Validity Time
	A
	M
	1
	NTP time when the traffic encryption key is used to encrypt the service or programme. This value indicates to the BSA which Service Key it needs to encrypt the traffic encryption key
	Int (32bits) expressed as NTP


14.3.6.4 Partial STKM Delivery Message 

This message is sent from the BSM to the BSA for the delivery of SEAK or PEAK without a request from the BSA. If the BSA receives this message, then the BSA replies to the BSM with Confirmation to Key Delivery Message.
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKeyDelivery
	E
	
	
	Specifies the Partial STKM Delivery message.

Contains the following attributes:

    SKeyDeliveryid

    EntityAddress

    Tag

    Version

    Time

Contains the following elements:

    GlobalServiceID
	

	SKeyDeliveryid
	A
	M
	1
	Identifier of Key Request Message
	unsignedInt (32bits)

	EntityAddress
	A
	M
	1
	Network Entity Address to receive the response of this message.
	anyURI

	Tag
	A
	O
	0..1
	Identifier for the message type defined in section 12.4.2.1
	unsignedByte

	Version
	A
	O
	0..1
	BCAST enabler version supported by this message.
	String

	Time
	A
	O
	0..1
	The time when this message is sent.  NTP time format SHALL be used for this field.
	Integer

	GlobalServiceID
	E1
	M
	1…N
	Identifier of the service to be encrypted

Contains the following attribute:

   TEK
	anyURI

	TEK
	A
	O
	O...N
	TEK for encryption of services
	hexBinary

	Type
	A
	M
	1
	Specifies the traffic protection protocol used. This attribute can have the following values:

1 if the traffic protection protocol is TKM_ALGO_IPSEC

2 if the traffic protection protocol is TKM_ALGO_SRTP

3 if the traffic protection protocol is TKM_ALGO_AUENCRYP

4 if the traffic protection protocol is TKM_ALGO_DCF
	Integer

	SPI
	A
	O
	0..1
	security_parameter_index
	unsignedInt (32bits)

	Next SPI
	A
	O
	0..1
	next_security_parameter_index
	unsignedInt (32bits)

	MKI Length
	A
	O
	0..1
	master_key_index_length
	

	MKI
	A
	O
	0..1
	master_key_index
	unsignedInt (32bits)

	Media Flows
	A
	O
	0..1
	number_of_media_flows
	Integer

	Synchronization Source
	A
	O
	1..N
	synchronization_source
	

	Key Indicator Length
	A
	O
	0..1
	key_indicator_length
	unsignedInt (32bits)

	Key Indicator
	A
	O
	0..1
	key_indicator
	unsignedInt (32bits)

	Key Identifier Length
	A
	O
	0..1
	key_identifier_length
	

	Key Identifier
	A
	O
	0..1
	key_identifier
	unsignedInt (32bits)

	Next traffic key
	A
	M
	1
	Flag for indication of the next traffic key in an STKM message. If true, the STKM SHALL also include the next encrypted traffic key.
	Boolean

	Validity Time
	A
	M
	1
	NTP time when the traffic encryption key is used to encrypt the service or programme. This value indicates to the BSA which Service Key it needs to encrypt the traffic encryption key
	Int (32bits) expressed as NTP


14.3.6.5 Partial STKM Confirmation Message

This message is sent from the BSA to the BSM for the acknowledgement of the Key Delivery Message. 

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKDRes
	E
	
	
	Specifies the Partial STKM Confirmation message of Partial STKM Delivery message.

Contains the following attributes:

    Tag

    Version

    Time

Contains the following elements:

     SKeyDeliveryid
	

	Tag
	A
	O
	0..1
	Identifier for the message type defined in section 12.4.2.1
	unsignedByte

	Version
	A
	O
	0..1
	BCAST enabler version supported by this message.
	String

	Time
	A
	O
	0..1
	The time when this message is sent.  NTP time format SHALL be used for this field.
	Integer

	SKeyDeliveryid
	E1
	M
	1..N
	Identifier of Key Delivery Message

Contains the following attribute:

   StatusCode
	unsignedInt (32bits)

	StatusCode
	A
	M
	1
	The overall outcome of the request, according to the Global Status Codes defined in Appendix D.
	unsignedByte


The following message format can be used instead for efficiency. Message ID can be used to identify the current message session and other information.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKDRes
	E
	
	
	Specifies the Partial STKM Confirmation message of Partial STKM Delivery message.

Contains the following attributes:

    Tag

    Version

    Time

Contains the following elements:

     SKeyDeliveryid
	

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	SKeyDeliveryid
	E
	M
	1
	Key Delivery Message ID
	String

	Status
	E
	M
	1
	The overall outcome of the request, according to the Global Status Codes defined in.
	UnsignedByte


14.3.7 STKM

14.3.7.2 STKM Request Message 

This message is sent from the BSD/A to the BSM for the delivery of STKM. 
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKeyReq
	E
	
	
	Specifies the STKM Reqeust message.

Contains the following attributes:

    SKeyReqid

    EntityAddress

    Tag

    Version

    Time

Contains the following elements:

    GlobalServiceID
	

	SKeyReqid
	A
	M
	1
	Identifier of Key Request Message
	unsignedInt (32bits)

	EntityAddress
	A
	M
	1
	Network Entity Address to receive the response of this message.
	anyURI

	Tag
	A
	O
	0..1
	Identifier for the message type defined in section 12.4.2.1
	unsignedByte

	Version
	A
	O
	0..1
	BCAST enabler version supported by this message.
	String

	Time
	A
	O
	0..1
	The time when this message is sent.  NTP time format SHALL be used for this field.
	Integer

	GlobalServiceID
	E1
	M
	1…N
	Identifier of the service to be encrypted
	anyURI


14.3.7.3 STKM Response Message 

After the reception of the Key Request Message, the BSM sends this message to the BSD/A for the delivery of STKM. 
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKRRes
	E
	
	
	Specifies the STKM Response message of STKM Request message.

Contains the following attributes:

    Tag

    Version

    Time

Contains the following elements:

     SKeyReqid
	

	Tag
	A
	O
	0..1
	Identifier for the message type defined in section 12.4.2.1
	unsignedByte

	Version
	A
	O
	0..1
	BCAST enabler version supported by this message.
	String

	Time
	A
	O
	0..1
	The time when this message is sent.  NTP time format SHALL be used for this field.
	Integer

	SKeyReqid
	E1
	M
	1..N
	Identifier of Key Request Message

Contains the following attribute:

   StatusCode
	unsignedInt (32bits)

	StatusCode
	A
	M
	1
	The overall outcome of the request, according to the Global Status Codes defined in Appendix D.
	unsignedByte

	GlobalServiceID
	E2
	O
	0…N
	Identifier of the service to be encrypted

Contains the following attribute:

   Data
	anyURI

	STKM
	A
	M
	1
	STKM
	hexBinary


The following message format can be used instead for efficiency. Message ID can be used to identify the current message session and other information.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKRRes
	E
	
	
	Specifies the STKM Response message of STKM Request message.

Contains the following attributes:

    Tag

    Version

    Time

Contains the following elements:

     SKeyReqid
	

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	SKeyReqid
	E
	M
	1
	Key Request Message ID
	String

	Status
	E
	M
	1
	The overall outcome of the request, according to the Global Status Codes defined in 오류! 참조 원본을 찾을 수 없습니다..
	UnsignedByte

	STKM
	E
	O
	1
	STKM
	hexBinary


14.3.7.4 STKM Delivery Message 

This message is sent from the BSM to the BSD/A for the delivery of STKM without a request from the BSD/A. If the BSD/A receives this message, then the BSD/A replies to the BSM with STKM Confirmation Message.
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKeyDelivery
	E
	
	
	Specifies the STKM Delivery message.

Contains the following attributes:

    SKeyDeliveryid

    EntityAddress

    Tag

    Version

    Time

Contains the following elements:

    GlobalServiceID
	

	SKeyDeliveryid
	A
	M
	1
	Identifier of Key Request Message
	unsignedInt (32bits)

	EntityAddress
	A
	M
	1
	Network Entity Address to receive the response of this message.
	anyURI

	Tag
	A
	O
	0..1
	Identifier for the message type defined in section 12.4.2.1
	unsignedByte

	Version
	A
	O
	0..1
	BCAST enabler version supported by this message.
	String

	Time
	A
	O
	0..1
	The time when this message is sent.  NTP time format SHALL be used for this field.
	Integer

	GlobalServiceID
	E1
	M
	1…N
	Identifier of the service to be encrypted

Contains the following attribute:

   STKM
	anyURI

	STKM
	A
	M
	1
	STKM
	hexBinary


14.3.7.5 STKM Confirmation Message

This message is sent from the BSD/A to the BSM for the acknowledgement of the STKM Delivery Message. 

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKDRes
	E
	
	
	Specifies the STKM Confirmation message of STKM Delivery message.

Contains the following attributes:

    Tag

    Version

    Time

Contains the following elements:

     SKeyDeliveryid
	

	Tag
	A
	O
	0..1
	Identifier for the message type defined in section 12.4.2.1
	unsignedByte

	Version
	A
	O
	0..1
	BCAST enabler version supported by this message.
	String

	Time
	A
	O
	0..1
	The time when this message is sent.  NTP time format SHALL be used for this field.
	Integer

	SKeyDeliveryid
	E1
	M
	1..N
	Identifier of Key Delivery Message

Contains the following attribute:

   StatusCode
	unsignedInt (32bits)

	StatusCode
	A
	M
	1
	The overall outcome of the request, according to the Global Status Codes defined in Appendix D.
	unsignedByte


The following message format can be used instead for efficiency. Message ID can be used to identify the current message session and other information.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKDRes
	E
	
	
	Specifies the STKM Confirmation message of STKM Delivery message.

Contains the following attributes:

    Tag

    Version

    Time

Contains the following elements:

     SKeyDeliveryid
	

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	SKeyDeliveryid
	E
	M
	1
	Key Delivery Message ID
	String

	Status
	E
	M
	1
	The overall outcome of the request, according to the Global Status Codes defined in.
	UnsignedByte


14.3.8 SEAK/PEAK

14.3.8.2 SEAK/PEAK Request Message 

This message is sent from the BSD/A to the BSM for the delivery of SEAK or PEAK. 
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKeyReq
	E
	
	
	Specifies the SEAK/PEAK Reqeust message.

Contains the following attributes:

    SKeyReqid

    EntityAddress

    Tag

    Version

    Time

Contains the following elements:

    GlobalServiceID
	

	SKeyReqid
	A
	M
	1
	Identifier of Key Request Message
	unsignedInt (32bits)

	EntityAddress
	A
	M
	1
	Network Entity Address to receive the response of this message.
	anyURI

	Tag
	A
	O
	0..1
	Identifier for the message type defined in section 12.4.2.1
	unsignedByte

	Version
	A
	O
	0..1
	BCAST enabler version supported by this message.
	String

	Time
	A
	O
	0..1
	The time when this message is sent.  NTP time format SHALL be used for this field.
	Integer

	GlobalServiceID
	E1
	M
	1…N
	Identifier of the service to be encrypted
	anyURI

	Start Time
	E
	M
	1
	Provides the start time of the period for which the BSA requires a SEAK and/or PEAK for creating secured STKM
	Int(32bits) expressed as NTP time

	End Time
	E
	M
	1
	Provides the end time of the period for which the BSA requires a SEAK and/or PEAK for creating secured STKM
	Int(32bits) expressed as NTP time


14.3.8.3 SEAK/PEAK Response Message 

After the reception of the SEAK/PEAK Request Message, the BSM sends this message to the BSD/A for the delivery of SEAK or PEAK. 
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKRRes
	E
	
	
	Specifies the SEAK/PEAK Response message of SEAK/PEAK Request message.

Contains the following attributes:

    Tag

    Version

    Time

Contains the following elements:

     SKeyReqid
	

	Tag
	A
	O
	0..1
	Identifier for the message type defined in section 12.4.2.1
	unsignedByte

	Version
	A
	O
	0..1
	BCAST enabler version supported by this message.
	String

	Time
	A
	O
	0..1
	The time when this message is sent.  NTP time format SHALL be used for this field.
	Integer

	SKeyReqid
	E1
	M
	1..N
	Identifier of Key Request Message

Contains the following attribute:

   StatusCode
	unsignedInt (32bits)

	StatusCode
	A
	M
	1
	The overall outcome of the request, according to the Global Status Codes defined in Appendix D.
	unsignedByte

	GlobalServiceID
	E2
	O
	0…N
	Identifier of the service to be encrypted

Contains the following attribute:

   Data
	anyURI

	SEAK
	E
	O
	0..1
	SEAK

Contains the following attribute

· Key identifier

Has the following elements

· Start Time

End Time
	hexBinary

	Key Identifier
	A
	M
	0..1
	
	String

	SEAK Start Time
	E1
	M
	0..1
	Provides the start time of the period in which the SEAK provided can be used by the BSA in creating secured STKM
	Int (32bits) expressed as NTP time

	SEAK End Time
	E1
	M
	0..1
	Provides the end time of the period in which the SEAK provided can be used by the BSA in creating secured STKM
	Int (32bits) expressed as NTP time

	PEAK
	E
	O
	0..1
	PEAK

Note: either SEAK or PEAK or both SHALL be included

Contains the following attributes

· Key Identifier


	hexBinary

	Key Identifier
	A
	M
	1
	Provides the identifier of the PEAK. The PEAK identifier is the same as one provided to the terminal with the LTKM message
	String

	Access Criteria Descriptor
	E
	O
	1..N
	The Acccess Criteria Descriptor to be included in the STKM. Whenever access criteria are defined for a piece of Content, then these access criteria take overrule the access criteria which where defined for the service to which the content item is related
	hexBinary

	Protection after Reception Flag
	E
	M
	1
	A field defining the required protection after the removal of the service protection, as specified paragraph 6.3.1
	Uimbf

	Terminal Binding Flag
	E
	O
	0..1
	A field indicating whether or not terminal binding is required for the Smartcard Profile
	Uimbf


The following message format can be used instead for efficiency. Message ID can be used to identify the current message session and other information.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKRRes
	E
	
	
	Specifies the SEAK/PEAK Response message of SEAK/PEAK Request message.

Contains the following attributes:

    Tag

Contains the following elements:

     SKeyReqid
	

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	SKeyReqid
	E
	M
	1
	Key Request Message ID
	String

	Status
	E
	M
	1
	The overall outcome of the request, according to the Global Status Codes defined in 오류! 참조 원본을 찾을 수 없습니다..
	UnsignedByte

	SEAK
	E
	O
	0..1
	SEAK

Contains the following attribute

· Key identifier

Has the following elements

· Start Time

End Time
	hexBinary

	Key Identifier
	A
	M
	0..1
	
	String

	SEAK Start Time
	E1
	M
	0..1
	Provides the start time of the period in which the SEAK provided can be used by the BSA in creating secured STKM
	Int (32bits) expressed as NTP time

	SEAK End Time
	E1
	M
	0..1
	Provides the end time of the period in which the SEAK provided can be used by the BSA in creating secured STKM
	Int (32bits) expressed as NTP time

	PEAK
	E
	O
	0..1
	PEAK

Note: either SEAK or PEAK or both SHALL be included

Contains the following attributes

· Key Identifier


	hexBinary

	Key Identifier
	A
	M
	1
	Provides the identifier of the PEAK. The PEAK identifier is the same as one provided to the terminal with the LTKM message
	String

	Access Criteria Descriptor
	E
	O
	1..N
	The Acccess Criteria Descriptor to be included in the STKM. Whenever access criteria are defined for a piece of Content, then these access criteria take overrule the access criteria which where defined for the service to which the content item is related
	hexBinary

	Protection after Reception Flag
	E
	M
	1
	A field defining the required protection after the removal of the service protection, as specified paragraph 6.3.1
	Uimbf

	Terminal Binding Flag
	E
	O
	0..1
	A field indicating whether or not terminal binding is required for the Smartcard Profile
	Uimbf


14.3.8.4 SEAK/PEAK Delivery Message 

This message is sent from the BSM to the BSD/A for the delivery of SEAK or PEAK without a request from the BSD/A. If the BSD/A receives this message, then the BSD/A replies to the BSM with SEAK/PEAK Confirmation Message.
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKeyDelivery
	E
	
	
	Specifies the SEAK/PEAK Delivery message.

Contains the following attributes:

    SKeyDeliveryid

    EntityAddress

    Tag

    Version

    Time

Contains the following elements:

    GlobalServiceID
	

	SKeyDeliveryid
	A
	M
	1
	Identifier of Key Request Message
	unsignedInt (32bits)

	EntityAddress
	A
	M
	1
	Network Entity Address to receive the response of this message.
	anyURI

	Tag
	A
	O
	0..1
	Identifier for the message type defined in section 12.4.2.1
	unsignedByte

	Version
	A
	O
	0..1
	BCAST enabler version supported by this message.
	String

	Time
	A
	O
	0..1
	The time when this message is sent.  NTP time format SHALL be used for this field.
	Integer

	GlobalServiceID
	E1
	M
	1…N
	Identifier of the service to be encrypted

Contains the following attribute:

   Data
	anyURI

	SEAK
	E
	O
	0..1
	SEAK

Contains the following attribute

· Key identifier

Has the following elements

· Start Time

End Time
	hexBinary

	Key Identifier
	A
	M
	0..1
	
	String

	SEAK Start Time
	E1
	M
	0..1
	Provides the start time of the period in which the SEAK provided can be used by the BSA in creating secured STKM
	Int (32bits) expressed as NTP time

	SEAK End Time
	E1
	M
	0..1
	Provides the end time of the period in which the SEAK provided can be used by the BSA in creating secured STKM
	Int (32bits) expressed as NTP time

	PEAK
	E
	O
	0..1
	PEAK

Note: either SEAK or PEAK or both SHALL be included

Contains the following attributes

· Key Identifier


	hexBinary

	Key Identifier
	A
	M
	1
	Provides the identifier of the PEAK. The PEAK identifier is the same as one provided to the terminal with the LTKM message
	String

	Access Criteria Descriptor
	E
	O
	1..N
	The Acccess Criteria Descriptor to be included in the STKM. Whenever access criteria are defined for a piece of Content, then these access criteria take overrule the access criteria which where defined for the service to which the content item is related
	hexBinary

	Protection after Reception Flag
	E
	M
	1
	A field defining the required protection after the removal of the service protection, as specified paragraph 6.3.1
	Uimbf

	Terminal Binding Flag
	E
	O
	1
	A field indicating whether or not terminal binding is required for the Smartcard Profile
	Uimbf


14.3.8.5 SEAK/PEAK Confirmation Message

This message is sent from the BSD/A to the BSM for the acknowledgement of the SEAK/PEAK Delivery Message. 

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKDRes
	E
	
	
	Specifies the SEAK/PEAK Confirmation message of SEAK/PEAK Delivery message.

Contains the following attributes:

    Tag

    Version

    Time

Contains the following elements:

     SKeyDeliveryid
	

	Tag
	A
	O
	0..1
	Identifier for the message type defined in section 12.4.2.1
	unsignedByte

	Version
	A
	O
	0..1
	BCAST enabler version supported by this message.
	String

	Time
	A
	O
	0..1
	The time when this message is sent.  NTP time format SHALL be used for this field.
	Integer

	SKeyDeliveryid
	E1
	M
	1..N
	Identifier of Key Delivery Message

Contains the following attribute:

   StatusCode
	unsignedInt (32bits)

	StatusCode
	A
	M
	1
	The overall outcome of the request, according to the Global Status Codes defined in Appendix D.
	unsignedByte


The following message format can be used instead for efficiency. Message ID can be used to identify the current message session and other information.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	SKDRes
	E
	
	
	Specifies the SEAK/PEAK Confirmation message of SEAK/PEAK Delivery message.

Contains the following attributes:

    Tag

Contains the following elements:

     SKeyDeliveryid
	

	Tag
	E
	M
	1
	Identifier for the message type
	Integer

	SKeyDeliveryid
	E
	M
	1
	Key Delivery Message ID
	String

	Status
	E
	M
	1
	The overall outcome of the request, according to the Global Status Codes defined in.
	UnsignedByte
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