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1 Reason for Change

This CR provides the proposed resolution for Samsung’s comment which are SE-057, Se-058, Se-059, SE-060, SE-061, SE-062 and SE-063. This CR also provides the proposed resolutions for SE-152, SE-153, SE-208, SE-029, SE-030, SE-154(?), SE-265, SE-317, SE-155, SE-037, SE-161, SE-162 , SE-220 and SE-042.

The following table shows the list, the proposed resolution, the status, and the location of proposed resolution of each comment.
	ID
	Section
	Description
	Status
	Status in Document 438

	SE-152
	Whole spec
	Source: KPN

From: OMA-BCAST-2006-0485
Comment:

There are still many notes and TBD in the spec which needs to be resolved. 

Complete lack of description of the messages in the subsequent section. It is not clear what this whole spec is about. 

Also the introduction in section 4 does not provide any info.

The tables in the documents do not have a proper structure when attributes or E1 elements are specified.
	Status: OPEN

Resolution:

· Notes and TBDs: no change on global level needed, to be handled on case by case basis through other comments. To be checked by editor towards the end of the review resolution.

· Lack of descriptions In section 5.1, explanations of the tables is required. Also, levels of elements and attributes in the tables need to be reworked (many tables contain several “E” level elements). CR from Samsung expected.
· Introduction (section 4): CR from KPN expected
Discussion ongoing.


	Description of Section 5.1 is added. Please check it.

	SE-220
	ALL tables
	Source: Orange

From: OMA-BCAST-2006-0519
Comment:

Several tables are in the document, should these not be labeled so that we know what they are for?
	Status: OPEN

Table captions needed. Waiting for CR. Samsung CR will cover that for section 5.1 (see SE-152). Editor will add caption for InteractivityMedia (section 5.3.6.1). Section 5.8 will be covered by CR 439R01. Orange will provide a CR for the remaining tables. 
	Each table in this CR has the caption. Please check it.

	SE-153
	5.1
	Source: KPN
From: OMA-BCAST-2006-0485
Comment:

What is this section about? When is it used? It doesn’t specify whether a terminal SHALL support the messages and table structure in 5.1.5, 5.1.6 etc. 
	Status: OPEN

Further comment: 5.1.6.3-5.1.6.10 seem to be SPCP related and e.g. compete with ROAP requests/MIKEY requests described in SPCP.

More discussion and CRs needed. Probably major rewrite of section required. KPN, Samsung, Orange, Qualcomm, Ericsson, Nokia are the champions of the discussion but discussion should be public (on mailing list). Also consider message authentication (Section 5.1.3).
Need to consider alignment with AD.
	All section was rewritten.
There are two message authentication method. The first is HTTPS for General Service Provisioning message and the second is HTTP digest for (U)SIM Smartcard Service Provisioning Message. 

	SE-208
	5.1
	Source: Orange

From: OMA-BCAST-2006-0519
Comment:

Text in the section  highlighted in yellow needs to be resolved and removed. The introductory sentence about service provisioning is rather short. Where is it explained properly? Where are the message flows? Is it better explained in another document? More generally the section is a list of messages with parameters and it is not always clear what they are for. 
	Status: OPEN

Resolution:

· “The XML Schemas are to be defined. The exact format of the parameters described below will be defined in XML schema and that will be submitted as a separate CR”-> CRs needed. URNs defined already but schemas missing.

· “Note: messages over MMS, SMS need to be specified” -> CR to be provided by Ericsson
· “A specific OMA-BCAST content-type should be defined” -> to be checked by Topi whether we need a new content type
· “[Note] the changes on 5.1.4 will be reflected the relative section of BCAST AD in the future.” -> remove

· “[Note] the changes on 5.1.6 will be reflected the relative section of BCAST AD in the future.” -> remove

· “[Note] Clarification on Order Option is required.” -> proposal to rename Order Option. Nokia will provide a CR
· “[Note] The method for message authentication is to be defined in 5.1.3” -> remove element “Authentication” in all tables in 5.1. Section 5.1.3 on message authentication needs to be made more explicit
· “The type of the trigger is yet to be decided.” -> remove note and add explanation that this is an XBS TokenAcquisitionTrigger
· Message flows are in AD -> No action required 

· Missing explanation of section -> see SE-153
	· “[Note] The method for message authentication is to be defined in 5.1.3” -> remove element “Authentication” in all tables in 5.1. Section 5.1.3 on message authentication needs to be made more explicit ( Covered in this CR.


	SE-029
	5.1.4
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362R01

Comment:
Why are “Device Authorization Failed” and “User Authorization Failed” shown as separate failure messages, since they indicate  the same reason for failure?  Should these have different failure reasons?  In addition, For “Device Authorization Failed”, the failure of the device to obtain the Long-Term Key Message should also address Smartcard-based devices.  For user authorization failure, it’s not quite correct to say that the “user” is not authorized to get the LTKM, since it is really the device which requires reception of such messages.

Note: Verify with LD/Jun on correctness; is there some way the device can acquire the LTKM given initial authorization failure?

Proposed resolution:
Modify the descriptions for “Device Authentication Failed” and “User Authentication Failed” as shown below by the strikethough and underlined text:

“Device Authorization Failed: This code indicates that the device is not authorized to get Long-Term Key Messages from the RI, e.g. because the device certificate was revoked, in the case of the DRM Profile.  Alternatively, in the case of the USIM-based Smartcard Profile, it may indicate that the device is not authorized to get Long-Term Key Messages from the NAF because the user is not subscribed to the corresponding broadcast service.
In this case, the user may contact the BSM operator In the case of the Smartcard Profile, the device may notify the user that the service is not subscribed.”

“User Authorization Failed: This code indicates that the user has not subscribed to the requested broadcast service is not authorized to get Long-Term Key Messages from the RI, e.g. because the device certificate was revoked.
In this case, the user may be given an opportunity to contact the BSM operator for service subscription.”
	Status: Tentatively CLOSED

Change definitions to

Proposal from Charles July 19:

“Device Authorization Failed:

This code indicates that the device is not authorized to get Long-Term Key Messages from the RI.  For example, the device certificate was revoked in the case of the DRM Profile, or because trust relationship could not be established between the terminal and the BSM, in the case of the Smartcard Profile.

User Authorization Failed:

This code indicates that the user has not subscribed to the requested broadcast service, in the case of either the DRM Profile or the Smartcard Profile.  In this case, the user may be given an opportunity to contact the BSM operator for service subscription.”
	The agreed resolution was reflected on table 3 Global Status Codes

	SE-030
	5.1.4
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362R01

Comment:
For “Device not Registered”, the reason may also be that the device is not registered with the BDS-SD or NAF, for the case of Smartcard based devices.

Proposed resolution:
Add to the description under “Device not Registered” the following underlined text:

“This code indicates that the device is not registered with the RI that is used for the transaction, in the case of the DRM Profile, or that the device is not registered with the BDS-SD or the NAF, in the case of the Smartcard Profile.
In this case, the device may automatically perform the registration, and, if the registration is successful, re-initiate the original transaction.”
	Status: Tentatively CLOSED

Change as “This code indicates that the device is not registered with the RI that is used for the transaction, in the case of the DRM Profile, or that the device is not registered with the BDS-SD or the BSM, in the case of the Smartcard Profile..

In this case, the device may automatically perform the registration, and, if the registration is successful, re-initiate the original transaction.”

	The agreed resolution was reflected on table 3 Global Status Codes

	SE-057
	5.1.5,  5.1.6, 5.1.7
	Source: Samsung 
Form: OMA-BCAST-2006-0434R01
Comments

Request/response messages cannot be explicitly distinguished from each other in the server/terminal.  It is possible for server/terminal to make the same message for a different purpose.

Proposed Resolution
Define a top level element which envelopes the current elements and attributes and move RequestID, PR-7Version, and Authentication as an attribute value of the top element. SeeOMA-BCAST-2006-0438-Restructuring-Service-Provisioning-Message
	Status: OPEN

See 2006-0438
Agreed in 26 June conf call to postpone comments on service message provisioning messages and message authentication
	See the section 5.1.5 General Service Provisioning Message and 5.1.6 (U) SIM based Service Provisioning Message

	SE-058
	5.1.5, 5.1.6, 5.1.7
	Source: Samsung 
Form: OMA-BCAST-2006-0434R01
Comments

For the readability, XML data type specified in W3C is recommended to use for data type column in the message table

Proposed Resolution

OMA-BCAST-2006-0438-Restructuring-Service-Provisioning-Message
	Status: OPEN

See 2006-0438
Agreed in 26 June conf call to postpone comments on service message provisioning messages and message authentication


	See the section 5.1.5 General Service Provisioning Message and 5.1.6 (U) SIM based Service Provisioning Message

	SE-059
	5.1.5, 5.1.6, 5.1.7
	Source: Samsung 
Form: OMA-BCAST-2006-0434R01
Comments

Cardinality and category of some elements or attributes in the message is not consistent. (i.e. RequestID, Authentication, BroadcastMode, RiURL, etc.)

Proposed Resolution

OMA-BCAST-2006-0438-Restructuring-Service-Provisioning-Message
	Status: OPEN

See 2006-0438
Agreed in 26 June conf call to postpone comments on service message provisioning messages and message authentication
	See the section 5.1.5 General Service Provisioning Message and 5.1.6 (U) SIM based Service Provisioning Message

	SE-062
	5.1.5, 5.1.6
	Source: Samsung 
Form: OMA-BCAST-2006-0434R01
Comments

PurchaseItem and its sub-elements, especially price information, should be consistent with Service Guide specficaition.

Proposed Resolution

OMA-BCAST-2006-0438-Restructuring-Service-Provisioning-Message
	Status: OPEN

See 2006-0438
Agreed in 26 June conf call to postpone comments on service message provisioning messages and message authentication
	See the section 5.1.5 General Service Provisioning Message and 5.1.6 (U) SIM based Service Provisioning Message

	SE-063
	5.1.5, 5.1.6, 5.1.7
	Source: Samsung 
Form: OMA-BCAST-2006-0434R01
Comments

For readability, BsdaID need to changed to BSDAid as defined in the TS-SG.

Proposed Resolution

OMA-BCAST-2006-0438-Restructuring-Service-Provisioning-Message
	Status: OPEN
See 2006-0438
Agreed in 26 June conf call to postpone comments on service message provisioning messages and message authentication
	See the section 5.1.5 General Service Provisioning Message and 5.1.6 (U) SIM based Service Provisioning Message

	SE-154
	5.1.5
	Source: KPN
From: OMA-BCAST-2006-0485
Comment:

There is no clarifying text specifying when this message is sent out.  Is it based on a action by the terminal when something in the ESG is selected by the user?
	Status: OPEN

Input from KPN or others needed
	Can 687R01 cover this comment?

	SE-265
	5.1.5.1

5.1.6.1

5.1.6.6

5.1.6.7

5.1.6.9

5.1.6.10
	Source: Panasonic

From: OMA-BCAST-2006-0520
Comment:

There is no short description for these messages’ usage which is not consistent with other messages.

Proposed Resolution:

Add simple description message for these sections. 
	Status: OPEN

See email from Zhongyang on 28 June 2006: “This review comment should be covered by SE-152/SE-220. During Osaka meeting discussion, the CR from Samsung is expected to explain of the table messges listed in all subsections.”

Qualcomm uploaded 687R01. Samsung will propose another solution in document 438 beginning of August. To be discussed again when it is available.


	687R01 was  reflected on the related section.

	SE-060
	5.1.5.2, 5.1.6.2, 5.1.6.5, 5.1.6.8
	Source: Samsung 
Form: OMA-BCAST-2006-0434R01
Comments

Current response message is separated by the results of request message.  GlobalStatusCode can achieve this with one response message.  When integrating signle reseponse message, PurchaseItem and its relevant elements and attributes are needed to be reorganized.

Proposed Resolution

OMA-BCAST-2006-0438-Restructuring-Service-Provisioning-Message
	Status: OPEN

See 2006-0438
Agreed in 26 June conf call to postpone comments on service message provisioning messages and message authentication
	

	SE-317
	5.1.5.2
	Source: Siemens

From: OMA-BCAST-2006-0578

Comment:
It is stated that the requested is the “Identifier for the corresponding Service Guide request message.” The information which information in the service guide is referenced here is missing. 

Proposed resolution:

The missing information should be added.

	Status: OPEN
Charles and Bosung: this is just the RequestID sent in the Request.

Samsung volunteers to include that into document 438 when update becomes available.
	Done.  Please check requestID in table 5

	SE-155
	5.1.6
	Source: KPN
From: OMA-BCAST-2006-0485
Comment:

When is this used? Is it coupled to any ESG element?
	Status: OPEN

Input needed
	Please check this CR whether it solve the comment or not.

	SE-061
	5.1.6.1
	Source: Samsung 
Form: OMA-BCAST-2006-0434R01
Comments

Order option has no clarificatioin

Proposed Resolution

Remove “OrderOption” element.
	Status: Tentatively CLOSED

Covered by SE-036
	done

	SE-037
	5.1.6.2, 5.1.6.5
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362R01

Comment:
It should be clarified in the descriptions for “Trigger” (for both cases of request acceptance or rejection by BSM), that these apply only for DRM Profile compliant devices

Proposed resolution:
Modify the descriptions as shown below, including the strikethrough and added underlined text:

 “… In the case of  DRM Profile, the The device is expected to use the trigger to initiate one or more Long-Term Key Message acquisitions.”
	Status: OPEN

Editor: to be discussed. Isn’t a trigger also needed for Smartcard profile until 3GPP has defined GBA Push ?
This will be covered by the upcoming section 5.1 CR from Samsung, Nokia and KPN..

AP on Orange and others to see whether a trigger is needed for the Smartcard profile
Sungoh: what about R-UIM ?

Charles: will come up with resolution for Beijing. 
	This CR has two sections for Service Provisioing messages. 
The first is for general Service Provising message, which can cover DRM profile and the second is for (U)SIM based Service Provisioing Message. Therefore, it seems that this CR can resolve the comment.

	SE-161
	5.1.6.3
	Source: KPN
From: OMA-BCAST-2006-0485
Comment:

When is this message used? Does it refer to LTKM via broadcast or interaction channel or both? Does the LTKM mechanism not have such a kind of message by itself?
	Status: OPEN

Text needed that explains from where to where the message is sent.. That’s explained in the AD (Fig. 44) but should also be explained here.
Postpone to the discussion on general review of section 5.1 and the upcoming CR from Nokia, Samsung and KPN

	Can 687R01 cover this comment?

	SE-162
	5.1.6.6
	Source: KPN
From: OMA-BCAST-2006-0485
Comment:

What is this message for?
	Status: OPEN

Charles: The "Subscription Long-Term Key Renewal Completion" message 

should still be described.  In particular, it is not clear which entity is 

the sender of this message. 
Input needed

	Please check the current explanation of this message, which was proposed by Qualcomm

	SE-042
	5.1.6.10
	Source: Charles Lo, QUALCOMM

Form: OMA-BCAST-2006-0362R01

Comment:
For the successful Token Purchase Response message, to address the case of Smartcard Profile, an additional element is needed to provide acknowledgment of the requested token amount.

Proposed resolution:
Add the following entry to the table:

Name = RequestedTokenAmountAck

Type = E

Category = O

Cardinality = 1

Description = Acknowledgment of successful token order per the RequestedTokenAmount

Data Type = String
	Status: OPEN

Bosung: I also think status code can resolve the comments 
Would be a new use case in the case where less tokens are granted than requested. 

Charles: want to extend to non-DRM case.

Charles: want to make it more general . Propose to keep it open and discuss offline. Menno: agreed. 

Postponed. AP on Charles and Menno to continue discussion offline.
Charles started discussion 26 June 2006, no feedback received. 

Charles to propose final resolution, should be aligned with upcoming 438.
	Token Purchase Request/Response for (U)SIM Based Service Provisioning Message was proposed as table 18. Please check whether the proposal on table 18 slove the comment or not.

	SE-163
	5.1.6.7
	Source: KPN
From: OMA-BCAST-2006-0485
Comment:

Notification element is Boolean. The description for “FALSE” doesn’t make much sense for an unsubscribe request message.
	Status: Tentatively CLOSED
Editor: follow idea of comment and change 

“If Notification=TRUE, it means Notification over Interaction Channel is unsubscribed.  If Notification=FALSE, it means Notification over Interaction Channel should not be delivered.” 

To 

Bosungs proposal below
Bosung: My proposal on SE-163 is 

“If Notification=TRUE, it means Notification over Interaction Channel is unsubscribed.  If Notificatioin=FALSE or element is not present, it means there is no change in current status of subscription for notificatioin over Interaction Channel”.

	“FALSE” case is still unclarity.  Specific Notification cannot be unsubscribed. See unsubscription message.


Changes in R02
· Added “BCAST SHALL support Service Provisioning Function”.
· SE-152: Clarified the meanings, “mandatory or optional to support”
· SE-153: Changed “will” by “SHALL” in 5.1.3.1 and “(U)SIM based” by “smartcard profile” in 5.1.3.2 and 5.1.6
· SE-029: Added text to clarify that HTTP response specified in [3GPP TS 23.246] can be used in section 5.1.2.2

· SE-059: make ReqeustID optional globally in service provisioning message
· SE-062: Change datatype of price by “double” 
· SE-061: change level of price element as E3 instead of E2
· SE-037: change category of ‘trigger’ by Element, change data type of “trigger” by ROAPTrigger, change the text based on agreed text in SE-264 respectively, and remove text in 5.1.2.1
· SE-163: Modified “Notification Unsubscription” because current resolution has still ambiguity.
Changes in R03
· Add co-signer
Changes in R04

· ServiceID becomes E2 under PurchaseItemID.
· In section 5.1.5.2.1 Service Request, Name and description of PurchaseItemPrice is changed because ServiceID becomes sub-element.  PurchaseItemPrice is replace by PurchaseItem and Description is modified as “Contains the list and price of items the user wants to order and the list of services the user wants to subscribe notification.”
· In section 5.1.5.4.1 Unsubscribe service, ServiceID became sub-element of PurchaseItemID.
· section 5.1.2.2. add reference to 5.1.2.1 for HTTP binding

· (U)SIM based smartcard becomes (U)SIM smartcard throughout the document 

· correct 3GPP references by [3GPP TS 33.246]
· Add reference of [3GPP TS 33.246]
· Additional Bug fixed

· Token Purchase in case of (U)SIM smartcard is corrected Name as Token/LTKM or TokenLTKM in table 2 and table 18.
· Corrected “the message for DRM Profile” by “general service provisioning message”
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

If group agreed CR, The latest version of TS-Service should be changed as proposed.
6 Detailed Change Proposal

Change 1:  Service Provisioning Message
5.1 Service Provisioning

OMA BCAST SHALL support Service Provisioning Function. This section specifies the messages used in Service Provisioning function over interface SPR-7, between Broadcast Service Provisioning Client (BPR-C) in the Terminal and Broadcast Service Provisioning Management (BPR-M) in the BSM. The Service Provisioning function supports the following operations:
· Requesting pricing information related to PurchaseItem declared in Service Guide 

· Requesting / subscribing to service related to a PurchaseItem

· Renewing a subscription related to already requested PurchaseItem

· Cancelling a subscription related to already requested PurchaseItem

· Requesting a token or LTKM


· Inquiring the status of an account

To archive the above operations, the Service Provisioning function works with Service Guide function, Service Protection function, and Content Protection function. The linkage to Service Guide is through the use of PurchaseItem fragment which provides the identifiers (PurchaseItemID) used in the messages of Service Provisioning function. The linkage to Service and Content Protection function is through service request and subscription management messages, which requires the functionality of Service Protection Function and Content Protection Function. 
This section has two sub-sections, one for BCAST general Service Provisioning message and one for Service Provisioning message based on  (U)SIM Smartcard profile. BCAST General Provisioning messages supports the various kind of Service Protection Function and Content Protection Function with the sub-elements and (U)SIM Smartcard service provisioning message are specified for Terminal supporting (U)SIM Smartcard profile.
The following two tables specify under which conditions each message is mandatory or optional to support for the general Service Provisioning message and (U)SIM Smartcard Service Provisioning message respectively.

.
	Message
	Section
	Broadcast Service Provisioning Client (BPR-C)
	Broadcast Service Provisioning Management(BPR-M)

	Pricing Information Request
	5.1.5.1.1
	OPTIONAL
	OPTIONAL

	Pricing Information Response
	5.1.5.1.2
	OPTIONAL
	OPTIONAL

	Service Request
	5.1.5.2.1
	MANDATORY
	MANDATORY

	Service Response
	5.1.5.2.2
	MANDATORY
	MANDATORY

	Service Completion
	5.1.5.2.3
	MANDATORY
	MANDATORY

	Subscription Long-Term Key Renewal Request
	5.1.5.3.1
	MANDATORY 


	MANDATORY 



	Subscription Long-Term Key Renewal Response
	5.1.5.3.2
	MANDATORY 


	MANDATORY 


	Subscription Long-Term Key Renewal Completion
	5.1.5.3.3
	MANDATORY 


	MANDATORY 



	Unsubscribe Request
	5.1.5.4.1
	MANDATORY
	MANDATORY

	Unsubscribe Response
	5.1.5.4.2
	MANDATORY
	MANDATORY

	Token Purchase Request
	5.1.5.5.1
	OPTIONAL
	OPTIONAL

	Token Purchase Response
	5.1.5.5.2
	OPTIONAL
	OPTIONAL

	Account Inquiry Request
	5.1.5.6.1
	MANDATORY
	MANDATORY

	Account Inquiry Response
	5.1.5.6.2
	MANDATORY
	MANDATORY


Table 1: Summary General Service Provisioning messages 
	Message
	Section
	Broadcast Service Provisioning Client (BPR-C)
	Broadcast Service Provisioning Management(BPR-M)

	Pricing Information Request
	5.1.6.1.1
	OPTIONAL
	OPTIONAL

	Pricing Information Response
	5.1.6.1.2
	OPTIONAL
	OPTIONAL

	Service Request
	5.1.6.2.1
	MANDATORY
	MANDATORY

	Service Response
	5.1.6.2.2
	MANDATORY
	MANDATORY

	Service Completion
	5.1.6.2.3
	MANDATORY
	MANDATORY

	Subscription Long-Term Key Renewal Request
	5.1.6.3.1
	MANDATORY


	MANDATORY



	Subscription Long-Term Key Renewal Response
	5.1.6.3.2
	MANDATORY
	MANDATORY

	Subscription Long-Term Key Renewal Completion
	5.1.6.3.3
	MANDATORY
	MANDATORY

	Unsubscribe Request
	5.1.6.4.1
	MANDATORY
	MANDATORY

	Unsubscribe Response
	5.1.6.4.2
	MANDATORY
	MANDATORY

	Token/LTKM Request
	5.1.6.5.1
	MANDATORY 
	MANDATORY 

	Token/LTKM Response
	5.1.6.5.2
	MANDATORY 
	MANDATORY

	Account Inquiry Request
	5.1.6.6.1
	MANDATORY
	MANDATORY

	Account Inquiry Response
	5.1.6.6.2
	MANDATORY
	MANDATORY


Table2: Summary (U)SIM Smartcard Service Provisioning messages 

5.1.5 Transport Protocol for Service Provisioning Messages
Service Provisioning operations are executed by exchanging the Service Provisioning messages over interface SPR-7. All the Service Provisioning messages specified in the tables in the following sections and instantiated as XML documents.
5.1.1.1 Transport Protocol for General Service Provisioning Messages
The BPR-M in the BSM SHALL support HTTP POST as a delivery method to exchange Service Provisioning messages over SPR-7.

The BPR-M in the BSM MAY support HTTPS POST as a delivery method to exchange Service Provisioning messages over SPR-7.

The BPR-C in the Terminal SHALL support HTTP POST and MAY support HTTPS POST as a delivery method to exchange Service Provisioning messages over SPR-7.
For proper operation of Service Provisioning function, the terminal needs to know the URL for HTTP or HTTPS sessions. This is supported by ‘purchaseURL’ element contained in the PurchaseChannel fragment of Service Guide.


5.1.1.2 Transport Protocol for (U)SIM Smartcard Service Provisioning Messages

Most of the messages used for the Smartcard Profile using (U)SIM are specified in [3GPP TS 33.246]. The remaining Service Provisioning messages are specified in the tables in the following sections and are instantiated as XML documents.

For the Smartcard Profile using (U)SIM, the BPR-M in the BSM SHALL support HTTP POST and SHALL support HTTP digest authentication as per [3GPP TS 33.246] as a delivery method to exchange Service Provisioning messages over SPR-7.

For the Smartcard Profile using (U)SIM, the BRP-C in the Terminal SHALL support HTTP POST and SHALL support HTTP digest authentication as per [3GPP TS 33.246].
For proper operation of Service Provisioning function, the terminal needs to know the URL for HTTP digest sessions. This is enabled by the ‘PurchaseURL’ element contained in the PurchaseChannel fragment of the Service Guide.

5.1.6 HTTP Binding

5.1.2.1 HTTP Binding for General Service Provisioning Message

Request messages are sent as HTTP content of type “application/xml”. Responses are always sent as part of the “200 OK” response to the original request. The content type is “application/xml” 
5.1.2.2 HTTP Binding for (U)SIM Smartcard Service Provisioning Messages
HTTP Binding rule specified in [3GPP TS 33.246] SHALL be applied. If error is occurred on the procedure, HTTP response message SHALL have the error code defined in [3GPP TS 33.246]. If General Provisioning Messages are used, the same HTTP binding rule defined in section 5.1.2.1 will be applied.  

5.1.7 Message Authentication


5.1.3.1 Message Authentication for General Service Provisioning Messages
Message authentication SHALL be provided using HTTPS.

5.1.3.2 Message Authentication for Smartcard Profile Service Provisioning Messages
Message authentication SHALL be provided using HTTP digest as explained in [3GPP TS 33.246].

5.1.8 Global Status Codes

The following table lists all the possible status codes, and their applicability to each transaction. The codes specified in the table are to be used as ‘GlobalStatusCode’ in response messages of Service Provisioning function. 
	Code
	Status

	000
	Success

The request was processed successfully.

	001
	Device Authentication Failed

This code indicates that the BSM was unable to authenticate the device, which may be due to the fact that the user or the device is not registered with the BSM.

In this case, the user may contact the BSM, and establish a contract, or get the credentials in place that are used for authentication.

	002
	User Authentication Failed

This code indicates that the BSM was unable to authenticate the user, which may be due to the fact that the user or the device is not registered with the BSM.

In this case, the user may contact the BSM, and establish a contract, or get the credentials in place that are used for authentication.

	003
	Purchase Item Unknown

This code indicates that the requested service item is unknown. This can happen e.g. if the device has a cached service guide with old information.

In this case, the user may re-acquire the service guide.

	004
	Device Authorization Failed

This code indicates that the device is not authorized to get Long-Term Key Messages from the RI.  For example, the device certificate was revoked in the case of the DRM Profile, or because trust relationship could not be established between the terminal and the BSM, in the case of the Smartcard Profile.




	005
	User Authorization Failed

This code indicates that the user has not subscribed to the requested broadcast service, in the case of either the DRM Profile or the Smartcard Profile.  In this case, the user may be given an opportunity to contact the BSM operator for service subscription.”
.

	006
	Device Not Registered

This code indicates that the device is not registered with the RI that is used for the transaction.
in the case of the DRM Profile, or that the device is not registered with the BDS-SD or the BSM, in the case of the Smartcard Profile..

In this case, the device may automatically perform the registration, and, if the registration is successful, re-initiate the original transaction.



	007
	Server Error

This code indicates that there was a server error, such as a problem connecting to a remote back-end system.

In such a case, the transaction may succeed if it is re-initiated later.

	008
	Mal-formed Message Error

This code indicates that there has been a device malfunction, such as a mal-formed XML request.

In such a case, the transaction may or may not (e.g. if there is an interoperability problem) succeed if it is re-initiated later.

	009
	Charging Error

This code indicates that the charging step failed (e.g. agreed credit limit reached, account blocked).
The user may in such a case contact the BSM operator.

	010
	No Subscription

This code indicates that there has never been a subscription for this service item, or that the subscription for this item has terminated.

The user may in such a case issue a service request for a new subscription.

	011
	Operation not Permitted

This code indicates that the operation that the device attempted to perform is not permitted under the contract between BSM and user.

The user may in this case contact BSM operator and change the contract.

	012
	Unsupported version

This code indicates that the version number specified in the request message is not supported by the network. 

In this case, the user may contact the BSM operator.

	013
	Illegal Device

This code indicates that the device requesting services is not acceptable to the BSM. E.g. Blacklisted.

In this case, the user may contact the BSM operator.

	014
	Service Area not Allowed

This code indicates that the device is not allowed services in the requested area due to subscription limits

In this case, the user may contact the BSM operator or subscribe to the applicable service.

	015
	Requested Service Unavailable

This code indicates that the requested service is unavailable due to transmission problems.

In this case, the request may re-initiated at a later time.

	016 
	Request already Processed

This code indicates that an identical request has been previously processed. 

In this case, the user or the entity may check to see if the request had already been processed (i.e. received an LTK), if not retry the request.

	017
	Information Element Non-existent 

This code indicates that the message includes information elements not recognized because the information element identifier is not defined or it is defined but not implemented by the entity receiving the message. 

In this case related entities should contact each other.

	018 
	Unspecified

This code indicates that an error has occurred which cannot be identified.

In this case related entities should contact each other. 

	019 
	Process Delayed

Due to heavy load, request is in the cue, waiting to be processed.

In this case the user or entity should wait for the transaction to complete.

	020
	Generation Failure

This code indicates that the request information (message) could not be generated. 

In this case the user or entity should retry later.

	021
	Information Invalid

This code indicates that the information given is invalid and cannot be used by the system.

In this case the request should be rechecked and sent again.

	022
	Invalid Request

This code indicates that the requesting key materials and messages (e.g., LTKM) are not valid and can not be fulfilled.

In this case the request should be rechecked and sent again.

	023
	Wrong Destination

This code indicates that the destination of the message is not the intended one.

In this case the request should be rechecked and sent again.

	024
	Delivery of Wrong Key Information

This code indicates that the delivered key information and messages (e.g., LTKM) are invalid.

In this case the request should be rechecked and sent again.

	025
	Service Provider ID Unknown

This code indicates a confliction when the Visited Service Provider requests a message to the Home Service Provider.  

	026
	Service Provider BSM_ID Unknown

This code indicates a confliction when the Visited Service Provider BSM requests a message to the Home Service Provider BSM.

	027 ~ 127
	Reserved for future use

	128 ~ 255
	Reserved for proprietary use


Table 3: Global Status Codes 

5.1.9 General Service Provisioning Messages
5.1.10 This sections shows the General Service Provisioning Messages and those messages supports the Service Provisioning function of Terminal having DRM profile capability.
5.1.11 Pricing Information RequestMessages
This message is sent by the terminal to the BSM to request the pricing information of the purchase item as identified by the PurchaseItemID.

5.1.11.1 Pricing Information Request
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	PricingInfoReq
	E
	
	
	Pricing Information Request Message.
Contains the following attributes:
   requestID

   spr-7Version
   
Contains the following elements:
   UserID

   DeviceID

   BSDAid

   PurchaseItemID
	

	requestID
	A
	O
	0..1
	Identifier for the Price Information request message.
	unsignedInt

	spr-7Version
	A
	M
	1
	Version of this SPR-7 interface supported by the terminal. The SPR-7 interface version number described by this specification is 1.
	string

	
	
	
	
	

	

	UserID
	E1
	M
	1..N
	The user identity known to the BSM.
Note : For roaming case, this element is mandatory otherwise this element is optional.
Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are

0 – username defined in [RFC2865] 

1 – IMSI

2 – URI

3-200 reserved for future use

201-255 reserved for proprietary use  
	unsignedByte

	
	
	
	
	
	

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM.
Contains the following attributes:
   type
	unsignedInt

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – DVB Device ID
1 – 3GPP Device ID (IMEI) [3GPP TS 23.003]
2 – 3GPP2 Device ID (MEID)[3GPP2 C.S0072]
3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	BSDAid
	E1
	O
	0..1
	Globally coordinated ID of the BSD/A. 
Note: This ID is used by BSM toretrieve service information from BSD/A. 

Note : For roaming case, this element is mandatory otherwise this element is optional.
	anyURI

	Purchase
ItemID
	E1
	M
	1..N
	Identifier of the Purchase Item fragment for which the user wants to know the price. A purchase item is identified by the GlobalPurchaseItemID found in the PurchaseItem fragment.
	anyURI

	
	
	
	
	
	

	
	
	
	
	

	


Table 4: Structure of Pricing Information Request in General Service Provisioning Message 

5.1.11.2 Pricing Information Response


	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	PricingInfoRes
	E
	
	
	Pricing Information Response
Contains the following attributes:
   requestID
   globalStatusCode

Contains the following elements:

   PurchaseItemPrice

   ServiceGuideFragment
	

	requestID
	A
	O
	1
	Identifier for the corresponding Pricing Information request message
	unsignedInt

	global
Status
Code
	A
	M
	1
	The overall outcome of the request, according to the return codes defined in the section 5.1.4.
	unsignedByte

	
	
	
	
	

	

	
	
	
	
	
	

	PurchaseItemPrice
	E1
	M
	1..N
	Describes the price information of PurchaseItem.  It is possible to provide one or more price of PurchaseItem by currency.

Contains the following attribute:

   purchaseItemID
   itemwiseStatusCode
Contains the following element:

   Price
	

	purchaseItemID
	A
	M
	1
	Identifier of the Purchase Item for which a price was requested. A purchase item is identified by the GlobalPurchaseItemID found in the PurchaseItem fragment.
	anyURI

	itemwise
Status
Code
	A
	O
	0..1
	Specifies an error code of each PurchaseItems using GlobalStatusCode defined in the section 5.1.4.  This attribute will be present when BSM reject the request message.
	unsignedByte

	Price
	E2
	O
	0..N
	Price information of Purchase Item that a user wants to know the price.
Contains the following attribute:

   currency
	double



	currency
	A
	O
	0..1
	Specifies the currency codes defined in ISO 4217 international currency codes. If not given, value of price is amount of Tokens.
	string

	Service
Guide
Fragment
	E1
	O
	0..N
	Service guide fragments containing information for the requested purchase items. The format is specified in [BCAST10-SG]
	Complex Type

	
	
	
	
	

	


 Table 5: Structure of Pricing Information Response in General Service Provisioning Message 


	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	

	



5.1.5.2 Service Request Messages

This message is sent by the terminal to the BSM to request the subscription to, or purchase of, the associated purchase item.
5.1.5.2.1 Service Request


	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	ServiceRequest
	E
	
	
	Service Request Message to subscribe or purchcase PurchaseItem
Contains the following attributes:
   requestID

   spr-7Version

   
Contains the following elements:
   UserID

   DeviceID
   ServiceProtectionProtocol

   BroadcastMode

   BSDAid


   PurchaseItem
   ServiceID
   
DrmProfileSpecificPart
	

	requestID
	A
	O
	1
	Identifier for the Service request message.
	unsignedInt

	spr-7
Version
	A
	M
	1
	Version of SPR-7interface supported by the terminal. The SPR-7version number described by this specification is 1.
	string

	
	
	
	
	

	

	UserID
	E1
	M
	1..N
	The user identity known to the BSM. Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are

0 – username defined in [RFC2865] 

1 – IMSI

2 – URI

3-200 reserved for future use

201-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM.
Contains the following attributes:
   type
	unsignedInt

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – DVB Device ID
1 – 3GPP Device ID (IMEI)[3GPP TS 23.003]
2 – 3GPP2 Device ID (MEID)[3GPP2 C.S0072]
3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	Service
Protection
Protocol
	E1
	O
	0..1
	Lists each service protection protocol supported by the device, including the mandatory ones. Defined values: “ipsec”, “srtp”, and “ISMACryp”. The device is allowed to include more identifiers, however depending on the protocols supported by the network they may be ignored.

[Note] This element is only included in the message if a service is to be delivered over Interaction channel.
	string

	Broadcast
Mode
	E1
	O
	0..1
	Indicates whether or not the device supports the optional broadcast mode of operation for rights acquisition, in addition to the interactive mode of operation.
	boolean

	BSDAid
	E1
	M
	1
	Globally coordinated ID of the BSD/A. 

Note: This ID is used by BSM to retrieve service information from BSD/A.. 
	anyURI

	
	
	
	
	
	

	Purchase
Item
	E1
	M
	1..N
	Contains the list and price of items the user wants to order and the list of services the user wants to subscribe notification.
Contains the following attributes:

   purchaseItemID

Contains the following elements:
   PurchaseData
   ServiceID
	

	purchaseItemID
	A
	M
	1
	The identifer of the Purchase Item.  The Purchase Item identifier is advertised in the guidePurchaseItem fragment as GlobalPurchaseItemID and is inserted in this message in the same format.
	anyURI

	
PurchaseData
	E2
	O
	0..N
	Contains the price information.


This indicates which price information among PurchaseData Fragments will be used for subscription.

Contains the following attribute
idRef
Contains the following Element:

   Price
	

	idRef
	A
	M
	1
	References the identifiers of PurchaseData Fragment advertised in Service Guide.
	

	Price
	E3
	O
	0..N
	Price information of Purchase Item known to the user from Service Guide.  If PurchaseItem in Service Guide have multiple price information by currency, this element should be specified to give BSM price information that user want to pay. 

Contains the following attribute:

   currency


	double

	currency
	A
	O
	0..1
	Specifies the currency codes defined in ISO 4217 international currency codes. If not given, value of price is amount of Tokens.
	string

	ServiceID
	E2
	O
	0..N
	Unique ID of Service. It can be ID of Service Fragment or GlobalServiceID
Contains the following attributes:
   notification
	anyURI

	notification
	A
	M
	1
	Subscription to receive Notification Message related to the Service over Interaction Channel.  If Notification=TRUE, it means Notification over Interaction Channel is subscribed.  If Notification=FALSE, it means Notification over Interaction Channel should not be delivered. 
	boolean

	
	
	
	
	

	

	
	
	
	
	
	

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for DRM Profile.

Contains the following attributes:

   riURL
	

	riURL
	A
	O
	0..1
	The Rights Issuer URL, from which BSM can retrieve the ROAP triggers** that will be delivered to the device.
	anyURI


Table 6: Structure of Service Request in General Service Provisioning Message 

5.1.5.2.2 Service Response



	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	ServiceResponse
	E
	
	
	Service Response Message
Contains the following attributes:

   requestID
   globalStatusCode
   
Contains the following elements:

   PurchaseItem
   DrmProfileSpecificPart
	

	requestID
	A
	O
	1
	Identifier for the corresponding Service request message.
	unsignedInt

	global
Status
Code
	A
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 3.
	unsignedByte

	
	
	
	
	

	

	PurchaseItem
	E1
	M
	1..N
	Describes the results of the request message of subscribing or purchasing PurchaseItem.  If subscription or purchase is successful, RightsValidityEndTime of PurchaseItem will be present.  If not, ItemWiseStatusCode will be present to show user the reason why the request is not accepted by BSM.
Contains the following attributes:

   purchaseItemID
   
itemwiseStatusCode
	

	purchaseItemID
	A
	M
	1
	The ID of the Purchase Item to which the validity end time is related. A purchase item is identified by the GlobalPurchaseItemID found in the PurchaseItem fragment.
	anyURI

	
	
	
	
	

	

	itemwiseStatusCode
	A
	O
	0..1
	Specifies an error code of each PurchaseItems using GlobalStatusCode defined in the section 5.1.4.  This attribute will be present when BSM reject the request message.
	unsignedByte

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	

	

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for DRM Profile.
Contains the following attributes:

   rightsValidityEndTime
Contains the following elements:

   Trigger





	

	rights
Validity
EndTime
	A
	O
	0..1
	The last time and date of validity of the Long-Term Key Message, after which it has to be renewed.  This attribute will be present when BSM accept the request message.

[Note] this element is validated if RO is broadcasted. Otherwise, this element is not necessary.
	dateTime

	Trigger
	E2
	O
	0..1
	ROAP RO Acquisition Trigger** specified in the section 5.1.2. The device is expected to use the trigger to initiate one or more Long-Term Key Message acquisitions. 

	
ROAPTrigger

	
	
	
	
	

	



	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	

	

	
	
	
	
	
	


Table 7: Structure of Service Response in General Service Provisioning Message 

5.1.5.2.3 Service Completion

Service Completion Message MAY be sent by a terminal after it receives Service Response Message and then retrieves Long Term Key Message.

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	ServiceCompletion
	E
	
	
	Service Completion Message for terminal to send the result receiving Long Term Key Message.
Contains the following attributes:

   spr-7Version
   
Contains the following element:

   LTKMessageID
	

	spr-7 Version
	A
	M
	1
	Version of SPR-7 interface supported by the terminal. TheSPR-7 version number described by this specification is 1.
	string

	
	
	
	
	

	

	LTK Message ID
	E1
	M
	1..N
	A list containing the IDs of one or more Long-Term Key Messages received by the device.
Note: RO ID will be used for DRM profile and MIKEY message ID will be used for Smartcard Profile.
	string

	
	
	
	
	

	


Table 8: Structure of Service Completion in General Service Provisioning Message 

5.1.5.3 Subscription Renewal Messages
5.1.5.3.1 Subscription Long-Term Key Renewal Request

Subscription Long-term Key Renewal request message is sent if a user wants to renew a certain Purchase Item or group of purchase items.

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	LTKRenewalReq
	E
	
	
	Subscription Long Term Key Renewal Request Message
Contains the following attributes:
   requestID

   spr-7Version

   
Contains the following elements:
   UserID

   DeviceID

   PurchaseItemID
	

	requestID
	A
	O
	1
	Identifier for the Subscription long term Key renewal request message.
	unsignedInt

	spr-7
Version
	A
	M
	1
	Version of SPR-7 interface supported by the terminal. TheSPR-7 version number described by this specification is 1
	string

	
	
	
	
	

	

	UserID
	E1
	M
	1..N
	The user identity known to the BSM. Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are

0 – username defined in [RFC2865] 

1 – IMSI

2 – URI

3-200 reserved for future use

201-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM.
Contains the following attributes:
   type
	unsignedInt

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – DVB Device ID
1 – 3GPP Device ID (IMEI)[3GPP TS 23.003]
2 – 3GPP2 Device ID (MEID)[3GPP2 C.S0072]
3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	Purchase
ItemID
	E1
	M
	1..N
	A list of identifiers of Purchase Item that the user wants to renew. A purchase item is identified by the GlobalPurchaseItemID found in the PurchaseItem fragment.
	anyURI

	
	
	
	
	
	

	
	
	
	
	

	


Table 9: Structure of Subscription Long Term Key renewal request  in General Service Provisioning Message 

5.1.5.3.2 Subscription Long-Term Key Renewal Response


	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	LTKRenewalRes
	E
	
	
	Subscription Long Term Key Renewal Response Message
Contains the following attributes:

   requestID

   globalStatusCode
Contains the following elements:
   PurchaseItem

   DrmProfileSpecificPart
	

	requestID
	A
	O
	1
	Identifier for the corresponding Subscription request message.
	unsignedInt

	global
Status
Code
	A
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 1.
	unsignedByte

	PurchaseItem
	E1
	M
	1..N
	Describes the results of the request message of Subscription LTK Renewal.  If renewal is successful, LTKValidityEndTime of PurchaseItem will be present.  If not, ItemWiseStatusCode will be present to show user the reason why the request is not accepted by BSM.

Contains the following attributes:

   purchaseItemID

   ltkValidityEndTime

   itemwiseStatusCode
	

	purchaseItemID
	A
	M
	1
	The ID of the Purchase Item to which the validity end time is related. A purchase item is identified by the GlobalPurchaseItemID found in the PurchaseItem fragment.
	anyURI

	ltkValidityEndTime
	A
	O
	0..1
	The last time and date of validity of the Long-Term Key Message, after which it has to be renewed again. This attribute will be present when BSM accept the request message.

[Note] the information on this element can be provided in RO.
	dateTime

	itemwiseStatusCode
	A
	O
	0..1
	Specifies an error code of each PurchaseItems using GlobalStatusCode defined in the section 5.1.4.  This attribute will be present when BSM reject the request message.
	unsignedByte

	
	
	
	
	
	

	
	
	
	
	

	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	

	

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for DRM Profile.

Contains the following elements: 
Trigger
	

	Trigger
	E2 
	O
	0..1
	ROAP RO Acquisition Trigger** specified in the section 5.1.2. The device is expected to use the trigger to initiate one or more Long-Term Key Message acquisitions.
	ROAPTrigger

	
	
	
	
	

	


Table10: Structure of Subscription Long Term Key renewal response  in General Service Provisioning Message 


	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	

	

	
	
	
	
	
	


5.1.5.3.3 Subscription Long-Term Key Renewal Completion
This message, sent by the terminal to the BSM, represents an acknowledgment of the terminal’s receipt of the Subscription Renewal Response.
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	LTKRenewalCompletion
	E
	
	
	Subscription Long-Term Key Renewal Completion Message
Contains the following attributes:

   spr-7Version

   
Contains the following elements:

   LongTermKeyID
	

	spr-7
Version
	A
	M
	1
	Version of SPR-7 interface supported by the terminal. TheSPR-7 version number described by this specification is 1
	string

	
	
	
	
	

	

	LongTermKeyID
	E1
	M
	1..N
	A list containing the IDs of one or more Long-Term Key Messages received by the device.
	string

	
	
	
	
	

	


Table11: Structure of Subscription Long Term Key renewal completion  in General Service Provisioning Message 

5.1.5.4 Unsubscription Messages

This message is sent by the terminal to the BSM to request cancellation of the existing subscription to the purchase item as identified by the PurchaseItemID or the notification as identified by the ServiceID.
5.1.5.4.1 Unsubscribe Request
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	UnsubscribeReq
	E
	
	
	Unsubscribe Request Message
Contains the following attributes:

   requestID

   spr-7Version
   keepSubscription
   
Contains the following elements:
   UserID

   DeviceID

   PurchaseItem
   
	

	requestID
	A
	O
	1
	Identifier for the Unsubscribe request message.
	unsignedInt

	spr-7
Version
	A
	M
	1
	Version of SPR-7 interface supported by the terminal. TheSPR-7 version number described by this specification is 1
	string

	keepSubscription
	A
	O
	0..1
	Keep current subscription of PurchaseItem.  
When User keep current subscription of PurchaseItem and would like to unsubscrible relevant notification reception over interaction channel, This field will be needed and set TRUE. If this element is not present or value is FALSE, it means PurchaseItem and its relevant notificaiton will be unsubscribed.
	boolean

	
	
	
	
	

	

	UserID
	E1
	M
	1..N
	The user identity known to the BSM.

Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are

0 – username defined in [RFC2865] 

1 – IMSI

2 – URI

3-200 reserved for future use

201-255 reserved for proprietary use  
	unsignedByte

	
	
	
	
	

	

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM.

[Note] If User has multiple devices, then this element indicates a device or a group of devices that user want to unsubscribe.

contains the following attribute:

   type
	unsignedInt

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – DVB Device ID
1 – 3GPP Device ID (IMEI)[3GPP TS 23.003]
2 – 3GPP2 Device ID (MEID)[3GPP2 C.S0072]
3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	Purchase Item
	E1
	M
	1..N
	Specifies identifier of the Purchase Item the user wants to unsubscribe from. Also, contains ServiceID to unsubscribe service-specific notification.
Contains the following attribute:

   idRef

Contains the following element:

   ServiceID
	

	idRef
	A
	M
	1
	Identifier of PurchaseItem. GlobalPurchaseItemID found in the PurchaseItem fragment will be used.
	anyURI

	ServiceID
	E2
	O
	0..N
	Unique ID of Service. It can be ID of Service Fragment or GlobalServiceID
Contains the following attributes:

   notification
	anyURI

	notification
	A
	M
	1
	Un-subscription to receive Notification Message over Interaction Channel.  If Notification=TRUE, it means Notification over Interaction Channel is unsubscribed.  If Notification=FALSE or value is not present, it means current subscription of notification message will be kept. 

	boolean

	
	
	
	
	
	


Table12: Structure of Unsubscribe Request   in General Service Provisioning Message 

5.1.5.4.2 Unsubscribe Response


	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	UnsubscribeRes
	E
	
	
	Unsubscribe Response Message
Contains the following attributes:
   requestID

   globalStatusCode

   
Contains the following elements:
   PurchaseItemID
	

	requestID
	A
	O
	1
	Identifier for the corresponding Unsubscribe request message.
	unsignedInt

	global
Status
Code
	A
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 1.
	unsignedByte

	
	
	
	
	

	

	
	
	
	
	
	

	Purchase
ItemID
	E1
	M
	1..N
	The ID of the Purchase Item to which the message is related. A purchase item is identified by the GlobalPurchaseItemID found in the PurchaseItem fragment.
Contains the following attribute:

   itemwiseStatusCode
	anyURI

	itemwiseStatusCode
	A
	M
	1
	Indicates the results of the Unsubscribe Request message.  If Value is successful, it means relevant PuchaseItem is unsubscribed. GlobalStatusCode specified in the section 5.1.3 will be used for this code.
	unsignedByte

	
	
	
	
	
	

	
	
	
	
	

	


Table13: Structure of Unsubscribe Response   in General Service Provisioning Message 


	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	

	


Note that if the user has already renewed the subscription, the removal of the subscription will become effective only after an additional subscription period.
5.1.5.5 Token Purchase Messages 
5.1.5.5.1 Token Purchase Request
This message is sent by the terminal to the BSM to request the purchase of tokens, or credits, to enable future consumption of broadcast services/content, the quantity of which is identified by the Requested Token Amount.

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	TokenRequest
	E
	
	
	Token Purchase Request Message
Contains the following attributes:
   requestID

   spr-7Version

   
Contains the following elements:
   UserID

   DeviceID

   BSDAid
   

   RequestedTokenAmount
   DrmProfileSpecificPart
	

	requestID
	A
	O
	1
	Identifier for the Token Purchase request message.
	unsignedInt

	spr-7
Version
	A
	M
	1
	Version of SPR-7 interface supported by the terminal. TheSSPR-7 version number described by this specification is 1
	string

	
	
	
	
	

	

	UserID
	E1
	M
	1..N
	The user identity known to the BSM.

Contains the following attributes:

   Type
	string

	Type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are

0 – username defined in [RFC2865] 

1 – IMSI

2 – URI

3-200 reserved for future use

201-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM.

contains the following attribute:

   type
	unsignedInt

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – DVB Device ID
1 – 3GPP Device ID (IMEI) [3GPP TS 23.003]
2 – 3GPP2 Device ID (MEID) [3GPP2 C.S0072]
3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	BSDAid
	E1
	M
	1
	Globally coordinated ID of the BSD/A. 
Note: This ID is used by BSM to retrieve service information from BSD/A. 
	anyURI

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Requested
Token
Amount
	E1
	M
	1
	The amount of new tokens requested by the device. In case of pre-paid, the amount of tokens requested is subtracted from the user’s credit. In case of post-paid, it is verified that the amount of tokens requested doesn’t exceed the user’s credit limit.
Contains the following attribute:

   chargingType
	unsignedInt

	charging
Type
	A
	M
	1
	The type of charging (pre-paid or post-paid) the user wishes to use. The BSM will verify that the requested charging type is available for this user.  If “TRUE”, ChargingType is “prepaid” and If “FALSE”, ChargingType is “postpaid”.
	boolean

	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for DRM Profile.

Contains the following attributes:

riURL
	

	riURL
	A
	O
	0..1
	The Rights Issuer URL, from which BSM can retrieve the ROAP triggers** that will be delivered to the device.
	anyURI

	
	
	
	
	

	


Table14: Structure of Token Purchase Request  in General Service Provisioning Message 

5.1.5.5.2 Token Purchase Response
This message, sent from the BSM to the terminal, represents a successful outcome, either unconditional or conditional in nature, in response to the Token Purchase Request.
	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	TokenResponse
	E
	
	
	Token Purchase Response
Contains the following attributes:

   requestID

   globalStatusCode

   
Contains the following elements:
   DrmProfileSpecificPart
	

	requestID
	A
	O
	1
	Identifier for the corresponding Token Purchase request message.
	unsignedInt

	globalStatusCode
	A
	M
	1
	The outcome of the request, according to the return codes defined in Table 1.
	unsignedByte

	
	
	
	
	
	

	
	
	
	
	

	


	DrmProfileSpecificPart
	E1
	O
	0..1
	Service & Content Protection DRM-profile specific part. This part is MANDATORY to support for DRM Profile.

Contains the following elements: 
Trigger
	

	Trigger
	E2
	O
	0..1
	If the token purchase succeeded, the response includes a ROAP Trigger** as an additional payload which is specified in the section 5.1.2. The device is expected to use the trigger to initiate one or more token acquisitions.  The type of the trigger is yet to be decided.
If the token purchase failed because the device was unregistered, the response includes a ROAP Registration Trigger** as an additional payload. The device is expected to use the trigger to initiate a registration and repeat the token purchase once it is successfully registered.

	ROAPTrigger


Table15: Structure of Token Purchase Response  in General Service Provisioning Message 

**These (ROAP messages) are OMA DRMv2.0 specific. And all message schemas should import “ROAPTrigger” complexType from OMA DRM2.0 ROAP protocol schema. Other service protection mechanisms will map their own proprietary messages to the corresponding fields.

5.1.5.6 Account Inquiry Messages
Account Inquiry allows the End user to request his/her account information such as active purchase item list, Service Guide Fragments associated with subscribed PurchaseItem, or Billing Information. The AccountInquiry Element of the request message specified in 5.1.7.1 indicates which information the End user wants to receive and the response message can include GlobalPurchaseItem List or SG Fragments or Billing Information as per the request message.

5.1.5.6.1 Account Inquiry Request

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	AccountRequest
	E
	
	
	Account Inquiry Request message
Contains the following attributes:

   requestID

   spr-7Version

   
Contains the following elements:
   UserID

   DeviceID

   BSDAid

   AccountInquiry
	

	requestID
	A
	O
	1
	Identifier for this request message
	unsignedInt

	spr-7 Version
	A
	M
	1
	Version of SPR-7 Interface supported by the terminal.  The SPR-7 version number described by this specification is 1.
	string

	
	
	
	
	

	

	UserID
	E1
	M
	1..N
	The user identity known to the BSM.
Note: For roaming case, this element is mandatory otherwise this element is optional.

Contains the following attributes:

   type
	string

	type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are:

0 – username defined in [RFC2865] 

1 – IMSI

2 – URI

3-200 reserved for future use

201-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM.

contains the following attribute:

   type

	unsignedInt

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – DVB Device ID
1 – 3GPP Device ID (IMEI) [3GPP TS 23.003]
2 – 3GPP2 Device ID (MEID) [3GPP2 C.S0072]
3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	BSDAid
	E1
	O
	0..1
	Globally coordinated ID of the BSD/A.  This ID is used by the BSM to retrieve service guide fragments from the BSD/A.  
	anyURI

	AccountInquiry
	E1
	M
	1..N
	Specifies the account information which user want to receive from the BSM.  Possible values are:

0 – unspecified

1 – PurchaseItem List

2 – Service Guide Fragements

3 – Billing Information

4 ~ 127 – Reserved for future use

128 ~ 255 – Reserved for proprietary use

Note: If value is 0, BSM SHOULD deliver the default response message which is composed to provide account information to users.
	unsignedByte

	
	
	
	
	

	


Table16: Structure of Account Inquiry Request  in General Service Provisioning Message 

5.1.5.6.2 Account Inquiry Response

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	AccountResponse
	E
	
	
	Account Inquiry Response Message
Contains the following attributes:

   requestID

   globalStatusCode
   
Contains the following elements:
   BillingInformation

   GlobalPuchaseItem
	

	requestID
	A
	O
	1
	Identifier for the corresponding Account Inquiry message
	unsignedInt

	global Status Code
	A
	M
	1
	The overall outcome of the request, according to the return codes defined in Table 1.
	unsignedByte

	
	
	
	
	

	

	
	
	
	
	
	

	BillingInformation
	E1
	O
	0..N
	Describes the total billing information when the End user sends this request message, possibly in multiple languages.  The language is expressed using built-in XML attribute xml:lang with this element.
	String

	GlobalPurchaseItem
	E1
	O
	0..N
	Specifies the GlobalPurchaseItem or the Service Guide Fragments which user subscribed or purchased.

Contains the following attributes:

  idRef

Contains the following elements:

   Description

   ServiceGuideFragments
	

	idRef
	A
	M
	1
	Identifer of GlobalPurchaseItem which the End user subscribed or purchased.
	anyURI

	Description
	E2
	O
	0..N
	Describes the subscription information such as price, period, etc., possibly in multiple languages.  The language is expressed using built-in XML attribute xml:lang with this element.
	String

	ServiceGuideFragments
	E2
	O
	0..N
	Contains the Service Guide Fragments related to the PurchaseItem to which the End user subscribed or purchased.  The format is specified in [BCAST-SG].

Contains the following attribute:

    namespace
	PurchaseItemType

	namespace
	A
	O
	0..1
	set to the name of the BCAST Servie Guide XML namespace to signal that the content of ServiceGuideFragments is BCAST SG compliant
	anyURI

	
	
	
	
	

	


Table17: Structure of Account Inquiry Response  in General Service Provisioning Message 

5.1.12 Smartcard Profile Service Provisioning Messages

This section shows the (U)SIM Smartcard Service Provisioning Messages and those messages supports the Service Provisioning function of Terminal having (U)SIM smartcard profile capability. Some of messages below are identical to those of General Service Provisioning Message.
5.1.6.1 Pricing Information Messages
5.1.6.1.1 Pricing Information Request
This message is the same as the general service provisioning message. See section 5.1.5.1.1.
5.1.6.1.2 Pricing Information Response

This message is the same as the general service provisioning message. See section 5.1.5.1.2.
5.1.6.2 Service Request Messages

5.1.6.2.1 Service Request and Response
The Service Request and Response messages are defined in [3GPP TS 33.246]. They correspond to the MBMS User Service Registration procedure and the MSK delivery procedure used to "push" MIKEY messages. See [BCAST10-ServContProt] for further details. 
Service Request messages for Content Protection follow the MSK request procedures in [3GPP TS 33.246]. Some modifications to the parameters sent in the request may be required as explained in [BCAST10-ServContProt]. 
5.1.6.2.2 Service Completion

The Service Completion message corresponds to a MIKEY request acknowledgement message as defined in [3GPP TS 33.246].  The BSM MAY request a MIKEY acknowledgement message from the Terminal as part of the Service Response message.

5.1.6.3 Subscription Renewal, Response and Completion Messages

The messages and procedures are identical to those for Service Request, Response and Completion as explained above.
5.1.6.4 Unsubscription Messages

5.1.6.4.1 Unsubscribe Request and Response
The Unsubscribe Request and Response messages and procedures correspond to the MBMS User Service Deregistration procedure defined in [3GPP TS 33.246]. 

As explained in the document, the BSM SHOULD invalidate SEK/PEKs associated with the service for which the user unsubscribes.
5.1.6.5 Token/LTKM Messages 

5.1.6.5.1 Token/LTKM Request and Response
This message is explained in [BCAST10-ServContProt] for a simple play once right. It corresponds to an MSK request modified to include TEK ID range. The response consists in the appropriate MIKEY LTKM message delivery as per [BCAST10-ServContProt].

For more advanced rights management using the token MIKEY message, the following token request message SHALL be used. The response consists in the appropriate MIKEY LTKM message delivery as per [BCAST10-ServContProt].

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	TokenLTKMRequest
	E
	
	
	Token Purchase Request Message

Contains the following attributes:

   requestID

   spr-7Version

Contains the following elements:

   UserID

   DeviceID

   BSDAid

   ChargingType
   
   USIMSmartcardSpecificPart
	

	requestID
	A
	O
	1
	Identifier for the Token Purchase request message.
	unsignedInt

	spr-7
Version
	A
	M
	1
	Version of SPR-7 interface supported by the terminal. TheSSPR-7 version number described by this specification is 1
	string

	UserID
	E1
	M
	1..N
	The user identity known to the BSM.

Contains the following attributes:

   Type
	string

	Type
	A
	M
	1
	Specifies the type of User ID.  Allowed values are

0 – username defined in [RFC2865] 

1 – IMSI

2 – URI

3-200 reserved for future use

201-255 reserved for proprietary use  
	unsignedByte

	DeviceID
	E1
	O
	0..N
	A unique device identification known to the BSM.

contains the following attribute:

   type
	unsignedInt

	type
	A
	M
	1
	Specifies the type of Device ID.  Allowed values are

0 – DVB Device ID

1 – 3GPP Device ID (IMEI) [3GPP TS 23.003]
2 – 3GPP2 Device ID (MEID) [3GPP2 C.S0072]
3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	BSDAid
	E1
	M
	1
	Globally coordinated ID of the BSD/A. 

Note: This ID is used by BSM to retrieve service information from BSD/A. 
	anyURI

	
	
	
	
	
	

	USIMSmartcardSpecificPart
	E1
	M
	1
	Service & Content Protection (U)SIM Smartcard profile specific part. This part is MANDATORY to support for the (U)SIM Smartcard Profile.

Contains the following attributes:

   SEK_PEKID

   TEKRange

   RightRequest

	

	SEK_PEK ID
	E2
	O
	0..1
	The SEK or PEK ID (7 bytes) corresponding to the content for which rights are requested.

Absence of the SEK/PEK ID indicates a user token is requested i.e. it is associated with the current MUK. If the SEK/PEK is associated with a a user purse (MUK), the associated purse will be updated automatically.
	unsignedLong

	TEKRange
	E2
	O
	0..1
	This allows the range of TEK IDs to be sent with the rights request. One of either tekIDMIN and tekIDMAX pair or timestampMIN and timestampMAX pair should be used if this element is present.
Contains the following attributes:

tekIDMIN

tekIDMAX


timestampMIN

timestampMAX
	

	tekIDMIN
	A
	O
	0..1
	The lower range TEK ID for which rights are requested. Note that if this  is used the timestamp MIN / MAX are not needed.
	unsignedByte

	tekIDMAX
	A
	O
	0..1
	The upper range TEK ID for which rights are requested.
	unsignedByte

	timestamp MIN
	A
	O
	0..1
	The lower range timestamp (4 bytes) for which rights are requested. Note that if this is used the TEK ID MIN/MAX are not needed.
	hexBinary

	timestamp MAX
	A
	O
	0..1
	The upper range timestamp (4 bytes) for which rights are requested. Note that if this is used the TEK ID MIN/MAX are not needed.
	hexBinary



	RightRequested
	E1
	M
	1
	Specifies the right that is requested.

Contains the following attributes:

   type

   amount
   chargingType
	

	type
	A
	M
	1
	Specifies the type of right that is requested

Allowed values are:

0 – tokens (user requests a SEK/PEK and tokens (tokens could be 0) 

1 – time right (i.e. tokens for PPT)

2 – number of play right (i.e. SEK/PEK for PPV and n times play, where n could be 1)
3-127 reserved for future use

128-255 reserved for proprietary use  
	unsignedByte

	amount
	A
	M
	1
	Specifies the "amount" of right requested.

For type 0 – tokens, the amount corresponds to the number of tokens requested

For type 1 – time right, the amount corresponds to the number of minutes of viewing requested

For type 2 – number of play right, the amount corresponds to the number of plays requested
	unsignedInt

	charging
Type
	A
	M
	1
	The type of charging (pre-paid or post-paid) the user wishes to use. The BSM will verify that the requested charging type is available for this user.  If “TRUE”, ChargingType is “prepaid” and If “FALSE”, ChargingType is “postpaid”.
	boolean


Table18: Structure of Token/LTKM Request in (U)SIM Smartcard Service Provisioning Message 

5.1.6.6 Account Inquiry Messages

Account Inquiry allows the End user to request his/her account information such as active purchase item list, Service Guide Fragments associated with subscribed PurchaseItem, or Billing Information. The AccountInquiry Element of the request message specified in 5.1.5.6  indicates which information the End user wants to receive and the response message can include GlobalPurchaseItem List or SG Fragments or Billing Information as per the request message.

5.1.6.6.1 Account Inquiry Request

This message is the same as the general service provisioning message. See section 5.1.5.6.1
5.1.6.6.2 Account Inquiry Response

This message is the same as the general service provisioning message. See section 5.1.5.6.2
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