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1 Reason for Change

Use of TBK is only currently indicated in the ESG and STKM. It makes sense to also allow this to be indicated in the LTKM delivered to the terminal.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve the CR.
6 Detailed Change Proposal

6.4.1.3 OMA BCAST MIKEY Extension for LTKM

The following MIKEY extension can be used when MIKEY is used for the delivery of encrypted SEKs or PEKs in an LTKM. The principle is the same as for the STKM extension described in section Editor: please insert link to section 6.4.1.1.

OMA BCAST MIKEY Extension Header for LTKM:

This extension header uses the Generic Extension Header feature defined in Section 6.15 of the current MIKEY [RFC3830] specification.  The following fields of the Generic Extension Header as defined in MIKEY MUST contain the following:

Next Payload (8 bits): This field MUST be populated as defined in MIKEY. No change is required.

Type (8 bits): This field defines a new type for MIKEY in addition to the existing types for MIKEY. The new type is named “Broadcast Traffic Key Stream Information” and is assigned the value of TBD. 

[Editor’s Note:depends on progress of IETF draft]
Length (16-bits): This field MUST be populated as defined in MIKEY. No change is required.

Data (Variable Length): This field will contain the fields that are defined in the STKM messages. The field is named as Traffic Key Management Data, i.e. LTKM Data

Traffic Key Management Data:

The LTKM message format below MAY be used for the Smartcard Profile using MBMS key management to indicate the use of the Terminal Binding Key.

	Long_Term_Key_Message_Extension

_Description
	Length
	Type

	long_term_key_message_extension() {
	
	

	

	
	

	

protocol_version
	4
	Uimsbf

	

terminal_binding_flag
	1
	bslbf

	

reserved_for_future_use
	3
	Uimsbf

	if (terminal_binding_flag == TKM_FLAG_TRUE) {
	
	

	

TerminalBindingKeyID
	32
	Uimsbf

	

RightsIssuerURILength
	8
	Uimsbf

	

RightsIssuerURI
	8*RightsIssuerURILength
	Bslbf

	

}
	
	

	}
	
	


Coding and Semantics of Attributes:
protocol_version – indicates the protocol version of this key stream message.

The device SHALL ignore messages that have a protocol_version number it doesn’t support. The value of the protocol_version of this message is set to 0x1 (i.e. the original format). 

Note: If set to 0x1 the format specified in this version of the specification is used. If set to anything else than 0x1, then the format is beyond the scope of this version of the specification.
terminal_binding_flag – indicates whether or not terminal binding applies for the STKM streams protected by the SEK or PEK transported in this LTKM. 0 indicates it is not used, 1 indicates it is used.
reserved_for_future_use – out of scope of this specification. These bits SHALL be ignored.
TerminalBindingKeyID – 32 bit identifier of the Terminal Binding Key. See Editor: please insert link to section 12 for further details.
RightsIssuerURILength – length in bytes of the Rights Issuer URI specified below.

RightsIssuerURI – URI of the Rights Isssuer that can be contacted to obtain the Terminal Binding Key. See Editor: please insert link to section 12 for further details.
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