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1 Reason for Contribution

Initial Orange consistency review comments on OMA-AD-BCAST-V1_0-20060329-D
2 Summary of Contribution

Initial review comments on OMA-AD-BCAST-V1_0-20060329-D
3 Detailed Proposal

Comments regarding OMA-AD-BCAST-V1_0-20060329-D
	ID
	Open Date
	Edit
	Section
	Description
	Status

	
	
	N
	5.3.4
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

The current AD reflects separate diagrams for service protection and content protection. 

This was based on a definition that was meant to mean transport encryption of streams on one hand and content encryption of files on the other.

But during the specifications work we defined service protection to mean access control only whereas content protection meant protection during the lifetime of content i.e. including in the terminal e.g. for files and recordings.

So from a functional point of view we can have: 

1 Service protection of streams 

2 Content protection of streams 

3 Service protection of files 

4 Content protection of files 

If we now look at how we encrypt, for streams we can use IPSec, SRTP or ISMACryp. 

For (1) service protection of streams we can use IPSec, SRTP or ISMACryp 

For (2) content protection of streams we should be using ISMACryp but companies have decided to use IPSec or SRTP as well, decrypt and re-encrypt at content level (as does ISMACryp throughout).

For files (3) and (4), for service protection or content protection, encryption is luckily done at the content level (DCF or PDCF).

But if you wanted you could presumably use IPSec and protect the file delivery "pipe" (transport encryption). 

So having separate diagrams for service protection and content protection does not make sense as the diagrams would be the same.

Solution 1: 

======== 

We could have one diagram for service and content protection of streams ((1) and (2)): this would show SRTP and IPSec encryption in BSDA and ISMAcryp encryption in BSA.

We could have one diagram for service and content protection of files ((3) and (4)): this would show content encryption in BSA or file reception from outside for DCF / PDCF (content creation?). Not sure about IPSec as this doesn't really protect the actual files. 

Solution 2: 

======== 

The other proposal is separate transport encryption from content encryption. 

One diagram for transport encryption: IPSec or SRTP for streams ((1) and (2)), possibly IPSec for files (3?). Encryption done in BSDA.

One diagram for content encryption: ISMACryp for streams ((1) and (2)) and content encryption for DCF / PDCF all in BSA ((3) and (4)). Could also show reception of already protected file from content creation I guess ((3) and (4)).

I personally prefer separating at the encryption layer. 

The main point I would once again like to illustrate is that having separate diagrams for service protection and content protection is no longer logical as this no longer means stream protection and file protection.

Proposed Resolution:

Adopt solution 2 or 1 depending on group decision.
	Status: OPEN

<provide response>

	
	
	N
	3.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Service Protection and Content Protection definitions should be the same as those in ServContProt document (ie any changes should be reflected in AD document).

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	3.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Transport encryption definition is wrong, should take that from ServContProt document (once any changes have been made during consistency review).

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	3.2,3.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

PEK, SEK, STKM, LTKM definitions / abbreviations missing.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	5.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Figure 2 shows content protection as meaning content encryption and service protection as meaning transport encryption.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	5.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Figure 3 does not show a smartcard in the Terminal. Should it not be shown?

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	5.2.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Table 1 says BSA does content protection. This is now done by BSD/A.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	5.2.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Table 1 BSD/A should reflect new architecture i.e. the fact it also does content protection.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	5.2.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Table 1 Terminal should reflect the potential use of a smartcard for service and content protection for completeness.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	All
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Changes to service and content protection architecture should be reflected throughout the document if it impacts other parts.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	5.3.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Stream distribution can do service protection or content protection depending on rights given.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	5.3.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Do we need to talk about delivery of Access Units from BSA to BSD/A for ISMACryp? Perhaps not.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	5.3.4.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Contains interesting comments. Perhaps these should be removed?

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	5.3.4.3,5.3.4.4
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

All sections should be corrected to reflect the latest understanding of the service protection and content protection architectures, in particular the role of BSA, BSD/A and BSM.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	5.3.4.4
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Figure 11 shows no text on the diagram on my machine. Is this the case for everyone? If so, it should be corrected.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	5.3.4.3, 5.3.4.4
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Figures 9 and 11 should have a proper interface between terminal and smartcard as these are using standardized interfaces.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	5.4.2.1
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Fig 19 shows content protection and service protection in BSA and BSD/A but the latest understanding puts these in BSD/A.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	5.4.2.3
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Fig 21 only mentions service protection whereas it can also apply to content protection.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	5.4.2.4
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Fig 22 shows content protection in BSA but this could be Service or Content protection. It is now done by BSD/A.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	5.4.4.1.1, 5.4.4.1.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Fig 29 & 31 shows service encryption. This should be changed to Service Protection.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	5.4.4.2.1, 5.4.4.2.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Fig 33 & 35 shows content encryption. This should be changed to Content Protection.

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	5.4.6.1 
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Title should be changed to refer to DRM Profile. General question, why are these in AD and not in Services spec? That's where all the messages seem to be!

Proposed Resolution:

5.4.6.1 Service Provisioning Function Related Flows (DRM based Profile solution)
	Status: OPEN

<provide response>

	
	
	N
	5.4.6.2
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Title should be changed to refer to Smartcard Profile using (U)SIM. General question, why are these in AD and not in Services spec? That's where all the messages seem to be!

Proposed Resolution:

5.4.6.2 Service Provisioning Function Related Flows (Smartcard Profile using (U)SIM GBA based solution)


	Status: OPEN

<provide response>

	
	
	N
	5.4.6.3?
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Do we not need a section for Smartcard Profile using (R-)UIM?

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	Appendix B
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Security parts probably need to be updated.

Proposed Resolution:
	Status: OPEN

<provide response>

	
	
	N
	Appendix B
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Interoperability IOP-01 is indicated as "No" with a note: AD scope? Do we want to leave this?

Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	Appendix B
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Overall System Requirement OSR-04 parental control shows "NO" and note: TS-SG will cover. I believe we do have parental control signaling.

Proposed Resolution:
	Status: OPEN

<provide response>

	
	
	N
	Appendix B
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Are  OSR-07 & BC-04 Broadcast Content Priority still a "NO"?
Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	Appendix B
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Is SD-06 Identification still a "NO"? Has note: TS-SG will cover.
Proposed Resolution:
	Status: OPEN

<provide response>

	
	
	N
	Appendix B
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

What does Stream-05 actually mean and is it still "NO"?
Proposed Resolution:
	Status: OPEN

<provide response>

	
	
	N
	Appendix B
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

STREAM-06 Protection is indicated as "NO" with strange note. Believe this is "YES".
Proposed Resolution:
	Status: OPEN

<provide response>

	
	
	N
	Appendix B
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

FILE-04 Single Transmission says "?". ????
Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	Appendix B
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

FILE-11 Codecs talks about codecs for files? A file can contain any number of streams potentially with different codecs, so what exactly does FILE -11 mean?
Proposed Resolution:
	Status: OPEN

<provide response>

	
	
	N
	Appendix B
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

SPCP-17 Revoking and Blacklisting is true for DRM profile, potentially true for smartcard profile. 
Proposed Resolution:


	Status: OPEN

<provide response>

	
	
	N
	Appendix B
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

SPCP-22 Revoking of Terminal Credentials: is it DRM profile specific? What about "?"?
Proposed Resolution:


	Status: OPEN

<provide response>


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Consider and resolve comments during consistency review.
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