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1 Reason for Contribution

Ericsson consistency review comments on Service and Content Protection
2 Summary of Contribution

Review comments on TS Service and Content Protection
3 Detailed Proposal

	ID
	Open Date
	Edit
	Section
	Description
	Status

	1
	2006.05.24
	
	3.1
	Source: Ericsson
From: OMA-BCAST-2006-0538
Comment:

3.1 indicates that Introduction is informative, but Introduction contains normative language
Proposed Resolution:

Make Introduction explicitly normative
	Status: OPEN


	2
	2006.05.24
	
	3.3
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

“BAK” is in BCMCS used for Broadcast Access Key. To avoid confusion the BCRO Authentication Key should be called differently
Proposed Resolution:

Call BCRO Authentication Key “BCAK”, throughout the document (search & replace)
	Status: OPEN


	3
	2006.05.24
	
	4.1
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Introduction could be more informative, the important aspect of BDS adaptation is not mentioned.
Proposed Resolution:

Add the following text (from 4.5) into 4.1:

This specification describes a service and content protection system for OMA BCAST services. It enables the restriction of access to services to authorised users.
In order to ensure maximum interoperability, OMA BCAST defines a common layer for traffic encryption (layer 4) and allows other layers of key management to be implemented using either the OMA DRM profile or the Smartcard profile.
Adaptation of the 4-layer model used in OMA BCAST to underlying BDSes SHALL be possible, for example for 3GPP MBMS, 3GPP2 BCMCS or DVB CBMS. This adaptation allows the existing functionalities provided by the underlying BDS to be re-used. Information on the appropriate adaptation is provided in section ‎17.

OMA BCAST has requirements to provide both protection for broadcast content and services. However, the protection of broadcast content and services are required for different purposes:


	Status: OPEN


	4
	2006.05.24
	
	4.1
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

In Bullet “Service Protection” and sub-bullets, it should be talked about management of keys rather than rights. 
Proposed Resolution:

Change the text as follows:
· A USIM/(R‑)UIM/Smartcard based solution for managing the keys.  This is referred to as the "Smartcartd Profile" (defined in Definition section).

	Status: OPEN


	5
	2006.05.24
	
	4.1
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

In the normative text about support for DRM profile and SmartCard profile it is said “•
A BCAST terminal that does not have a cellular radio interface SHALL implement the DRM profile (the Smartcard profile is not applicable).”
The last part of the sentence is not quite true; the 3GPP work item “GBA Push” will at least in the future allow to provision keys to devices without interactive channel.

Proposed Resolution:

Add a note to the mentioned sentence: “Note: the ongoing 3GPP GBA Push work item will in the future allow to use GBA also for devices without cellular radio interface”
	Status: OPEN


	6
	2006.05.24
	
	4.3 
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Sentence “For streamed content, protection can be done using service protection and/or content protection” leaves unclear how service and content protection can be applied at the same time. This should be clarified since the reader could otherwise think double encryption is used.
Proposed Resolution:


	Status: OPEN


	7
	2006.05.24
	
	4.3
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:
In Fig. 1, text at right bottom is wrong.
Proposed Resolution:
Change in Fig. 1 bottom right “Device key” to “Device Key/Smartcard key” 
	Status: OPEN


	8
	2006.05.24
	
	4.3
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Fig. 1 and all text below until start of 4.3.1 should get an own sub-section since the 4-latyer model should be highlighted in the document structure.
Proposed Resolution:

Make Fig 1 and all text below until current section 4.3.1. a new own subsection “4.3.1 Four-layer cryptographic architecture”
	Status: OPEN


	9
	2006.05.24
	
	4.4
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

The structure of sections 4.3 and 4.4, which should be corresponding, is not aligned. Specifically, sections on “Download Using Service Protection” and “Download Using Content Protection” are missing.
Proposed Resolution:

Add new subsections “Download Using Service Protection” and “Download Using Content Protection” under 4.4. and fill them
	Status: OPEN


	10
	2006.05.24
	
	4.5.1
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

There are incorrect statements about 3GPP security that need to be changed.
Proposed Resolution:

Change “Regarding a 3GPP based implementation, MBMS mechanisms introduced to guarantee the integrity of exchanges messages will be re-used [3GPP TS 33.246].” to “Regarding a 3GPP based implementation, MBMS mechanisms introduced to guarantee the security of exchanged messages will be re-used [3GPP TS 33.246].”
	Status: OPEN


	11
	2006.05.24
	
	4.5.2
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

“The diagrams in the sections below show the use of the smartcard profile using MBMS key management” is misleading
Proposed Resolution:

Change “The diagrams in the sections below show the use of the smartcard profile using MBMS key management” to “The sections below show the use of the smartcard profile using MBMS key management”
	Status: OPEN


	12
	2006.05.24
	
	5.5.3
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

“8-bit value” is an unsual term and should not be used
Proposed Resolution:

Replace all occurrences of “8-bit value” by “byte”
	Status: OPEN


	13
	2006.05.24
	
	5.5.3
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Some parameters still contain text about ROC transport which is obsolete now since ROC is not transported in the STKM. Synchronization source is not needed at all anymore.
Proposed Resolution:

Change
“number_of_media_flows – specifies how many RTP media flows are protected by the traffic key. For each of the media flows, the SRTP roll-over counter needs to be signaled.

synchronization_source – identifies an RTP media flow to which the associated roll-over counter applies.”

to 

“number_of_media_flows – specifies how many RTP media flows are protected by the traffic key. 
”

And, remove synchronization source from the STKM messages as described in 5.5 


	Status: OPEN


	14
	2006.05.24
	
	6.4.1.1
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Section should only be a level-3 section
Proposed Resolution:

Change “6.4.1.1 OMA BCAST MIKEY Extensions for STKM” to “6.4.1 OMA BCAST MIKEY Extensions for STKM”
	Status: OPEN


	15
	2006.05.24
	
	6.3
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

MSK request procedures are not complete in section 6.3
Proposed Resolution:
Add the following sentence in 6.3 for completeness:
“Once registration to a given MBMS User Service has been completed or once the key lifetime has expired and the key is no longer valid, the required MBMS Service Key can be requested as described in Section 6.3.2.2 MSK request procedures of [TS 33.246]. This occurs when:

• The service provider may configure the BM-SC to refrain from pushing the MSK update message to the UE and let the UE request for the MSK .

• Request of MSK(s) when the UE has missed a key update procedure e.g. due to being out of coverage.”
	Status: OPEN


	16
	2006.05.24
	
	6.4.1.1
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Text on TEK processing for GBA is not fully correct and complete.
Proposed Resolution:

Change as follows:
“Please note that in case of 3GPP MBMS based on GBA_U all TEK/SEK processing is done in the smartcard. Therefore encrypted TEKs are encapsulated in the main body of the MIKEY and not in the OMA BCAST extensions. In case of 3GPP MBMS based on GBA_ME all TEK/SEK processing is done in the terminal
.. The relevant mappings of MBMS key names and OMA BCAST key names are given later in this section.”
	Status: OPEN


	17
	2006.05.24
	
	5.7.1
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

This chapter should containa reference to section 6.6.1, download protection using DCF.

Proposed Resolution:

Add reference to section 6.6.1 and explanation about the use of DCF for download protection in conjunction with DRM profile to section 5.7.1
	Status: OPEN


	18
	2006.05.24
	
	6.6.2
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

DRM 2.0 is not mentioned here although it is also an option for download content protection together with Smartcard profile.
Proposed Resolution:

Mention in 6.6.2  the alternative to content protect download data using DRM 2.0.
	Status: OPEN


	19
	2006.05.24
	
	6.7.1.1
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

The section mentions only GBA_U and thus gives the impression that GBA_ME cannot be used for Content Protection of recorded material using the USIM, which would be wrong.
Proposed Resolution:

Mention GBA_ME in this section as well.

	Status: OPEN


	20
	2006.05.24
	
	6.8.1
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Internal functional blocks of a BM-SC don’t need to be mentioned, this level of detail is not needed.
Proposed Resolution:

Change the following sentence: “The UE sends a registration request for the MBMS User Service using the HTTP POST message to the BM-SC”
	Status: OPEN


	21
	2006.05.24
	
	10.2.3
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

It is generally not secure to share keys with many streams. If it is done, the derived keys should at least be different.

Similar comment as above. Either video and audio have their own key streams or then it is added that “that “the TEKs SHALL be further derived to ensure different keys for different streams”.

Proposed Resolution:

Change the text as follows:
“The signaling described below allows the terminal to clearly identify which STKM streams are relevant for each media stream. Several media streams may reference the same STKM stream, thereby sharing the same Traffic Encryption Keys, but each media stream may also reference a different STKM stream. In this case, the TEKs SHALL be further derived to ensure different keys for different streams. An encrypted media stream must refer to one ( in case only DRM or Smartcard profile is used) or two STKM streams ( one for DRM profile and one for Smartcard profile), each providing a secure delivery of the same Traffic Encryption Keys (TEKs) by a particular profile. Furthermore, there can be more than one STKM stream for a given profiles if there are more than one service provider.

Example:

A service comprising a video stream and an audio stream, both encrypted with the same Traffic Encryption Keys, and protected by two different  KMSs will make use of 4 streams: one for the video, one for the audio, one for KMS#1 (supporting DRM profile) STKM stream and one for KMS#2 (supporting smartcard profile) STKM stream. The TEKs are further derived to ensure different keys for different streams”
	Status: OPEN


	22
	2006.05.24
	
	10.2.5
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Clarify in example 4 that the two key streams carry the same keys.
Proposed Resolution:

Change as follows: “Example 4:  This example shows how two separate providers can use different key streams to give access to the same video stream (audio stream left out for brevity). The different key streams carry the same keys,”
	Status: OPEN


	23
	2006.05.24
	
	11.2
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

From the text it is not clear that both GBA_U and GBA_ME are supported.
Proposed Resolution:

Change as follows: “For the DRM Profile, STKMs are delivered over UDP.

For the Smartcard Profile using 3GPP MBMS, the MIKEY protocol MUST be used in order to deliver an MBMS Service Key to a USIM (in case of GBA_U) and to a terminal (in case of GBA_ME)..”
	Status: OPEN


	24
	2006.05.24
	
	11.3
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

First sentence “Two solutions have to be considered” is unclear. 
Proposed Resolution:

Change to “Two solutions for Sharing Protected Data Streams are described below”
	Status: OPEN



	25
	2006.05.24
	
	11.3
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

The requirement “SRTP implementations need to be able to differentiate between the MBMS (cf. Section ‎11.3.1) and non MBMS (cf. Section ‎11.3.2) compatible protected media streams.” is not acceptable as is. A solution needs to be specified that fulfils this requirement. Without, the spec is incomplete regarding this issue.

	Status: OPEN


	26
	2006.05.24
	
	11.3.2
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

The requirement “It will also be necessary for terminals implementing the MBMS variant of the Smartcard Profile to recognise whether the MKI in the SRTP stream they are trying to decrypt is constructed in the way described in Section ‎11.3.1 or ‎11.3.2 in order to find the required traffic key.” is not acceptable as is. A solution needs to be specified that fulfils this requirement. Without, the spec is incomplete regarding this issue.


	Status: OPEN


	27
	2006.05.24
	
	15
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Since the text has been copied from an external body, it does not need to be duplicated,
Proposed Resolution:

Replace the whole section by a reference: “Conversion between time and date conventions is done as specified in [ETSI EN 300 468 V1.6.1]”
	Status: OPEN


	28
	2006.05.24
	
	2
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Many references are never used
Proposed Resolution:

Clean up references and remove unused ones
	Status: OPEN


	29
	2006.05.24
	
	2
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

BCAST references do not follow agreed style
Proposed Resolution:

Use style agreed in OMA-BCAST-2006-0225R01-CR-harmonized-BCAST-crossreferences, in 2 and throughout the spec
	Status: OPEN


	30
	2006.05.24
	
	3.2
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Definition of Broadcast Channel Rights Object states that BCRO can only be delivered over broadcast channel. This contradicts previous discussion and agreement.
Proposed Resolution:

Change definition as follows:
“This is a Rights Object used by DRM profile of the Service and Content Protection. BCRO is delivered over Broadcast Channel or Interaction Channel. Encoding of the BCRO is specified in [XBS DRM extensions-v1.0].”


	Status: OPEN


	31
	2006.05.24
	
	3.2
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Definition of Rights Object states that RO can only be delivered over interaction channel. This contradicts previous discussion and agreement. Also there is a typo.

Proposed Resolution:

Change definition as follows:

“This is a Rights Object used by DRM profile of the Service and Content Protection. RO is delivered over Interactivity Channel or Broadcast Channel. Encoding of the RO is specified in [DRMDRM-v2.0].”
	Status: OPEN


	32
	2006.05.24
	
	3.3
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

ICRO is not used anymore
Proposed Resolution:

Remove ICRO
	Status: OPEN


	33
	2006.05.24
	
	3.3
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Many abbreviations used in the text are not explained
Proposed Resolution:

Add the following abbreviations:
GBA

GBA_U

GBA_ME

USIM

RUIM

BCI

LRV

NAF

BSF

PPV

SPI

MUI

RFC

SRTP

RTP

SVC

UTC

MJD

BCD

LSB

SA

AU

PDCF

DCF

MTU

AU

RAP

CTS

DTS

Plus other that are not yet in the table

	Status: OPEN


	34
	2006.05.24
	
	4.1
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

It is not clear from the description whether OMA DRM 2.0 for download content protection is part of the DRM profile or not. Please add that information
Proposed Resolution:


	Status: OPEN


	35
	2006.05.24
	
	4.2 
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

There are 3 bullets on the use of DRM 2.0. Please merge them, otherwise it is not clear that this is just one technology.
Proposed Resolution:


	Status: OPEN


	36
	2006.05.24
	
	4.2
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

The third last bullet, “Among the various rights management alternatives …” is not a technical statement.
Proposed Resolution:

remove
	Status: OPEN


	37
	2006.05.24
	
	4.2
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

The second last bullet, “OMA DRM v2.0 uses interaction over a two-way …” is a repetition
Proposed Resolution:

remove
	Status: OPEN


	38
	2006.05.24
	
	4.3
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

The text on TEK distribution (“The TEKs are themselves broadcast encrypted by a Service or Program Encryption Key (SEK/PEK). These broadcast messages carrying TEKs are called Short Term Key messages”) is wrong since it gives the impression STKMs can only be distributed over broadcast channel. 
Proposed Resolution:

Add explanation that STKMs can be distributed over broadcast or interaction channell
	Status: OPEN


	39
	2006.05.24
	
	4.3
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

The 4-layer Figure does not show that STKMs can be distributed over both broadcast or interaction channel. This was clear from a previous version of the Figure but has vanished again.
Proposed Resolution:

Modify Fig 1 to show that STKMs can be distributed over both broadcast or interaction channel
	Status: OPEN


	40
	2006.05.24
	
	General/4
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

It is nowhere mentioned that the DRM profile is an almost identical copy of the DVB-H 18Crypt scheme.
Proposed Resolution:

Mention in introduction that DRM profile is derived from, and almost identical to, DVB-H 18Crypt.
	Status: OPEN


	41
	2006.05.24
	
	4.5
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Fig 2 is not correct anymore
Proposed Resolution:

Update Fig 2 to show correct ereferences
	Status: OPEN


	42
	2006.05.24
	
	4.5
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

The section below Fig 2 is redundant since storage of keys has been mentioned sufficiently in section 4.3
Proposed Resolution:

Remove the paragraph
“Regardless of the key management profile, the keys introduced by the four-layer key hierarchy SHALL be stored securely within the secure storage entity so that only the TEK among cryptographic keys MAY be exposed outside of the secure storage upon request from authorized applications.
”
	Status: OPEN


	43
	2006.05.24
	
	4.5.1
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Typo “provider1”
Proposed Resolution:

Change to “provider”

	Status: OPEN


	44
	2006.05.24
	
	4.5.2.1
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

* is used in Fig but not explained

Proposed Resolution:

Add explanation for “*” in Fig 3
	Status: OPEN


	45
	2006.05.24
	
	4.5.2.1 and 4.5.2.2.
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Caption of Figures are broken
Proposed Resolution:

Fix caption of Figures
	Status: OPEN


	46
	2006.05.24
	
	general
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

There are many references left open, e.g. “[TBD]”

Proposed Resolution:

Fill missing references (a task for the editor ()
	Status: OPEN


	47
	2006.05.24
	
	4.5.2.2.
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Do not use uppercase words “BUT”
Proposed Resolution:

Replace all occurrences of “BUT” by “but”
	Status: OPEN


	48
	2006.05.24
	
	5.1, 5.2
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Empty sections
Proposed Resolution:

These sections need to be filled (removing is not an option)
	Status: OPEN


	49
	2006.05.24
	
	5.3.1.1
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Section contains some typos, e.g. “may be is called as” and “areis”
Proposed Resolution:

Do linguistic cleanup of the section
	Status: OPEN


	50
	2006.05.24
	
	5.3.1.1.
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

There is a non-technical statement “For service domain join/leave operations, it almost follows the current 4-layer key hierarchy …”
Proposed Resolution:

Replace “almost” by an explanation what the difference is
	Status: OPEN


	51
	2006.05.24
	
	5.3.1.1.
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Reference to “latest spec” should be avoided
Proposed Resolution:

Change text as follows:
“… which is defined in […].”
	Status: OPEN


	52
	2006.05.24
	
	5.3.1.2
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Typo “groupdomain key”
Proposed Resolution:

Correct typo
	Status: OPEN


	53
	2006.05.24
	
	5.3.1.2.
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Last section does not make too much sense and is not a specification.
Proposed Resolution:

Remove “To address service and content protection when domains exist, it seems that the current 4-layer key hierarchy model discussed in the OMA BCAST AD does not need to be changed substantially.  The definition of Layer 1 can be extended to include terminal registration and domain management.”
	Status: OPEN


	54
	2006.05.24
	
	5.4.1
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

The section contains statements about functions to be defined later (yellow highlighted text parts)
Proposed Resolution:

Remove those sentences
	Status: OPEN


	55
	2006.05.24
	
	5.4.1
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

The text mandates that BCRO is used over broadcast channel: “If the LTKM is transmitted over the broadcast channel, then the RO MUST be encoded using a suitable binary encoding or compression”. However, this interferes with possible business models. It is possible to distribute normal DRM 2.0 ROs over broadcast channel. This should not be disallowed  since there is not technical reason to disallow it.
Proposed Resolution:

Change “If the LTKM is transmitted over the broadcast channel, then the RO MUST be encoded using a suitable binary encoding or compression” to “If the LTKM is transmitted over the broadcast channel, then the RO MAY be encoded using a suitable binary encoding or compression”
	Status: OPEN


	56
	2006.05.24
	
	5.4.1
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Text contains requirements on BCROs. They do not belong here and can be removed altogether.

Proposed Resolution:

Remove “BCROs for delivery SHOULD satisfy the following requirements:

· Efficient use of Broadcast Bandwidth.  Textual XML-based objects are verbose.  The broadcast channel is used to transmit BCROs for terminals with no interactive channels, and the broadcast bandwidth used for transmitting textual XML-based objects can be quite large.

· Performance/Scalability.  In the case of a broadcast service, there can be a very large number of users that are all tuning in to a live event and thus performance is critical.  Digital signature generation for every user that wants to tune into an event needs to be evaluated to determine whether it provides a sufficient level of scalability.  Even for monthly subscribers, Rights Objects may need to be regularly sent to update SEKs.

· Economy of Implementation.  Many implementations use security facilities (e.g., SIM cards) that, for reasons of cost, are normally constrained in terms of computing power and available storage.  Such facilities are not normally able to run a full XML parser.”
	Status: OPEN


	57
	2006.05.24
	
	5.4.2
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Section restricts BCROs to broadcast distribution. This needs to be changed.
Proposed Resolution:

Change “Extensions to OMA DRM v2.0 for broadcast rights objects, i.e. optimized Rights Objects distributed over the broadcast channel, including design and format, appear in the OMA DRM v2.0 Extensions for Broadcast Support document.” to “Extensions to OMA DRM v2.0 for broadcast rights objects, including design and format, appear in the OMA DRM v2.0 Extensions for Broadcast Support document.’
	Status: OPEN


	58
	2006.05.24
	
	5.4.3
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

connected and unconnected operation mode are mentioned but not explained

Proposed Resolution:

Explain or remove “connected and unconnected mode”
	Status: OPEN


	59
	2006.05.24
	
	5.4.3
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

  is not explained
Proposed Resolution:

Explain or remove roID
	Status: OPEN


	60
	2006.05.24
	
	5.5
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Unclear what “The STKM SHALL be transported over the same network stack as the media streams” means
Proposed Resolution:

Explain or remove
	Status: OPEN


	61
	2006.05.24
	
	5.5
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Types in Table (uimsbf, bslbf etc) are nowhere explained and seem in fact unnecessary
Proposed Resolution:

Remove type defintions
	Status: OPEN


	62
	2006.05.24
	
	5.5
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

STKM table still contains some “reserved for future use” fields that are not needed for byte alignment
Proposed Resolution:

Remove all “reserved for future use” bits unless needed for byte alignment

	Status: OPEN


	63
	2006.05.24
	
	5.5.1
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

ISO-3166 mentioned here but not in references
Proposed Resolution:

Move this reference to the reference section
	Status: OPEN


	64
	2006.05.24
	
	5.5.2
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

No value for TKM_ALGO_DCF reserved
Proposed Resolution:

Reserve value for TKM_ALGO_DCF
	Status: OPEN


	65
	2006.05.24
	
	5.5.4
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

The terminology is not used consistently – fauth and F-auth are used
Proposed Resolution:

Use either fauth or F-auth
	Status: OPEN


	66
	2006.05.24
	
	5.7, 5.8, 5.9, 6.1
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

These sections are needed but still empty
Proposed Resolution:

Finalize the specification and fill the mentioned sections
	Status: OPEN


	67
	2006.05.24
	
	6.3., 6.4.1.1
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Meanwhile an IETF draft for the MIKEY extension payload exists, draft-dondeti-msec-mikey-genext-oma. 
Proposed Resolution:

Please mention and reference this draft
	Status: OPEN


	68
	2006.05.24
	
	6.3
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

Not fully clear that MIKEY + extensions are used for the LTKM and STKMs
Proposed Resolution:

Clearly state the STKM and LTKM are MIKEY plus BCAST specific extensions as per draft-dondeti-msec-mikey-genext-oma and the following sections


	Status: OPEN


	69
	2006.05.24
	
	4.5.1
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

In the second paragraph "The secret key referred as "Smartcard key" (SK) in the Smartcard profile is a shared key. This is shared between the smartcard and the BCAST service provider. The SK is stored on a smartcard based identity module (such as the authentication key K stored on 3GPP compliant UICCs ...": is SK really K (the long term user key) in UICC or Ks-NAF in GBA case? In any case a statement should be added that K is unknown to the BCAST service provider if the cellular network operator is not the same as the BCAST service provider.
Proposed Resolution:

· Mention Ks-NAF (if applicable)
· Add a statement saying that K is unknown to the BCAST service provider if the cellular network operator is not the same as the BCAST service provider
	Status: OPEN
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	5.3.1.2
	Source: Ericsson

From: OMA-BCAST-2006-0538
Comment:

The second paragraph contains text that duplicates 5.3.1.1.
Proposed Resolution:

Review text and remove duplicate information
	Status: OPEN


	
	
	
	
	
	


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Above comments to be discussed and relevant solutions agreed in BAC BCAST SWG.









�This is aligment to MBMS. Also this specification allows GBA-ME as defined in 4.5.1.
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