Doc# OMA-Template-ChangeRequest-20060101-I.doc[image: image5.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-Template-ChangeRequest-20060101-I.doc
Change Request



Change Request

	Title:
	Bug fix in the transport of Service and Program authentication seed in OMA DRM 2.0 Rights Objects
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BAC BCAST DRM

	Doc to Change:
	OMA-TS-DRM-XBS-V1_0-20060321-D

	Submission Date:
	

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Francesco Balestrieri, Nokia (francesco.balestrieri@nokia.com)

	Replaces:
	n/a


1 Reason for Change

This CR proposes a resolution to the comment raised in document xxx.

The current definition of service_authentication_seed_id and programme_authentication_seed_id includes service_CID and programme_CID, which contain invalid characters. According to the definition of ds:KeyInfo (http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/Overview.html#sec-KeyInfo), the type of the Id attribute is “ID” and cannot contain special characters such as ‘#’ and ‘@’.

In order to fix this problem, this CR proposes to:

· Redefine the service_authentication_seed_id and programme_authentication_seed_id as follows:
· service_authentication_seed_id = asset_ID + "_authSeed"

· programme_authentication_seed_id = asset_ID + "_authSeed".

· modify the XML examples to include the "asset_ID" identifier

2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This CR is presented for agreement as a resolution for a related consistency review comment.

6 Detailed Change Proposal

A.10.2.1 Transport of SEAK and PEAK in OMA DRM 2.0 Rights Objects

The encryption keys and authentication keys (SEAK and PEAK), encrypted with AES-wrap [AES_WRAP], are transported in a RO as separate ds:KeyInfo elements in the <asset> fragment of the Rights Object. The relevant fragment of the <asset> element of a service RO is illustrated in the following figure:

<o-ex:asset o-ex:id="asset_ID">

[…]

  <ds:KeyInfo>

    <xenc:EncryptedKey>

      <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

      <xenc:CipherData>

        <xenc:CipherValue>encrypted_service_encryption_key</xenc:CipherValue>

      </xenc:CipherData>

    </xenc:EncryptedKey>

    <ds:RetrievalMethod URI="rek_reference"/>

  </ds:KeyInfo>

  <ds:KeyInfo Id="service_authentication_seed_id" >

    <xenc:EncryptedKey>

      <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

      <xenc:CipherData>

        <xenc:CipherValue>encrypted_service_authentication_seed</xenc:CipherValue>

      </xenc:CipherData>

    </xenc:EncryptedKey>

    <ds:RetrievalMethod URI="rek_reference"/>

  </ds:KeyInfo>

</o-ex:asset>
Figure 29: <asset> fragment for a RO carrying SEK and SAS. 
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where SEK and SAS are both an AES key of 128 bits and service_authentication_seed_id is a unique identification of the authentication seed KeyInfo element within the RO, constructed as follows:

service_authentication_seed_id = asset_ID + "_authSeed"

Similarly, the <asset> element of a programme RO contains:

<o-ex:asset o-ex:id="asset_ID">

[…]

  <ds:KeyInfo>

    <xenc:EncryptedKey>

      <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

      <xenc:CipherData>

        <xenc:CipherValue>encrypted_programme_encryption_key</xenc:CipherValue>

      </xenc:CipherData>

    </xenc:EncryptedKey>

    <ds:RetrievalMethod URI="rek_reference"/>

  </ds:KeyInfo>

  <ds:KeyInfo Id="programme_authentication_seed_id" >

    <xenc:EncryptedKey>

      <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>

      <xenc:CipherData>

        <xenc:CipherValue>encrypted_programme_authentication_seed</xenc:CipherValue>

      </xenc:CipherData>

    </xenc:EncryptedKey>

    <ds:RetrievalMethod URI="rek_reference"/>

  </ds:KeyInfo>

</o-ex:asset>
Figure 30: <asset> fragment for an RO carrying PEK and PAS.
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where PEK and PAS are both an AES key of 128 bits and programme_authentication_seed_id is a unique identification of the authentication seed KeyInfo element within the RO, constructed as follows:

programme_authentication_seed_id = asset_ID + "_authSeed"
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