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1 Reason for Change

The use of SRTP authentication when using ISMACryp is unclear and incorrect. This CR corrects this.
Several comments have been made about this. This CR addresses all of them and proposes a coherent solution. It also allows the reader to verify the validity of the proposed resolution.

Comments addressed are:

SC-New-0122,SC-New-0124, SC-New-0132, SC-New-0173, SC-New-0174,SC-New-0224 and C-New-0262
R01: following discussions with Motorola, alignment with DVB is proposed:

For DRM Profile, send 128 bit MK via STKM, send 112 bit MS in SDP

For Smartcard Profile, send 128 MK via MIKEY, send 112 bit MS via MIKEY, allow option to send MS in SDP too
2 Impact on Backward Compatibility

n/a.
3 Impact on Other Specifications

None known.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the proposed changes as part of consistency review resolution.
6 Detailed Change Proposal

Change 1:  




	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Change 2:  Chapter 5..5.3,correct authentication key length and description for ISMACryp (resolves SC-New-0122, SC-New-0124)
<snip>

traffic_protection_protocol – defines the protocol used for the encryption and authentication of traffic:

	TKM_ALGO_IPSEC
	IPsec ESP (transport mode; encryption: AES-128-CBC [key length 128]; authentication: HMAC-SHA1-96 [key length 160] or NULL).

	TKM_ALGO_SRTP
	SRTP (encryption: AES-128-CTR [key length 128]; authentication: HMAC-SHA1-80 [key length 160] or NULL).

	TKM_ALGO_ISMACRYP
	AU encryption (encryption: AES-128-CTR [key length 128]; SRTP authentication: HMAC-SHA1-80 [key length 160] or NULL).

	TKM_ALGO_DCF
	DCF encryption (encryption: AES-128-CBC [key length 128]; authentication: HMAC-SHA1-80 [key length 160])

	Other values
	Reserved for future use


Whether or not authentication is used depends on <traffic_authentication_flag>.

<snip>

ISMACRYP:  If no traffic authentication is used, the decrypted traffic key material is identical to the key used for the AES-CTR decryption and its length is 16 bytes. If authentication is used, the 16 bytes of the decrypted traffic key material are used as the 128 bit master key (MK) together with the 112 bit master_salt (MS) to derive encryption and authentication keys as described by STRP.
For the DRM Profile, the MK SHALL be sent in the STKM, the MS SHALL be signalled via SDP.

For the Smartcard Profile, the MK SHALL be sent in the MIKEY STKM. The MS MAY be sent either in the MIKEY STKM or MAY be signalled via SDP.
<snip>
Change 3:  Chapter 6.4.1.2, clarification of use of MK and MS for SRTP and correction for ISMACryp (comment SC-New-0131, SC-New-0132)
6.4.1.2 OMA BCAST STKMs and encryption protocols

STKM can be sent over UDP. It is possible to multiplex STKM/UDP with FLUTE packets (on the same IP transport address but on a separate IP port – refer to section ‎10.2 on how this is signaled)

Alternatively, the STKM can be delivered as a separate object inside the FLUTE session and having its own FDT entry. This allows STKM delivery to benefit from the reliability enhancing mechanisms offered by FLUTE.

Note: The MIME type of the STKM is TBD.
SRTP

3GPP MBMS is designed for SRTP encryption, hence the OMA BCAST MIKEY message defined above is compatible with SRTP. SRTP encryption SHALL be indicated by the traffic_protection_protocol value in the BCAST STKM. MK and MS SHALL be sent via MIKEY. For compatibility with the DRM Profile a NULL MS MAY be sent.
ISMACRYP

For content encryption, this SHALL also be signaled by traffic_protection_protocol value in the BCAST STKM. The Key Indicator sent in the OMADRMAUHeader SHALL correspond to the MTK ID sent in the MBMS extension payload. The TEK SHALL be transported as for SRTP, in the KEMAC field. Note: unlike SRTP, the key indicator SHALL NOT be MSK ID || MTK ID.
If no SRTP authentication is used the encryption key SHALL be sent instead of the MK. The MS is not used (NULL value can be sent).

If SRTP authentication is used, MK and MS SHOULD be sent and used to derive encryption and authentication keys as per SRTP. Note that the MS MAY be signalled via SDP as for the DRM Profile. In this case, the MS is NOT sent in the MIKEY STKM.
Change 4:  Chapter 9.3, ISMACryp section needs correction  (comment SC-New-0173, SC-New-0174, SC-New-0224 and C-New-0262)

9.3 ISMACRYP
For content encryption of RTP streams, content that is part of a real-time delivery service MAY be protected using ISMACRYP as explained in this specification, i.e. by encrypting elementary audio video samples called Access Units (AUs). Individual AUs are encrypted using AES-128-CTR mode. Each encrypted AU has an OMADRMAUHeader defined in OMA DRM V2.0.

BCAST terminals MAY support content encryption using ISMACRYP as specified in this section and Section ‎9.4.

Encryption Algorithm

The encryption algorithm SHALL be AES-128-CTR. Other encryption algorithms or key sizes or chaining modes SHALL NOT be used.

The TEK is sent in STKMs, the IV is in the OMADRMAUHeader preceding the encrypted data, the salt key k_s is signalled in the SDP file and the use of the counter is described in [ISMACRYP1]. 
See [ISMACRYP1] for further details.

The Table below shows BCAST parameters and equivalent ISMACryp parameters.

Table 13: Equivalent BCAST and ISMACryp parameter names

	OMA BCAST parameters
	Equivalent ISMACryp parameters [ISMACRYP1]

	TEK
	key_k (encryption key)

	IV
	IV

	k_s
	k_s (salt key)


Authentication Algorithm

The default (optional) authentication algorithm is SRTP with an HMAC-SHA1 with an 80-bit output tag and a 160-bit key [RFC3711].  Other authentication algorithms or truncations SHALL NOT be used. The authentication key to be used is derived  as per SRTP using the 128 bit MK  and 112 bit MS sent in STKMs. SRTP authentication is signalled using SDP security descriptions [draft-sdpsd].
Change 5:  Chapter 10.3.2, ISMACryp SDP signaling of MS
10.3.2 Session Description Protocol Signalling

This section defines SDP [RFC2327] fmtp signalling for BCAST Terminals.

The SDP fmtp signalling SHALL use enc-isoff-generic as its format.  All SDP signalling parameters and names are case-insensitive.

Generic SDP signalling conforms to RFC 2327 [RFC 2327]:
· m=<media> <port>/<number of ports> <transport> <fmt list>

· a=rtpmap:<payload type> <encoding name>/<clock rate>[/<encoding parameters>]

· a=fmtp:<payload type> <ISOFF-GENERIC-PARMS> <ENC-ISOFF-GENERIC-PARAMS>

The MIME media type name depends on the track’s media type (i.e. the component subtype field in the ‘hdlr’ box): “video” if the media type is ‘vide’, “audio” if the media type is ‘soun’, and “application” otherwise:

<media> = "audio"|"video"|"application"

The MIME subtype name is “enc-isoff-generic”:

<encoding name> = "enc-isoff-generic"

ISOFF-GENERIC-PARMS are OPTIONAL (NO/TM) parameters that are defined in mpeg4-generic [RFC3640]. Some parameters, which were added to offer a codec agnostic solution, are defined below.

Codec identification

Codec identification is required to know the result after decryption.  A mandatory parameter called “codec” is added. The value of this parameter MUST be compliant with RFC4281 [RFC 4281]:

codec = """<id-simple> "/" <simp-list>"""

<id-simple> are <simp-list> defined in §3.3 of RFC4281 [RFC 4281].

Codec initialization

A mandatory parameter called “setupInfo” is added. This parameter is the base64-encoded of the SampleEntry atom.
setupInfo = ""base64," base64encode(sampleEntryBox) """

Optional parameters (NO/TM)

subSampleStartEndIndication

For the support of slices, an optional parameter called "subSampleStartEndIndication" is added. This parameter indicates whether the Slice-start-flag and the Slice-end-flag are present in the sample-header.

subSampleStartEndIndication = "0" | "1"

If subSampleStartEndIndication=1, the Slice-start-flag and the Slice-end-flag parameters are present.

paddingIndication

For the support of padding bits, an optional parameter called "paddingIndication" is added. This parameter indicates whether the Padding-size field is present in the sample-header. 

paddingIndication = "0" | "1"

If present, paddingIndication=1, the Padding-size field is present and its size is 3 bits.

enhanced

For the support of hierarchical codec (as SVC), an optional parameter called "enhanced" is added. This parameter defines the layer of the stream.

enhanced= <unsigned integer>

ENC-ISOFF-GENERIC-PARAMS are OPTIONAL (NO/TM) and defined below. 

Table 23: Network Optional Parameters used in SDP

	Descriptor
	Defined values (bytes)
	Default value (bytes)

	CryptoIVLength
	0..8
	4

	CryptoDeltaIVLength
	0..2
	0

	CryptoSelectiveEncryption
	0..1
	1

	CryptoKeyIndicatorLength
	0..255
	4

	CryptoKeyIndicatorPerAU
	0..1
	0


If the parameters are not defined in the SDP file, the above default values SHOULD be assumed.

CryptoIVLength describes the byte length of the initialization vector that is conveyed initially in the packet.

CryptoDeltaIVLength describes the byte length of the initialization vector, if any, that is conveyed with an individual AU.

CryptoSelectiveEncryption declares that the media stream uses selective encryption when it is set to 1, which indicates that the selective encryption bit will appear in the OMADRMAUheader.

When CryproKeyIndicatorLength is non-zero, a key indicator will appear in the OMADRMAUheader.  CryptoKeyIndicatorLength can signal a key indicator field that is 0 to 255 bytes in length.
master_salt_key
When SRTP authentication is used, the 112 bit Master Salt (MS) is signalled as follows:

MasterSaltKey= MS where MS is the 112 bit MS, base64 encoded. 















�Old section 6.4


�Old section 6.4.1


�Old section 6.4.5.2





NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 5)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20060101-I]

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 5 (of 5)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20060101-I]

