Doc# OMA-BCAST-2006-0XXX-ReviewComment-DX108-tokenrequest-metering.doc[image: image5.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-BCAST-2006-0XXX-ReviewComment-DX108-tokenrequest-metering.doc
Change Request



Change Request

	Title:
	OMA-BCAST-2006-0645-ReviewComment-DX108-tokenrequest-metering
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BAC BCAST and DLDRM

	Doc to Change:
	OMA-TS-DRM-XBS-V1_0-20060321-D

	Submission Date:
	8 June 2006

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	John Bernsen, john.ac.bernsen@philips.com

	Replaces:
	n/a


1 Reason for Change

This CR is a proposal for solving part of the review comment DX108 

on OMA-TS-DRM-XBS-V1_0-20060321-D

One of the proposed actions in DX108 is to remove the reference to "token_request". This CR proposes in change 1 to include the missing text on the action code for "token_request" and make a reference to this missing section. It can be seen clearly from 6.3.1 and 6.3.2 that such a message should have been included, altough 6.3.2 refers to a wrong (but existing) section. This erroneous reference is repaired also, see change 2.

One other proposed action is to remove the metering row. That is also proposed in this CR in change 1.

In change 1, some editorials have also been repaired:

· inclusion again of the disappeared figure in 6.1.2, 

· addition of a missing row on reserved for future use in the tabel in 6.1.2.1 

· and simplification a notation in the same table.

2 Impact on Backward Compatibility

This CR restores backwards compatibility

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are kindly asked to agree with the indicated changes in 6.

6 Detailed Change Proposal

Change 1

6.1.2 Offline notification of short device data

The end user of a device might wish to formulate a particular request to the RI. He uses following specified behaviour:
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Figure 1: action request round trip

Explanation of the protocol:

· The end user of the device formulates a request and notifies this request to the user [1] as specified in subsequent sections.

· The end user waits after the request has been notified to the Customer Operations Centre in a successful way [2].

· The RI might execute additional checks and composes the data [3].

· The RI MAY send a data message to the device to update data in the device, start the execution of a particular action to produce a desired result or to inform an error status. [4]. 
6.1.2.1 Theory of operation

Note: This protocol is also known as the “offline NSD protocol”, short for offline Notification of Short Data protocol.
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Figure 2: offline NSD protocol

Note: Notification of device data is performed off-line. Refer to Table 2 for an overview of the possible “requests”.

Explanation of the protocol:

· The user may notify a short decimal code called the action request code (ARC) to the RI via offline methods (e.g. telephone call or SMS or else). The code SHALL be constructed as follows:

	Short_udn
	Action_code
	Checksum


Figure 3: Action Request Code (ARC)

Note that for some of the ARCs (e.g. the ARC token_consumption_report), the user MAY have to notify more digits to the RI than the ones of the ARC.

Table 1: NSD action request code fields

	ARC fields
	Length (digits)
	supporting up to

	short_udn
	8
	100 Million devices

	action_code
	2
	99 action codes

	checksum
	2
	


This totals to 12 digits. The fields are explained below:

short_udn. The offline notification can be performed faster if the long form UDN is not used, but a shorter form instead. After first time notification of the device data to the RI, the RI MAY issue a short version of the full UDN (called short_form_udn) that is carried in the device_registration_response() message. The short_form_udn number is used to speed up the offline interaction with the RI. If this number is stored into the device, subsequent “requests” by the user of the device can be notified offline much quicker by using the short_form_udn number concatenated by a standardised action code. 

Please note: In cases where the device needs to be identified uniquely in another network than it’s home network where it was registered, the short_udn cannot be used because the (new / different) RI does not have the short_udn in it’s database. In this case the only possibility for the hosting RI to identify the device uniquely would be via the long_udn. It is the responsibility of the device to decide when it is appropriate to use the long_udn instead, for example by comparing the Service Operations Centre (SOC) ID received with the SOC ID remembered from registration. 

action_code. Following the short_udn the user of the device can notify an action code to the RI. The NSD protocol defined in this specification SHALL use following action_codes to construct the ARC:

Table 2: NSD action types

	action type
	action code (d)
	described in section

	re-registration (only at same RI)
	{0d01}
	6.1.2.1.1

	resend BCRO
	{0d02}
	Error! Reference source not found.

	reserved for future use
	{0d03,..,0d09}
	

	join domain
	{0d10,..,0d19}
	6.1.2.1.2

	leave domain
	{0d20,..,0d29}
	6.1.2.1.3

	purchase
	{0d30}, whereas content identification is supplied by ESG.
	

	token_consumption_report
	{0d31,..,0d39}
	6.1.2.1.4

	reserved for future use
	{0d40,..,0d49}
	

	token_request
	{0d50,..,0d59}
	6.1.2.1.6

	reserved for future 
	{0d60,..,0d69}
	

	notify DRM time drift
	{0d70,..,0d89}
	6.1.2.1.7

	reserved for future use
	{0d90,..,0d99}
	


(*1): Note to Editor: to be defined later in actual XBS document.
checksum. The constructed short_udn and action_code is appended by checksum digits. Please refer to Error! Reference source not found. for an explanation of the algorithm.

An example: In order to request to re-register,  a sample NSD action request code could look like:
“1660 8731 0112”. An example of a displayed message follows, where the following information is reported back to the RI
:
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Figure 4: samples of notification displays showing an ARC message

6.1.2.1.1 Request re-registration (only at same RI)

After sending this ARC the user will wait until he receives the confirmation of the RI in the form of a device_registration_response() message. Refer to Error! Reference source not found..

6.1.2.1.2 Request join domain

The Action Request Code (ARC) for the NSD protocol is formed according to the following rules:

· the first digit is used to notify the join domain action

· the second digit is used as a device nonce to help the device to keep track of join domain requests

After notifying the ARC to the RI the user MAY notify a particular domain group number identifying a domain where the device is to be entered. The RI SHALL incorporate the device nonce from the request in the response message.

6.1.2.1.3 Request leave domain

The Action Request Code (ARC) for the NSD protocol is formed according to the following rules:

· the first digit is used to notify the join domain action

· the second digit is used as a device nonce to help the device to keep track of leave domain requests.

After notifying the ARC to the RI, the user needs to notify a particular domain group number identifying a domain where the device is to be removed from. The device SHALL display a domain ID. The RI SHALL incorporate the device nonce from the request in the response message.

6.1.2.1.4  Token consumption report

The Action Request Code (ARC) for the NSD protocol is formed according to following rules:

· the first digit is used to notify the token consumption report.

· the second digit is used as a device_nonce to help the device to keep track of token consumption reports.

After notifying the ARC to the RI the user should notify the token consumption data. The device SHALL display the token consumption data e.g. to the left of or below the digits of the ARC for the token consumption report. The RI SHALL incorporate the device nonce from the request in the response message.

An example of a displayed message follows, where the following information is reported back to the RI
:
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Figure 5: samples of notification displays showing an ARC message

6.1.2.1.5 Token consumption data definition

The token consumption data are defined below:

Table 3: token consumption data

	Field
	Length (digits)
	Supporting up to

	tokens_consumed
	4
	9999 tokens to be reported

	report_authentication_code
	13
	

	checksum
	3
	


This totals 20 digits. The fields are explained below:

tokens_consumed – This field contains the amount of tokens the device wished to report as consumed to the RI. See section Error! Reference source not found. for more information.

report_authentication_code – This field contains the authentication code for the value in the tokens_consumed field and the value of the device nonce (second digit of the action code of the ARC of this message). See Error! Reference source not found. for the computation of the report_authentication_code.

Checksum – The final digits of the device ID number are check digits, akin to a checksum. The 3 digits allow 1 out of 103 possible errors to remain undetected. The checksum algorithm used is the UDN checksum, see section Error! Reference source not found..
6.1.2.1.6 Token request

The Action Request Code (ARC) for the NSD protocol is formed according to following rules:

· the first digit is used to notify the token request;

· the second digit is used as a device_nonce to help the Device to keep track of token requests.

After notifying the ARC to the RI the user SHOULD notify the number of tokens desired and the RI MAY request additional data (such as e.g. a bookable account). The RI SHALL incorporate the device_nonce from the request in the token_delivery_response message.
6.1.2.1.7 Notify DRM time drift

Time drift is expressed in minutes and rounded up to next multiple of 5 minutes. The range is 0..100 minutes, whereas value 69 will decode as timedrift >= 100. Some examples of valid ARC codes are given below:

E.g. 1: Device notifies 4 minute timedrift from newly received DRM time message: action code is 70.

E.g. 2: Device notifies 38 minutes timedrift from newly received DRM time message: action code is 78.

E.g. 2: Device notifies 235 minutes timedrift from newly received DRM time message: action code is 89.

Change 2

6.3.2
Token request protocol

When the user of a device wants to obtain tokens, he uses the NSD protocol with the token_request action type. (refer to section 6.1.2.1.6).
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