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1 Reason for Change

Tentatively agreed CR 591 provided a template for SDP examples of ISMACryp but unfortunately these were not yet available.
This CR provides the examples of SDP signaling of ISMACryp, including the codec generic extensions.

It also aligns IV and key indicator with ISMACryp.

An editorial correction is also made as anything labeled Crypto should actually be ISMACryp!

2 Impact on Backward Compatibility

n/a.
3 Impact on Other Specifications

None known.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the proposed changes as part of consistency review resolution.
6 Detailed Change Proposal

Change 1:  Add Section 10.3.2.1  SDP examples for ISMACryp (part of resolution to SC-New-0183)

Note: this section is a new section
10.3.2.1 ISMACryp SDP examples

This section provides several examples of how the use of ISMACryp is signalled via SDP.

Note that these are simplified examples i.e. lots of parameters are missing, but these have been omitted for clarity.

Example 1 Encrypted H.263 video
This example shows SDP entries for an encrypted H.263 video stream.

m=video 0 RTP/AVP 96 

a=rtpmap:96 enc-isoff-generic/90000

a=fmpt:96 codec="video/3GPP2;s263"; setupInfo="base64,478ed45zi4dz=="; DTSDeltaLength=22; randomAccessIndication=1; ISMACrypIVLength=4; 

In this configuration (assuming no B-frames), the RTP packet would consist of:

· AU-headers-length field (16 bits) = 40

· initial_IV (32 bits) = IV of the AU fragment

· DTS-flag (1 bit) = 0

· RAP-flag (1 bit) = 1 if the AU fragment is part of an I-frame, 0 otherwise

· padding (6 bits) = 0

· fragment of the H.263 AU

Note that the M-bit in the RTP header is set to 1 if the RTP packet contains the last fragment of an H.263 access unit.
Example 2 Encrypted AMR-NB audio
This example shows SDP entries for an encrypted AMR-NB audio stream (assuming silence detection is not used).

m=audio 0 RTP/AVP 96 

a=rtpmap:96 enc-isoff-generic/8000/1 

a=fmpt:96 codec="audio/3gpp;samr"; setupInfo="base64,4545z57i4dz=="; constantSize=13; constantDuration=160; ISMAcrypIVLength=4; ISMACrypDeltaIVLength=0; ISMACrypSelectiveEncryption =1
In this configuration, the RTP packet would consist of:

· AU-headers-length (16 bits) = 32 + 8 * number of AUs in packet

· For the first AU:

· AU_is_encrypted (1 bit) = 1 if AU is encrypted, 0 otherwise

· reserved (7 bits) = 0

· initial_IV (32 bits) = IV of the first AU

· For the following AUs:

· AU_is_encrypted (1 bit) = 1 if AU is encrypted, 0 otherwise

· reserved (7 bits) = 0

· One or more encrypted AMR audio frames

Example 3 Encrypted H.264 video
 This example shows SDP entries for an encrypted H.264 video stream.

m=video 0 RTP/AVP 96 

a=rtpmap:96 enc-isoff-generic/90000

a=fmpt:96 codec="video/mp4;h264"; setupInfo="base64,4a14fd87545zi4dz=="; SubSampleStartEndIndication=1; DTSDeltaLength=20; randomAccessIndication=1; ISMAcrypIVLength =4;
The RTP packet structure is identical to the “avc-video” mode of enc-mpeg4-generic.
Example 4 Encrypted MPEG-4 AAC audio
This example shows SDP entries for an encrypted MPEG-4 AAC audio stream.
m=audio 0 RTP/AVP 96 

a=rtpmap:96 enc-isoff-generic /48000/2 

a=fmpt:96 codec="audio/3gpp2;mp4a.E1"; setupInfo="base64,454dz=="; sizeLength=13; indexLength=3; indexDeltaLength=3; ISMACrypIVLength =4;
The RTP packet structure is identical to the “AAC-hbr” mode of enc-mpeg4-generic.
Example 5 Encrypted MPEG-4 video
This example shows SDP entries for an encrypted MPEG-4 video stream.
m=video 0 RTP/AVP 96 

a=rtpmap:96 enc-isoff-generic/90000

a=fmpt:96 codec="video/3gpp2;mp4v.20.9"; setupInfo="base64,4kd46e7f8g54dz=="; DTSDeltaLength=22; randomAccessIndication=1; ISMACrypIVLength =4;

The RTP packet structure is identical to the “mpeg4-video” mode of enc-mpeg4-generic.

Change 2:  Correct incorrect use of CryptoXXX, should be ISMACrypXXX, invert key indicator / IV to comply with ISMACryp (SC-New-0177, SC-New-0178)
9.4.3 OMADRMAUHeader

OMA inserts cryptographic metadata at the beginning of each AU header.  The format of the first AU header is different from the second and subsequent AU headers (similar to the treatment of AU-Index and AU-Index-Delta in mpeg4-generic).  This block supplies the cryptographic context for each AU or AU fragment in an RTP packet and is defined as follows:

aligned(8) class OMADRMAUHeader {

if (SelectiveEncryption == 1) {//

bit(1)
EncryptedAU;
// Encryption indicator


bit(7)
reserved;
// Must be zero

}

if (auNum==0) { // first AU in packet?



unsigned int(8 * ISMACrypIVLength) IV;


unsigned int(8 * ISMACrypKeyIndicatorLength) KeyIndicator;


}

else {



int(8 * ISMACrypDeltaIVLength) delta_IV;


if (ISMACrypKeyIndicatorPerAU)



unsigned int(8 * ISMACrypKeyIndicatorLength) KeyIndicator;

}

Reserved fields MUST have all bits set to zero though a compliant receiver MAY choose to ignore this field.  Note that in bit(n), unsigned int(n) and int(n), n is always a bit count.  Note also that delta_IV is the only signed int in the above definition.  See next section for the signalling of the parameter constants (ISMACrypSelectiveEncryption, ISMACrypIVLength, ISMACrypKeyIndicatorLength, ISMACrypDeltaIVlength, and ISMACrypKeyIndicatorPerAU).   Diagrammatically, this means that these fields are inserted just before the AU-size field in the diagram above:
	EncryptedAU, Reserved

	IV / delta IV 

	KeyIndicator 


Figure 15 – OMADRMAUHeader fields

All "Reserved" fields MUST be zero and MAY be ignored by the receiver.  Note that it is possible to compute the access unit count by using the configuration parameters, and the signaled length of the access unit headers. This is because the total bit-length of the AU-headers is given in each packet, and the length of the first AU Header as well as the second and subsequent AU-headers can be computed from the signaled parameters.  This is still true with this extended AU header.  So we have:

AU-count = (AU-header-length – first-header-size)/subsequent-header-size + 1;

Note that this equation does not hold if either CTS or DTS timestamps are present; however, this normally applies only to video, and in that case, the payload format restricts the packet to containing only one AU or a fragment of an AU.

The fields in the OMACrypContextAU structure have the following meaning.

EncryptedAU : An optional single bit field to signal selective encryption. A 1 value signals that the corresponding access unit is encrypted, a value of 0 means it is not. The presence of this field is configured with the ISMACrypSelectiveEncryption parameter. All fragments of a single access unit SHALL have the same value for AU_is_encrypted. 

KeyIndicator: Contains the key indicator for an access unit when ISMACrypKeyIndicatorLength is non-zero. If the  ISMACrypKeyIndicatorPerAU is 0, then only the first access unit in a packet has an explicit key indicator value included in the cryptographic context; all subsequent access units SHALL have the same value for KeyIndicator as the first access unit. If ISMACrypKeyIndicatorPerAU is 1, then a value of key_indicator is included in the cryptographic header for each access unit or fragment in the packet. If SelectiveEncryption is 0 for an access unit, then the value of this field is ignored.

IV: Contains the initial IV value for the first access unit or fragment contained in the packet.  In most cases, this is the only IV in the packet.  In some cases such as interleaved media, however, there MAY be an IV per AU.

delta_IV: This field contains IV data on a per-AU basis when ISMACrypDeltaIVLength is non-zero and the data are interleaved in packet payloads.

The actual IV to be used for each access unit in a packet is computed as follows, with the first access unit in a packet indexed as zero:

IV[0]   := AUHeader[0].Initial_IV;



 // First AU in packet
IV[N+1] := IV[N] + AUSize[N] + (ISMACrypDeltaIVLength == 0 ? 0 : AUHeader[N+1].delta_IV) // Subsequent
Note:  The number of access units in a packet is not signaled in this payload format.  The number of access units in the packet can be deduced from the access unit header as for unencrypted modes. A packet that has the M-bit cleared contains a fragment that is not the last of an AU. If the M-bit is set, then the packet has one or more access units or the last fragment of an access unit. The access unit header indicates whether there are two or more access units in the packet.  To distinguish between one whole AU and the last fragment, compare the payload data size and the access unit size conveyed in the access unit header. The access unit size will be the size of the whole AU and not the fragment.

Note: In the simple case where there is one AU per packet, or the AUs are contiguous, this structure reduces to signalling a key indicator and an initial IV per packet.

Editor: this is a break, next part is different section
10.3.2 Session Description Protocol Signalling

This section defines SDP [RFC2327] fmtp signalling for OMA receivers.

The SDP fmtp signalling SHALL use enc-isoff-generic as its format.  All SDP signalling parameters and names are case-insensitive.

Generic SDP signalling conforms to RFC 2327 [RFC 2327]:
· m=<media> <port>/<number of ports> <transport> <fmt list>

· a=rtpmap:<payload type> <encoding name>/<clock rate>[/<encoding parameters>]

· a=fmtp:<payload type> <ISOFF-GENERIC-PARMS> <ENC-ISOFF-GENERIC-PARAMS>

The MIME media type name depends on the track’s media type (i.e. the component subtype field in the ‘hdlr’ box): “video” if the media type is ‘vide’, “audio” if the media type is ‘soun’, and “application” otherwise:

<media> = "audio"|"video"|"application"

The MIME subtype name is “enc-isoff-generic”:

<encoding name> = "enc-isoff-generic"

ISOFF-GENERIC-PARMS are OPTIONAL parameters that are defined in mpeg4-generic [RFC3640]. Some parameters, which were added to offer a codec agnostic solution, are defined below.

Codec identification

Codec identification is required to know the result after decryption.  A mandatory parameter called “codec” is added. The value of this parameter MUST be compliant with RFC4281 [RFC 4281]:

codec = """<id-simple> "/" <simp-list>"""

<id-simple> are <simp-list> defined in §3.3 of RFC4281 [RFC 4281].

Codec initialization

A mandatory parameter called “setupInfo” is added. This parameter is the base64-encoded of the SampleEntry atom.
setupInfo = ""base64," base64encode(sampleEntryBox) """

Optional parameters
subSampleStartEndIndication

For the support of slices, an optional parameter called "subSampleStartEndIndication" is added. This parameter indicates whether the Slice-start-flag and the Slice-end-flag are present in the sample-header.

subSampleStartEndIndication = "0" | "1"

If subSampleStartEndIndication=1, the Slice-start-flag and the Slice-end-flag parameters are present.

paddingIndication

For the support of padding bits, an optional parameter called "paddingIndication" is added. This parameter indicates whether the Padding-size field is present in the sample-header. 

paddingIndication = "0" | "1"

If present, paddingIndication=1, the Padding-size field is present and its size is 3 bits.

enhanced

For the support of hierarchical codec (as SVC), an optional parameter called "enhanced" is added. This parameter defines the layer of the stream.

enhanced= <unsigned integer>

ENC-ISOFF-GENERIC-PARAMS are OPTIONAL (NO/TM) and defined below. 

Table 23: Network Optional Parameters used in SDP

	Descriptor
	Defined values (bytes)
	Default value (bytes)

	ISMACrypIVLength
	0..8
	4

	ISMACrypDeltaIVLength
	0..2
	0

	ISMACrypSelectiveEncryption
	0..1
	1

	ISMACrypKeyIndicatorLength
	0..255
	4

	ISMACrypKeyIndicatorPerAU
	0..1
	0


If the parameters are not defined in the SDP file, the above default values SHOULD be assumed.

ISMACrypIVLength describes the byte length of the initialization vector that is conveyed initially in the packet.

ISMACrypDeltaIVLength describes the byte length of the initialization vector, if any, that is conveyed with an individual AU.

ISMACrypSelectiveEncryption declares that the media stream uses selective encryption when it is set to 1, which indicates that the selective encryption bit will appear in the OMADRMAUheader.

When ISMACrypKeyIndicatorLength is non-zero, a key indicator will appear in the OMADRMAUheader.  ISMACrypKeyIndicatorLength can signal a key indicator field that is 0 to 255 bytes in length.
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