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1 Reason for Change

To resolve consistency review comments SG334, SG335, SG339, SG195, SG221 there was an Action Item assigned to Panasonic: make a CR with figure and example to clarify how protection information is signalled in SG. This CR is to close this Action Item.
	SG334
	2006.05.23
	N
	All document
	Source: Orange

From: OMA-BCAST-2006-0517
Comment:

No text or example on service and content protection. This section is needed to link ESG to SvcContProt specification. How do you use the ESG to indicate a service is protected?
	Status: OPEN

Editor:Panasonic will provide a CR with figure to close SG334, 335, 339 and 195

	SG335
	2006.05.23
	N
	All document
	Source: Orange

From: OMA-BCAST-2006-0517
Comment:

No example of service and content protection ESG signaling showing use of both Profiles
	Status: OPEN

Editor: Panasonic will provide a CR with figure to close SG334, 335, 339 and 195

	SG339
	2006.05.23
	N
	All document
	Source: Orange

From: OMA-BCAST-2006-0517
Comment:

No example of service and content protection ESG signaling showing use of both Profiles
	Status: OPEN

Editor: Panasonic will provide a CR with figure to close SG334, 335, 339 and 195

	SG
195
	2006.05.23
	N
	Appendix
	Source: Panasonic

From: OMA-BCAST-2006-510
Comment:

Some service&content protection related information are signaled in the Service Guide, but it is not clear where they are and how they fit in together.

Proposed Resolution:

A CR to be provided for some informative elaboration in Appendix.
	Status: OPEN

Editor: Panasonic will provide a CR with figure to close SG334, 335, 339 and 195

	SG221
	2006.05.23
	N
	5.1.1
	Source: Orange

From: OMA-BCAST-2006-0517
Comment:

Purchase Channel section talks about BSM. Do we need to say we can have one per profile or can both profiles also be used by a single purchase channel?
	Status: OPEN

Action to Panasonic to provide CR to clarify it together with SG334, 335, 339 and 195


In this CR two major changes are made:

1. Bug fix for Access fragment
1)  “KMSType” attribute is added for “KeyManagementSystem” because “KeyManagementSystem” element containing sub-elements can not have value, the value should be expressed using a new attribute.

2) KMSType value of “oma-bcast-gba_u-bcmcs” and “oma-bcast-gba_me-bcmcs” are removed because GBA does not apply to BCMCS. 
3) Change the KMSType datatype from string to unsignedByte and add reserved values for future and proprietary use 
4) Remove the value of “4. Use of terminal binding (smartcard profile only)“ from ProtectionType attribute, because the presence of “TerminalBindingKeyID” element can indicate the use of TBK or not. What’s more, the cardinality can not be 1..2. 
5) “TerminalBindingKeyID” is moved from E1 element to E2 sub-element of “KeyManagementSystem” because TBK is specific to KMS. 
6) Change the category of “TerminalBindingKeyID” from NO/TM to NO/TO because terminals with DRM profile or terminals with Smartcard Profile using (R-) UIM/CSIM need not to support TBK. 
7) Reword the description of TerminalBindingKeyID.
8) Some other editorial fixes for Access fragment
2. Add a new application scenario into Appendix D to illustrate how the protection information is signalled in SG and how they fit together.
R00—>R01
1. Add clarification text for ProtectionType value to map with the value of protection_after_reception in STKM.
2. Change the numbering of KMSType and ProtectionType values, starting from 0 rather than 1. Change the application scenario accordingly
3. Re-word application scenario to emphasize Access fragment is the major placeholder in SG for protection signalling.
2 Impact on Backward Compatibility

N/A

3 Impact on Other Specifications

The mechanisms specified in this CR, and subsequent modifications, if agreed for adoption in BCAST R1.0 specs, may influence the specification of synchronized switching between main and auxiliary programming, if applicable, for the Rich Media Enabler (RME) under work in BAC MAE.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and agree the proposed changes on SG TS section Appendix 
6 Detailed Change Proposal

Change 1: Bug fix in Access fragment
5.1.2.4 Access

	Name
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	Description
	Data Type

	Access
	E
	
	
	Access fragment

Contains the following attributes:

id
version
validFrom
validTo



Contains the following sub-elements:

AccessType

ServiceAccessNotificationURL

KeyManagementSystem


ServiceIDRef

ScheduleReference

UsageInfo

AlternativeAccessURL
TerminalCapabilityRequirement

BandwidthRequirement

ServiceClass

PreviewDataIDRef

NotificationReception
	

	id
	A
	NM/
TM
	1
	ID of the Access fragment, globally unique
	anyURI

	version
	A
	NM/
TM
	1
	Version of this fragment. The newer version overrides the older one as soon as it has been received.
	unsignedInt (32 bits)

	validFrom
	A
	NO/
TM
	0..1
	The first moment when this fragment is valid. If not given, the validity is assumed to have started at some time in the past
	int (32bit)
expressed as NTP time

	validTo
	A
	NO/
TM
	0..1
	The last moment when this fragment is valid. If not given, the validity is assumed to end in undefined time in the future.
	int (32bit)
expressed as NTP time

	
	
	
	
	
	

	AccessType
	E1
	NM/
TM
	1
	Defines the type of access.
Contains the following attribute:

TransmissionMedia
Contains the following elements:
BDSType
BroadcastTransmission
InteractiveServiceDeliveryTransmissionScheme
ServiceInteractiveTransmissionScheme
	

	TransmissionMedia
	A
	NM/
TM
	1
	This attribute indicates which channel is used for the delivery of service.

0 : Broadcast Channel

1 : Interaction Channel
	unsignedByte (8 bits)

	BDSType
	E2
	NO/

TM
	0..N
	Identifier of the type of underlying distribution system that this access fragment relates to.

Defined values 

1: interaction channel

2: DVB-H IPDC 

3. 3GPP MBMS Rel-6

4: 3GPP MBMS Rel-7

5: 3GPP2 BCMCS (1x) 

6: 3GPP2 BCMCS (HRPD) 

7: 3GPP2 Enhanced BCMCS (HRPD) 

8 -127: reserved for future use

128 -255: reserved for proprietary use
	unsignedByte (8 bits)

	BroadcastTransmission
	E2
	NO/
TM
	0..1
	This element is used for the indication of IP transmission.
Contains the following attribute:
IpAddress
Contains the following elements:

SessionDescriptionReference
SDP
	

	IpAddress
	A
	NO/
TM
	0..1
	Receiver IP address of IP stream, which transport A Service over Broadcast channel.

Note: This attribute is used when SDP is not included in Access Fragment. 

If SDP in Access Fragment exists, IP address of the receiver IP address in SDP is used. 
	string

	Session
Description
Reference
	E3
	NO/
TM
	0..N
	The reference to the SessionDescription this access relates to.

Note: the SessionDescription itself may be delivered in two ways via broadcast or via fetch over interaction channel. 

In the case of broadcast delivery, the SessionDescription fragment is either delivered in SGDU or encapsulated in this Access fragment. In the latter case the SDP element is used instead of the Session Description Reference.

If AuxiliaryDescription fragments are provided they are referenced by the SessionDescriptionReference.

In the case of fetch over interaction channel, the Session Description can be acquired by accessing the URI (given as attribute of this element).
Attributes:

type

URI

idRef
	

	type
	A
	NM/
TM
	1
	Type of the session description referred by this SessionDescriptionReference

1 – SDP

2 – MBMS User Service Description (MBMS-USD) as specified in [26.346] section 5.2. It may contain one or several SDP descriptions.
	unsignedByte (8 bits)

	URI
	A
	NO/
TM
	0..1
	The URI to the file containing SessionDescription that the media application in the terminal uses to access the service. 
	anyURI

	idRef
	A
	NO/
TM
	0..1
	The id of the SessionDescription fragment this access refers to, globally unique
	anyURI

	SDP
	E3
	NO/
TM
	0..1
	A session description in SDP (IETF session description protocol) format 
	string
(in SDP format)

	InteractiveServiceDeliveryTransmissionScheme
	E2
	NO/
TM
	0..1
	This element indicates which server and/or protocol is used for delivery of service over Interaction Channel.
Contains the following element:

AccessServerURL
	

	AccessServerURL
	E3
	NO/
TM
	0..N
	URL of Server, which provides different access (over Interaction Channel) of a Service
The AccessServerURL can for example be an HTTP URL pointing to downloadable content, or an RTSP URL pointing to a streaming server for starting a streaming session.

Contains the following attribute:
AccessMechanism
	anyURI

	AccessMechanism
	A
	NO/ TM
	0..1
	Specifies the transport mechanism that is used for this access. Currently defined values are

· “3GPP-PSS” (3GPP packet-switched streaming service)

· “3GPP2-MSS” (3GPP2 multimedia streaming services)

· “HTTP” (HTTP file download)

· “FLUTE” (FLUTE file delivery)
	string

	ServiceInteractiveTransmissionScheme
	E2
	NO/
TM
	0..N
	This element indicates which communication system or protocol is used for Interaction Channel.
Containing the following attribute:
TransmissionSchemeType
Contains the following elements:

AccessServerIpAddress
AccessServerURL
AccessServerPhoneNumber
	

	TransmissionSchemeType
	A
	NM/
TM
	1
	1 : Interaction Channel provided by Interaction network

2 : MMS

3 : WAP 1.0

4 : WAP 2.x

5: SMS

6: HTTP

7: Voice Call
8: Service Provider defined Transmission Scheme
9-255: Researved for future use (Note: Other protocol or communication system May be added based on OMA Service interaction function.)
	unsignedByte (8 bits)

	AccessServerIpAddress
	E3
	NO/
TM
	0..N
	IP address of Sever, which provides different access( over Interaction Channel) of a Service
	string

	AccessServerURL
	E3
	NO/
TM
	0..N
	URL of Server, which provides different access (over Interaction Channel) of a Service
	anyURI

	AccessServerPhoneNumber
	E3
	NO/
TM
	0..N
	Phone number of Server, which provides different access (over Interaction Channel) of a Service, 

Note: MMS and SMS use phone number as an address.
	string

	ServiceAccessNotificationURL
	E1
	NO/ TM
	0..N
	URL that the terminal may use to notify when it accesses (switches to) this service over this access. The terminal SHALL NOT use this URL for notification without user consent. 

Note: This URL can for example be used for initiating server-managed channel switching in unicast transmission. 
	anyURI

	KeyManagementSystem
	E1
	NO/

TM
	0..N
	Information of Key Management System(s)(KMS) that can be used to contact the Rights Issuer and, for GBA, whether GBA_U is mandatory or whether either GBA_ME or GBA_U can be used. 

Note that the Rights Issuer can support more than one KMS.

If KeyManagementSystem is not specified, it means no protection is applied.

· 

· 

· 

· 

· 

· 

Contains the following elements:

TerminalBindingKeyID
Contains the following Attributes:

KMSType

ProtectionType
RightsIssuerURI
	

	KMSType
	A
	NM/

TM
	1
	Identifies the type of Key Management System(s)(KMS). Possible values:

0. oma-bcast-drm-pki  

Indicates OMA DRM PKI (Public Key Infrastructure)

1. oma-bcast-gba_u-mbms
Indicates GBA_U 3GPP MBMS SKI (Symmetric Key Infrastructure)

2. oma-bcast-gba_me-mbms
Indicates GBA_ME 3GPP MBMS SKI i.e. either GBA_ME or GBA_U can be used

3. oma-bcast-prov-bcmcs 
Indicates provisioned 3GPP2 BCMCS SKI
4 -127 Reserved for future use

128 – 255 Reserved for proprietary use
	unsignedByte

	ProtectionType
	A
	NM/
TM
	1
	Specifies the protection type offered by the KMS.

Values:
0
Content protection only (protection_after_reception in STKM = 0x00 [BCAST SPCP])
1
Service protection only
(protection_after_reception in STKM = 0x02 or 0x03 [BCAST SPCP])
2
Both Content protection and Service Protection 
(protection_after_reception in STKM = 0x01 [BCAST SPCP])
3 – 127  Reserved for future use

128 – 255 Reserved for proprietary use
	unsignedByte (8 bits)

	RightsIssuerURI
	A
	NM/
TM
	1
	Specifies the Rights Issuer URI
	anyURI

	TerminalBindingKeyID
	E2
	NO/
TO
	0..1
	Number identifying the Terminal Binding Key ID (TBK ID) that is needed to access the service.
If the element is absent, no TerminalBindingKey is used.

This element is TM for terminals with the Smartcard profile using (U)SIM for content protection.
It does not apply to the DRM profile or the Smartcard Profile using (R-)UIM/CSIM.
Contains the following optional attribute:

RightsIssuerURI
	int (32 bits)

	RightsIssuerURI
	A
	NO/
TM
	0..1
	Specifies the RightsIssuer URI for the TerminalBindingKey. 
If the attribute is not present the same RightsIssuerURI indicated for KeyManagementSystem is used to acquire both SEK / PEK and TerminalBindingKey
	anyURI

	ServiceIDRef
	E1
	NO/
TM
	0..N
	Reference to the service fragment(s) to which the access fragment belongs.

Either one of ServiceIDRef or ScheduleIDRef but not both SHALL be instantiated. 
Note: Implementation in XML Schema using <choice>.
Each Service fragment SHALL be associated to at least one Access fragment to enable the terminal to access the Service.
	anyURI

	ScheduleReference
	E1
	NM/
TM
	0..N
	Reference to the schedule fragment(s) to which the access fragment belongs. 

This provides a reference to a Schedule fragment to temporarily override the default Access fragment of the Service addressed by the Schedule. 

Either one of ServiceIDRef or ScheduleIDRef but not both SHALL be instantiated. Note: Implementation in XML Schema using <choice>. 

Contains attribute:

idRef

Contains sub-element:

DistributionWindowID
	

	idRef
	A
	NM/

TM
	1
	Identification of the Schedule fragment which the Access fragment relates to.


	anyURI

	DistributionWindowID
	E2
	NO/

TM
	0..N
	Relation reference to the DistributionWindowID to which the access fragment belongs. 

The DistributionWindowIDs declared in this element SHALL be the complete collection or a subset of the DWids declared in the Schedule fragment, to which “idRef” reference belongs.
	integer

	UsageInfo
	E1
	NO/
TM
	0..N
	This text helps the user understand what difference it makes to use one or the other access fragment. It’s mandatory in case more than one access fragment is available at a given point in time.

Possibly in multiple languages.The language is expressed using built-in XML attribute xml:lang with this element. 
	string

	AlternativeAccessURL
	E1
	NO/
TM
	0..N
	Specify alternative URL of the content for retrieving it via the interaction channel (eg. if the content cannot be received via the broadcast channel). 
	anyURI

	TerminalCapabilityRequirement
	E1
	NO/

TM
	0..1
	Terminal capabilities required to consume the service or content. 

For video and audio, the media type and the related type attributes in the SDP (see section 5.1.2.5) signal the audio/video decoder. This way, these parameters complement the TerminalCapabilityRequirement. Additionally, the complexities of the audio/video streams are described here if they differ from the complexities which can be derived from the media type attributes in the SDP (e.g. level). In this case, the parameters defined in the Access fragment take priority.

Sub-elements:

Video

Audio

DownloadFile
	

	Video
	E2
	NO/

TM
	0..1
	Video codec capability related requirements 
Sub-elements:

Complexity
	

	Complexity
	E3
	NO/

TM
	0..1
	The complexity the video decoder has to deal with. It is RECOMMENDED that this element is included if the complexity indicated by the MIME type parameters in the SDP differs from the actual complexity.

Sub-elements:

Bitrate

Resolution

MinimumBufferSize
	

	Bitrate
	E4
	NO/

TM
	0..1
	The total bit-rate of the video stream. 

Attributes:

average

maximum
	

	average
	A
	NO/

TM
	0..1
	The average bit-rate in kbits/sec
	unsignedShort (16bit)

	maximum
	A
	NO/

TM
	0..1
	The maximum bit-rate in kbits/sec
	unsignedShort (16bit)

	Resolution
	E4
	NO/

TM
	0..1
	The resolution of the video.

Attributes:

horizontal

vertical
	

	horizontal
	A
	NM/

TM
	1
	The horizontal resolution of the video.
	unsignedShort (16bit)

	vertical
	A
	NM/

TM
	1
	The vertical resolution of the video.
	unsignedShort (16bit)

	MinimumBufferSize
	E4
	NO/

TM
	0..1
	The minimum decoder buffer size required to process the video content in kbytes. 
	unsignedInt (32bit)

	Audio
	E2
	NO/

TM
	0..1
	The audio codec capability. 

Sub-elements:

Complexity
	

	Complexity
	E3
	NO/

TM
	0..1
	The complexity the audio decoder has to deal with. It is RECOMMENDED that this element is included if the complexity indicated by the MIME type parameters in the SDP differs from the actual complexity.

Sub-elements:

Bitrate

MinimumBufferSize
	

	Bitrate
	E4
	NO/

TM
	0..1
	The total bit-rate of the audio stream.

Attributes:

average

maximum
	

	average
	A
	NO/

TM
	0..1
	The average bit-rate in kbits/sec
	unsignedShort (16bit)

	maximum
	A
	NO/

TM
	0..1
	The maximum bit-rate in kbits/sec
	unsignedShort (16bit)

	MinimumBufferSize
	E4
	NO/

TM
	0..1
	The minimum decoder buffer size required to process the video content in kbytes. 
	unsignedInt (32bit)

	DownloadFile
	E2
	NO/

TM
	0..1
	The required capability for the download files.

Sub-elements:

MIMETypeSet
	

	MIMETypeSet
	E3
	NO/

TM
	0..N
	Assuming a download service consists of a set of files with different MIME types which together make up the service, the terminal must support all of these MIME types in order to be able to present the service to the user.

A MIMETypeSet lists all these MIME types. If a terminal does not support one or more of the MIME types, it will probably not be able to present the service. 

Sub-elements:

Type
	

	Type
	E4
	NO/

TM
	0..N
	One MIME type in the MIMETypeSet. The format of this string SHALL follow the Content-type syntax in [RFC 2045]. 

Contains the following attributes:

Codec
	string

	Codec
	A
	NO/

TM
	0..1
	The codec parameters for the associated MIME Media type. If the file's MIME type definition specifies mandatory parameters, these MUST be included in this string. Optional parameters containing information that can be used to determine as to whether the terminal can make use of the file SHOULD be included in the string. One example of the parameters defined for audio/3GPP, audio/3GPP2, video/3GPP, video/3GPP2 is specified in [RFC4281].
	string

	BandwidthRequirement
	E1
	NO/
TM
	0..1
	Specification of required network bandwidth to access described in this fragment;

A broadcast service can include multiple accessible streams (same content) with different bandwidth, so that the terminal can make a choice depending on its current reception condition.
	integer

	ServiceClass
	E1
	NM/

TM
	1..N
	The ServiceClass identifies the class of service. This identification is more detailed than the type attribute in the service fragment and allows the association of service / access combination to specific applications.
	string

	PreviewDataIDRef
	E1
	NO/
TM
	0..N
	Reference to the PreviewData fragment which specifies an icon, pictogramme, animation or audio.
Attribute:

usage 
	anyURI

	usage
	A
	NM/
TM
	1
	Possible values: 

0.   unspecified

1. background

2. icon/logo

3. poster

4. trailer
5. barker

6. service/channel zapping

7-127. reserved for future use
128 -255. reserved for proprietary use

Note: only usage = 6 (service/channel zapping) is the valid value when the preview data is associated with Access fragment.  
	unsignedByte (8bit)

	NotificationReception
	E1
	NO/
TM
	0..1
	Reception information for Notification Messages.  

NotificationPort is mandatory because a designated UDP Port SHALL be used to deliver the notification message through an on-going session or the designated session while NotificationAddress is optionally used for the delivery of Notification Messages through the designated multicast or broadcast session.

Contains the following attributes:

NotificationPort

NotificationAddress
NotificationRequestURL

NotificationPollURL
	

	NotificationPort
	A
	NO/
TM
	0..1
	Service-specific Notification Message delivery UDP Port number.
	integer

	NotificationAddress
	A
	NO/
TM
	0..1
	Service-specific Notification Message delivery IP multicast address.

Note: if Notification Message is delivered over interaction channel, this attribute should be combined with NotificationPort
	string

	NotificationRequestURL
	A
	NO/
TM
	0..1
	URL through which the terminal can subscribe to service-specific Notification Messages.
	anyURI

	NotificationPollURL
	A
	NO/
TM
	0..1
	URL through which the terminal can poll service-specific Notification Messages.
	anyURI

	<proprietary elements/attributes>
	E1 or lower, A
	NO/
TO
	0..N
	Any number of proprietary or application-specific elements or attributes that are not defined in this specification.
	


Change 2: add a new application Scenario to explain the protection signaling in SG
Appendix D. Service Guide Application Scenarios (Informative)
D.4 Scenario of a broadcast streaming service protected by multiple Key Management Systems
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Legend:

SvcPro = “ServiceProtection” attribute

KMS = “KeyManagementSystem” element

ProType = “protectionType” attribute
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TBKID = “TerminalBindingKeyID” element
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Access 1

KMS:

KMSType: 0 (oma-bcast-drm-pki)

ProType: 0 (CP)

       RIURI: www.ri.bcast.org/ri_01

KMS:

KMSType: 1 (oma-bcast-gba_u-mbms)

ProType: 2 (SP&CP)

       RIURI: www.ri.bcast.org/ri_03

TBKID: 01

    RIURI: www.ri.bcast.org/ri_02 (to acquire

    TBK)

KMS:

 KMSType: 2 (oma-bcast-gba_me-mbms)

ProType: 1 (SP)

       RIURI: www.ri.bcast.org/ri_04

SvcPro: true

SvcPro: true

RIURI: www.ri.bcast.org/ri_01 RIURI: www.ri.bcast.org/ri_01

RIURI: www.ri.bcast.org/ri_03

RIURI: www.ri.bcast.org/ri_04

PurchaseChannel 5

RIURI: www.ri.bcast.org/ri_01

Access 3

KMS:

KMSType: 3 (oma-bcast-prov-bcmcs)

ProType: 2 (SP&CP)

       RIURI: www.ri.bcast.org/ri_01


Figure XX :  Use of SG to signal service and content protection information

This application scenario describes how the service and content protection information of a broadcast service protected by multiple Key Management Systems (KMS) is signalled using the Service Guide.
As shown in the above Figure XX, to access Service 1 there are three access channels specified by three Access fragments, Access 1, Access 2 and Access 3, for each of which different KMS are used. The KMS related information is signalled by “KeyManagementSystem” element in the Access fragment. From the linkage between the Service fragment and the Access fragments, the terminal can easily find out by how many and what exact KMSs a specific service is protected.
In this example, the KMS type of Access 1 is “oma-bcast-drm-pki”, the protection type used with this KMS is Content Protection, the Rights Issuer URI to acquire SEK/PEK is “www.ri.bcast.org/ri_01”. 
The KMS type of Access 2 is “oma-bcast-prov-bcmcs”, the protection type used with this KMS is Service and Content Protection, its Rights Issuer URI to acquire SEK/PEK is also “www.ri.bcast.org/ri_01” which is shared with KMS “oma-bcast-drm-pki”. That means one Rights Issuer can support more than one KMS. 

For Access 3 two types of KMS are supported; one is “oma-bcast-gba_u-mbms”, the other is “oma-bcast-gba_me-mbms”. The ProtectionType of the former one is Service and Content Protection and that of the latter one is Service Protection only, the Rights Issuer URIs are “www.ri.bcast.org/ri_03” and “www.ri.bcast.org/ri_04” respectively. In former KMS, Terminal Binding Key (TBK) is used to bind the broadcast service to valid terminals for content protection and the identifier of the TBK is signalled for this KMS as “TerminalBindingKeyID” element. Because the Rights Issuer to acquire the TBK is different from the one to acquire the SEK/PEK, a separate RightsIssuerURI is specified under “TerminalBindingKeyID” element. However in some other cases the same Rights Issuer is used to provide both PEK/SEK and TBK, the “RightsIssuerURI” attribute under “TerminalBindingKeyID” element then will not be present. Please also note TBK only applies to the Smartcard profile using (U)SIM for content protection; it does not apply to the DRM profile and also does not apply to the Smartcard profile using (R-)UIM/CSIM.
As illustrated by the scenario above, the detailed KMS information is mainly described in Access fragment which is associated with the service being protected using that KMS. Additionally, to indicate to the users this is a protected service the “ServiceProtection” attribute in the associated Service fragment is set to “true”. One or multiple services are bundled to a purchase item which can be purchased by the users via corresponding purchase channels. To indicate the terminal which Rights Issuer is associated with the BSM managing the selected purchase channel, a “RightsIsserURI” attribute may also be signalled in the PurchaseChannel fragment as shown in Figure XX.
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