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1 Reason for Change

Consistency review comment SG356 from Qualcomm states that, as currently specified, ServiceProtection doesn’t allow for the possibility that a Service may contain some unprotected components, i.e. some constituent content items are service protection encrypted while others are not.  This CR proposes the resolution for that comment.  Here, it is proposed that individual content items comprising the service be marked as service protection encrypted or unencrypted.  Depending on a BCAST terminal’s capabilities, such solution would provide the device user interface designers the necessary information and greater freedom, in devising the screen display on the nature of service protection among service components.
R01:

During the 31 Aug conference call discussion, several companies did not agree with the proposed change in Doc-737.  The issues cited were: a) significant changes would be incurred to the SG as result of Doc-737 and b) if this solution is adopted, cross referencing would occur between Service and Content fragments, which may lead to implementation inconsistency problems.  It was also mentioned by others that the existing Access fragment may already have the ability to point to specific content items within a service, via the alternative reference of Access to Schedule fragment, and hence the existing SG can already handle the problem addressed in SG356.  Also, Panasonic indicated that proper interpretation of the ServiceProtection attribute of Service for display purposes is not important, since it is “low priority” feature, being marked as NO/TO.
In this revision, an alternative and very simple solution is proposed.  Taking advantage of the fact that the Access fragment can either reference the Service or Schedule fragment, the description of its top level “ServiceProtection” attribute can be modified to indicate that either the service, or content item (by way of the associated Schedule to Access) associated with the Access fragment is service protected or not.  In addition, the description of this attribute should be extended to indicate its possible use for presentation purpose to users.
R02:

This revisions updates the previous version for alignment with the modifications to Access fragment regarding protection signaling.  It is based on the proposed structure of the Access fragment pertaining to protection signaling shown in Doc-767.  The proposed change in this CR is the additional text description for the “ProtectionType” attribute regarding its use for presentation purpose to users, to indicate whether the referenced content is service protection encrypted or not.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and incorporate the proposed change into the SG TS.

6 Detailed Change Proposal

Change 1:  Modified description of “ServiceProtection” attribute of Access fragment, based on structure of Access proposed in Doc-767.
5.1.2.4 Access

An access fragment describes to the terminal how it can access a service during the lifespan of the access fragment.
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	Access
	E
	
	
	Access fragment

Contains the following attributes:

id
version
validFrom
validTo



Contains the following sub-elements:

AccessType

ServiceAccessNotificationURL

KeyManagementSystem
ServiceIDRef

ScheduleReference

UsageInfo

AlternativeAccessURL

TerminalCapabilityRequirement

BandwidthRequirement

ServiceClass

PreviewDataIDRef

NotificationReception
	

	…
	…
	…
	…
	…
	…

	KeyManagementSystem
	E1
	NO/

TM
	0..N
	Information on the Key Management System (KMS)  in operation with the broadcast services associated with this Access fragment, its offered Service and/or Content protection capabilities (if any), and encryption mechanisms employed (if any) to secure the content.  In the case of GBA, indication is provided on whether GBA_U is mandatory or whether either GBA_ME or GBA_U can be used.  The KMS can contact the Rights Issuer in the course of providing Content protection.
Note that the Rights Issuer can support more than one KMS.

If KeyManagementSystem is not specified, it means no protection is applied.

Contains the following Attributes:

KMSType

ProtectionType

RightsIssuerURI
Contains the following elements:

ConsumptionRule

EncryptionType

TerminalBindingKeyID


	

	KMSType
	A
	NM/

TM
	1
	Identifies the type of Key Management System(s)(KMS). Possible values:

0. oma-bcast-drm-pki  

Indicates OMA DRM PKI (Public Key Infrastructure)

1. oma-bcast-gba_u-mbms
Indicates GBA_U 3GPP MBMS SKI (Symmetric Key Infrastructure)

2. oma-bcast-gba_me-mbms
Indicates GBA_ME 3GPP MBMS SKI i.e. either GBA_ME or GBA_U can be used

3. oma-bcast-prov-bcmcs 

Indicates provisioned 3GPP2 BCMCS SKI

4 -127 Reserved for future use

128 – 255 Reserved for proprietary use
	unsignedByte

	ProtectionType
	A
	NM/

TM
	1
	Specifies the protection type offered by the KMS.

Values:
0 :         No Service protection or Content protection
1 :
Content protection only

2 :
Service protection only 
3 :
Both Content protection and Service Protection 
4 – 127  Reserved for future use

128 – 255 Reserved for proprietary use
This attribute may be used for presentation purpose to users, to indicate whether the content item(s), associated with the referenced Schedule by this Access fragment, is service protection encrypted or not.
	unsignedByte (8 bits)

	RightsIssuerURI
	A
	NM/

TM
	1
	Specifies the Rights Issuer URI
	anyURI

	ConsumptionRule
	E2
	NO/

TM
	0..1
	Identification of the consumption rule associated with content protection.

Defined values:

0:  Explicitly defined by Rights Objects.

(maps to STKM protection_after_reception = 0x00 [BCAST10-ServContProt])

1:  Defined by Rights Objects with implicit rendering permitted.

(maps to STKM protection_after_reception = 0x01 [BCAST10-ServContProt])

2:  Render and recording playback only.

(maps to STKM protection_after_reception = 0x02 [BCAST10-ServContProt])

3:  No content protection is provided.

(maps to STKM protection_after_reception = 0x03 [BCAST10-ServContProt])

4 – 127:  Reserved for future use

128 – 255:  Reserved for proprietary use
Note:  This element SHALL be present when ProtectionType value is 1 or 3. Absence of this element implies that content protection is not provided by the KMS.
	unsignedByte (8 bits)

	EncryptionType
	E2
	NO/

TM
	0..1
	Identifier for the encryption mechanism provided by this KMS, used in either service protection or content protection.

Defined values:

0:  none 

1:  ISMACryp

2:  IPsec

3:  SRTP

4 – 127:  Reserved for future use

128 – 255:  Reserved for proprietary use
Note: This element SHALL be present when encryption is applied to the service/content.  Absence of this element implies that encryption is not applied.
	unsignedByte (8 bits)

	TerminalBindingKeyID
	E2
	NO/

TO
	0..1
	Number identifying the Terminal Binding Key ID (TBK ID) that is needed to access the service.

If the element is absent, no TerminalBindingKey is used.

This element is TM for terminals with the Smartcard profile using (U)SIM for content protection.

It does not apply to the DRM profile or the Smartcard Profile using (R-)UIM/CSIM.

Contains the following optional attribute:

RightsIssuerURI
	int (32 bits)

	RightsIssuerURI
	A
	NO/
TM
	0..1
	Specifies the RightsIssuer URI for the TerminalBindingKey. 

If the attribute is not present the same RightsIssuerURI indicated for KeyManagementSystem is used to acquire both SEK / PEK and TerminalBindingKey
	anyURI

	…
	…
	…
	…
	…
	…
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