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Change Request

	Title:
	SCR tables for XBS document 
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA BCAST

	Doc to Change:
	OMA-TS-DRM-XBS-V1_0-20060321-D

	Submission Date:
	11 Nov 2006

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Frank Hartung, Ericsson, Frank.Hartung@ericsson.com 

	Replaces:
	Previous versions of the CR


1 Reason for Change

	DX044
	
	N
	Appendix C
	Source: Orange

From: <INP doc, mtg, confcall

Comment:

Where are the SCR tables?

Proposed Resolution:
	Status: Closed

same comment as DX047;




	DX047
	2006.05.24
	
	Appendix C
	Source: Ericsson

From: OMA-BCAST-2006-0539

Comment:

The XBS document does not contain any static conformance requirements.

Proposed Resolution:

Add static conformance requirements
	Status: OPEN
AP Frank: write Static Conformance Table



	ER023
	2006.05.24
	
	9
	Source: Ericsson

From: OMA-BCAST-2006-0542

Comment:

SCR tables not complete since no XBS SCR tables are provided yet
Proposed Resolution:

Update and complete the  SCR table; introduce device classes for better structure
	Status: OPEN

Editor: pending until XBS SCR tables available. Input needed



This CR proposed two things:

1. SCR tables for XBS document, following normative statements in the XBS specification

2. Definition of two types of XBS servers for deployments with Interactive Devices and Broadcast Devices, respectively. Reason: XBS contains many functions that would not be needed in XBS deployments serving Interactive Devices.
.
Change in R01: corrected typo in first line of server and client tables
There was a comment in the discussion of 784 that mixed-mode devices need to be considered. That will be done when the definition of Mixed-Mode Device is agreed.

Changed in R02: incorporated comments by Philips:

1. A general question. First an example  Section 5 is mentioned, but no subsections of 5.  Section 6 is mentioned but also 6.1 and 6.1.1, etc. So what does a listing of a section mean in 'Reference'?  Does it mean the whole section including sub-sections, or just the part until the first sub-section?

· Answer: The following note has been added before the tables: “Note: Section numbers in the Reference column includes only those sub-sections that are not specifically referenced in other Items.”
· [JB R03] OK

2. DRM-XBS-C-010 on section 6.1.4 is optional for broadcast devices (and mixed-mode), but it is not applicable to interactive devices. How does one state this in the conformance table?

· Answer: No action required, it is optional for all devices.
· [JB R03] OK

3. C-022: the SAVE permission is in my view optional to implement for all types of devices. I am not sure whether this is stated correctly in the table. Depends on the answer to my question 2.

· Answer: Right. Status for DRM-XBS-C-022 changed from “M” to “O”
· [JB R03] OK

4. Token support is in my view optional for all three types of devices (C-023, 024 en 025) However, when a device does implement it, all three of 023, 024 and 025 must be implemented. I am not sure whether this is stated correctly in the table. Depends on the answer to my question 2.

· Answer: Changed 023 to cover whole token/usage metering section, 024 and 025 become obsolete
· [JB R03] OK

5. I guess section 9.3.3 is mandatory to implement for broadcast devices. 

· Answer: here is no normative statement at all in section 9, no change needed. Mandatory/optional status is by reference from other sections.
· [JB R03] Section 9.3.3 is necessary for the correct decryption of BCROs by devices. I will make a CR that introduces normative text here. Do you agree?
· Answer: No. I believe that would be done by reference. Currently I did not find a normative reference to 9.3.3. Can you show where there is one ?
6. Section 10 is also mandatory for interactive and mixed-mode devices. 
· Answer: Right. Made DRM-XBS-C-027 mandatory for all devices and thus removed from dependencies for broadcast devices
· [JB R03] OK

7. Section 11 is mandatory for broadcast and mixed-mode devices. 

· Answer: Section 11 refers not to devices but RIs=servers.
· [JB R03] There is normative text in this section for devices and I think you agreed to add 11 to the SCR.

· Answer: Done by referencing section 11.11 which summarizes the normative statements. 
8. C030, section 12.4. In my view this is optional. But section 12.4 will be moved anyway. 

· To be discussed 
· [JB R03] OK
9. A.3.1 and A.3.2 are mandatory for broadcast and mixed-mode devices. 

· Answer: There is no normative statement at all in section A.3, no change needed. Mandatory/optional status is by reference from other sections.

· [JB R03] A.3.1 and A.3.2 are both referenced in both 6.1.1.2 Unique Device Number (UDN) protocol and 6.1.2.1 Theory of operation, using normative language, so I guess this makes A.3.1 and A.3.2 mandatory for broadcast and mixed-mode devices. Do you agree?
· Answer: No, the references do not use normative language and seem even informative (“Please refer to appendix A.3.2 for an explanation of the algorithm”, “Please refer to A.3.1 for an explanation of the algorithm”, “The checksum algorithm used is the UDN checksum, see section A.3.2”). Thus I still believe mentioning in the SCR table is not appropriate.
10. A.5 is required information for broadcast and mixed-mode devices. 

· Answer: There is no normative statement at all in section A.5, no change needed. Mandatory/optional status is by reference from other sections

· [JB R03] Similar to 9, so I guess OK.
· Answer: No reference at all to A.5, thus no reason to include it into SCR tables.
11. A.6 is mandatory for broadcast and mixed-mode devices. 

· Answer: There is no normative statement at all in section A.6, no change needed. Mandatory/optional status is by reference from other sections

· [JB R03] Similar to 9, so I guess OK.
· Answer: No, the references do not use normative language and seem even informative (“. The signature will apply to the implementation guidelines of PCKS#1, as outlined in A.6”, “Hash the result under implementation guidelines of [PKCS#1]. Please refer to section A.6” and similar).Thus I still believe mentioning in the SCR table is not appropriate.
12. A.10 is mandatory for broadcast and mixed-mode devices. some parts apply to interactive devices.

· Answer: here is no normative statement at all in section A.10, no change needed. Mandatory/optional status is by reference from other sections
· [JB R03] There is no reference to this section it seems. I will make a CR that introduces normative text here. Do you agree?
· Answer: No, there should be no normative language only to make some parts of the spec mandatory that are not otherwise. Mandatoryness should be based on requirements and group consensus.
Also changed in R02:

· Added Mixed-Mode Devices as per agreement of BCAST-2006-0762R02

To be changed by editor upon agreement:

Re-assign numbers since DRM-XBS-C-new1 was inserted
Changed in R03:
· Considered comments given f2f in Athens:

1. Token handling on servers should be optional if it is optional on devices
· Answer: Done in SCR table; requires possibly CR on XBS spec
2. Check reference to 9.3.3.
· Answer: don’t understand the comment; 9.3.3. is not referenced and 9.3.3. does not contain normative statements.
3. Section 11 is also on devices
· Answer: Done, by adding 11.11
4. 12.4 may be moved by CR, check CR 763 from Orange
· Answer: must be a mistake, 0763 is an agenda document,
5. C-031 should be optional
· Answer: changed to “O”
6. “S-27” is incorrectly labelled “C-027”
· Answer: corrected
· Inserted further comments given by John over email above in section on R02 (marked [JB R03])
· Inserted comments from Merce and answers/dispositions:

1. Editorial: In the text before both tables, change "includes" to "include"
· Answer: Done
2. Editorial: In DRM-XBS-C-002 and DRM-XBS-C-003, capitalize Device as it is a definition
· Answer: Done
3. In DRM-XBS-C-019, change "Binary messages" (too vague)  to "Binary domain messages"
· Answer: Done
4. DRM-XBS-C-031 should refer to section "A.12.2"
· Answer: Token management by devices was duplicate, removed DRM-XBS-C-031 and kept -037
5. I would remove DRM-XBS-C-005 and DRM-XBS-S-005 as they are too general and all subsections of 6 are included anyway afterwards
· Answer: No, not all subsections are included afterwards.
6. I thought DRM-XBS-C-031 "Token management by devices" was optional for devices. I have seen in the text, that there are some "SHALLs" that make it mandatory. In my opinion, the text in A.12.2 should be rewritten as follows: "If a Device supports Token management, each RI context......" etc. I know it is out of scope of your CR, but what is your opinion?
· Answer: Agree. I also think a CR on A.12.2 needed.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is proposed apply the suggested changes into the affected BCAST TSs.
6 Detailed Change Proposal

For information on how to generate SCR tables see http://www.openmobilealliance.org/ftp/IOP/ID/04/OMA-IOP-2004-0206R03-SCR_Creation_Tutorial.zip

Change 1:  (optional)Brief description of specific change

Appendix C. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

C.1 SCR for XBS Clients

Note: Section numbers in the Reference column include only those sub-sections that are not specifically referenced in other Items.
	Item
	Function
	Reference
	Status
	Requirement

	DRM-XBS-C-001
	XBS client
	1
	M
	DRM-XBS-C-002 OR 

DRM-XBS-C-003 OR
DRM-XBS-C-new1

	DRM-XBS-C-002
	Interactive Device
	3.2
	O
	DRM-XBS-C-021 AND
DRM-XBS-C-025

	DRM-XBS-C-003
	Broadcast Device
	3.2
	O
	DRM-XBS-C-004 AND
DRM-XBS-C-005 AND

DRM-XBS-C-006 AND

DRM-XBS-C-011 AND
DRM-XBS-C-016 AND

DRM-XBS-C-017 AND

DRM-XBS-C-020 AND
DRM-XBS-C-new2 AND
DRM-XBS-C-033 AND

DRM-XBS-C-034 AND

DRM-XBS-C-035 AND
DRM-XBS-C-036 AND

DRM-XBS-C-037

	DRM-XBS-C-new1
	Mixed-Mode Device
	3.2
	O
	DRM-XBS-C-002 AND

DRM-XBS-C-003

	DRM-XBS-C-004
	Authentication on traffic layer, key stream layer and rights management layer
	5
	O
	

	DRM-XBS-C-005
	Broadcast Device and Domain Management
	6
	O
	

	DRM-XBS-C-006
	Device Registration
	6.1
	O
	DRM-XBS-C-007 AND
DRM-XBS-C-008 AND

DRM-XBS-C-009

	DRM-XBS-C-007
	Offline notification of detailed device data
	6.1.1
	O
	

	DRM-XBS-C-008
	Offline notification of short device data
	6.1.2
	O
	

	DRM-XBS-C-009
	Broadcast registration
	6.1.3
	O
	

	DRM-XBS-C-010
	On-line Registration for broadcast devices
	6.1.4
	O
	

	DRM-XBS-C-011
	Inform Registered Device Protocol
	6.2
	O
	DRM-XBS-C-012 AND
DRM-XBS-C-013 AND

DRM-XBS-C-014 AND

DRM-XBS-C-015 AND

	DRM-XBS-C-012
	Update RI certificate
	6.2.2
	O
	

	DRM-XBS-C-013
	Update DRM time
	6.2.3
	O
	

	DRM-XBS-C-014
	Update contact number
	6.2.4
	O
	

	DRM-XBS-C-015
	Force re-registration
	6.2.5
	O
	

	DRM-XBS-C-016

	Binary messages for token handling
	6.3.4
	O
	

	DRM-XBS-C-017
	Domain Management
	6.4
	O
	DRM-XBS-C-018 AND
DRM-XBS-C-019

	DRM-XBS-C-018
	Domain joining and leaving
	6.4.1
	O
	

	DRM-XBS-C-019
	Binary Domain messages
	6.4.3
	O
	

	DRM-XBS-C-020
	Format of the Broadcast Rights Object
	7.2
	O
	

	DRM-XBS-C-021 
	Acquisition of Rights Objects over an Interaction Channel
	7.3
	O
	

	DRM-XBS-C-022 
	Save Permission
	7.4
	O
	

	DRM-XBS-C-023 
	Usage metering
	8
	O
	

	DRM-XBS-C-024 
	- void , to be removed -
	
	
	

	DRM-XBS-C-025 
	- void , to be removed -
	
	
	

	DRM-XBS-C-027
	Broadcast Support
	10
	M
	

	DRM-XBS-C-new2
	Rights Issuer services reception by Devices
	11.11
	O
	

	DRM-XBS-C-028
	PDCF structure
	12.1
	O
	

	DRM-XBS-C-029
	PDCF adaptation for key stream inclusion
	12.2
	O
	

	DRM-XBS-C-030
	Recording RTP streams
	12.4
	M
	

	DRM-XBS-C-031
	- void , to be removed -
	
	
	

	DRM-XBS-C-032
	Security Considerations
	A.2
	M
	

	DRM-XBS-C-033
	Status and Error Message Handling
	A.4
	O
	

	DRM-XBS-C-034
	Tag Length Format for keyset_block
	A.8
	O
	

	DRM-XBS-C-035
	Message tags
	A.9
	O
	

	DRM-XBS-C-036
	Authentication of the tokens_consumed field in the token consumption data
	A.11
	O
	

	DRM-XBS-C-037
	Token management by devices
	A.12.2
	O
	


C.2 SCR for XBS Servers

Note: Section numbers in the Reference column include only those sub-sections that are not specifically referenced in other Items.

	Item
	Function
	Reference
	Status
	Requirement

	DRM-XBS-S-001
	XBS Server
	1
	M
	DRM-XBS-S-002 OR 

DRM-XBS-S-003

	DRM-XBS-S-002
	XBS Server for Interactive device
	3.2
	O
	DRM-XBS-S-021 AND

DRM-XBS-S-024 AND

DRM-XBS-S-025

	DRM-XBS-S-003
	XBS Server for Broadcast device
	3.2
	O
	DRM-XBS-S-004 AND

DRM-XBS-S-005 AND

DRM-XBS-S-006 AND

DRM-XBS-S-011 AND

DRM-XBS-S-016 AND

DRM-XBS-S-017 AND

DRM-XBS-S-020 AND

DRM-XBS-S-026 AND

DRM-XBS-S-027 AND

DRM-XBS-S-029 AND

DRM-XBS-S-030 AND

DRM-XBS-S-031 AND

DRM-XBS-S-032

	DRM-XBS-S-004
	Authentication on traffic layer, key stream layer and rights management layer
	5
	O
	

	DRM-XBS-S-005
	Broadcast Device and Domain Management
	6
	O
	

	DRM-XBS-S-006
	Device Registration
	6.1
	O
	DRM-XBS-S-007 AND

DRM-XBS-S-008 AND

DRM-XBS-S-009

	DRM-XBS-S-007
	Offline notification of detailed device data
	6.1.1
	O
	

	DRM-XBS-S-008
	Offline notification of short device data
	6.1.2
	O
	

	DRM-XBS-S-009
	Broadcast registration
	6.1.3
	O
	

	DRM-XBS-S-010
	On-line Registration for broadcast devices
	6.1.4
	O
	

	DRM-XBS-S-011
	Inform Registered Device Protocol
	6.2
	O
	DRM-XBS-S-012 AND

DRM-XBS-S-013 AND

DRM-XBS-S-014 AND

DRM-XBS-S-015 AND

	DRM-XBS-S-012
	Update RI certificate
	6.2.2
	O
	

	DRM-XBS-S-013
	Update DRM time
	6.2.3
	O
	

	DRM-XBS-S-014
	Update contact number
	6.2.4
	O
	

	DRM-XBS-S-015
	Force re-registration
	6.2.5
	O
	

	DRM-XBS-S-016


	Binary messages for token handling
	6.3.4
	O
	

	DRM-XBS-S-017
	Domain Management
	6.4
	O
	DRM-XBS-S-018 AND

DRM-XBS-S-019

	DRM-XBS-S-018
	Domain joining and leaving
	6.4.1
	O
	

	DRM-XBS-S-019
	Binary messages
	6.4.3
	O
	

	DRM-XBS-S-020
	Format of the Broadcast Rights Object
	7.2
	O
	

	DRM-XBS-S-021 
	Acquisition of Rights Objects over an Interaction Channel
	7.3
	O
	

	DRM-XBS-S-022 
	Save Permission
	7.4
	M
	

	DRM-XBS-S-023 
	Additions to the OMA DRM 2.0 REL for Usage metering
	8.1
	M
	

	DRM-XBS-S-024 
	Extensions to ROAP to Issue Tokens
	8.2
	O
	

	DRM-XBS-S-025 
	Extensions for ROAP for Reporting
	8.3
	O
	

	DRM-XBS-S-026
	Broadcast Support
	10
	O
	

	DRM-XBS-S-027
	Rights Issuer Services
	11
	O
	

	DRM-XBS-S-028
	Security Considerations
	A.2
	M
	

	DRM-XBS-S-029
	Status and Error Message Handling
	A.4
	O
	

	DRM-XBS-S-030
	Tag Length Format for keyset_block
	A.8
	O
	

	DRM-XBS-S-031
	Message tags
	A.9
	O
	

	DRM-XBS-S-032
	Authentication of the tokens_consumed field in the token consumption data
	A.11
	O
	

	DRM-XBS-S-033
	Token management by RIs
	A.12.1
	O
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