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1 Reason for Change

There is an on-going discussion on the SP-4 interface and the mechanisms for exchanging KMS information (STKM and LTKM) between the BSM and BSD/A. This CR proposes a solution based on Simulcrypt. This specification defines the messages between CAS and MUX in DVB. It can be easily extended to the OMA BCAST case. In addition, this is part of DVB-IPDC, thus allows building on existing blocks for head-end architecture.

This CR provides the necessary extensions to DVB Simulcrypt to support the OMA BCAST specificities. It concentrates on the ECMG<->SCS and EMMG<->MUX interfaces defined in Simulcrypt as they are the ones mapping on SP-4 for STKM and LTKM exchanges.

These interfaces are proposed in addition to the already existing XML interfaces.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposal as described below.

6 Detailed Change Proposal

Change 1:  Add the following reference
[SIMULCRYPT] ETSI TS 103 197 (V1.5.1): Digital Video Broadcasting (DVB); Head-end implementation of DVB SimulCrypt

Change 2:  Add the following text to Section 14
14. Server Side Interfaces and Messages

Message flows can be found in the OMA BCAST AD [BCAST10-Architecture].

14.1 Interface SP-4

Interface SP-4 has three functions:

1) To deliver Service and Program key material from SP-M in the BSM to the SP-KD in the BSD/A for the service protection.
2) To deliver the LTKM and/or Registration key material from SP-M in the BSM to SP-KD in the BSD/A, for subsequent broadcast distribution of these data.
3) To deliver of the STKM’s from the BSM to the BSD/A.

A BSM that support service and/or content protection SHALL support Interface SP-4. A BSD/A that support service and/or content protection SHALL support Interface SP-4.
Two options are given for Interface SP-4 (one has to be chosen):

· Using DVB Simulcrypt based interfaces

· Using BCAST specific interfaces
14.1.1 Interface SP-4: Adaptation of DVB Simulcrypt head-end interfaces to the OMA BCAST Environment

This section defines the use of a DVB Simulcrypt interface for SP-4. All normative text below applies if interface SP-4 follows this section.
Simulcrypting, from a device perspective, means that signalling is available that allows the device to acquire the necessary information based on the supported Key Management Systems (KMS), either the DRM profile or the Smartcard profile. Such signalling is obtained from the Service Guide descriptors and/or the SDP. It also allows multiple Service Providers to generate STKMs and LTKMs i.e. multiple BSMs in the BCAST architecture.

At head-end side, supporting both profiles has implication on the architecture. The final data-cast shall include all necessary information and some data, such as the TEK, have to be shared among the various KMS to ensure well formed STKM. Simulcrypt also defines interfaces between various entities in the head-end. The original Simulcrpyt specifications are designed for DVB systems dealing with MPEG-2 TS (Transport Streams) in the defined DVB architecture, with encryption made on the MPEG-2 TS payload with DVB-CSA. Nevertheless, head-end interfaces are generic enough and can be used in the OMA BCAST context. This section describes how the DVB SimulCrypt head-end interfaces are adapted to the OMA BCAST environment, where the system is considering IP transport and encryption with IPSec, SRTP or ISMACryp.
Support of the following interfaces is MANDATORY.
14.1.1.1 Reference DVB Head-end Architecture

Figure 1 illustrates the DVB Head-end reference architecture as described in [SIMULCRYPT]. For further information on the Simulcrypt system in a DVB environment, refer to this specification.
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Figure 1: Reference DVB Head-end Architecture.

14.1.1.2 OMA BCAST Head-end Architecture and Interfaces

From Figure 1, the elements to take into account in the OMA BCAST head-end system architecture are (as described in [SIMULCRYPT]):

· SCS (SimulCrypt Synchroniser). The role of the Simulcrypt Synchronizer is to:

· Establish TCP connections with ECMGs (STKM generator) and setup one channel per connection;

· Setup streams within channels as needed and allocate ECM_stream_id values;

· Get the Control Words (TEK) from the CWG (TEK generator);

· Supply the CWs to the relevant ECMGs on the relevant streams, as well as any KMS specific information, if any.

· Acquire ECMs (STKM) from the ECMGs;

· Synchronize the ECMs (STKMs) with their associated Crypto periods according to channel parameters;

· Submit these ECMs (STKMs) to the multiplexer and request their repetition according to the channel parameters;

· Supply the CW (TEK) to the scrambler for use in the specified Crypto period.
· CWG (Control Word Generator - TEK generator). This component is responsible for generating control words used in scrambler initialization stream. The exact functionality of the Scrambler is implementer specific. The Control Word Generator shall be able to provide the SCS with control words.

· ECMG (Entitlement Control Message Generator). The ECMG shall receive CWs in a CW provision message as well as access criteria and shall reply with an ECM or an error message. The ECMG does not support ECM repetition. This corresponds to STKM generation in BCAST. 

· EMMG (Entitlement Management Message Generator). This component, supplied by the KMS system provider shall interface over a specified interface to the multiplexer. The EMMG initiates connections to the multiplexer. This corresponds to LTKM generation in BCAST.

Mapping on the OMA BCAST head-end architecture with these elements is shown in Figure 2.
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Figure 2: OMA BCAST head-end Architecture.
The interfaces between the different elements are then as follows. The reference architecture can be mapped to BCAST head-end architecture as follows:
1. Interface ECMG ( SCS SHALL be implemented according to [SIMULCRYPT], Section 5 and the modifications in this specification, Section 14.1.1.3.1.

2. Interface EMMG ( Multiplex MAY be implemented according to [SIMULCRYPT], Section 6 and the modifications in this specification, Section 14.1.1.3.2.
Any other interface is out of the scope of this specification and may be proprietary.

14.1.1.3 Adaptation of Simulcrypt interfaces to OMA BCAST

14.1.1.3.1 Interface ECMG ( SCS

This interface allows a KMS system to provide a SCS with ECMs under the control of this SCS. The following provides adaptations of some parameters on this interface. The combination Super_CAS_id + ECM_id identifies uniquely an STKM stream in the whole system.
The Super_CAS_id is a 4-byte identifier that uniquely identifies a KMS system provider and BSM. The first 2 bytes of the Super-CAS_id for the DRM Profile are 0x01. The first 2 bytes of the Super_CAS_id for the Smartcard Profile are 0x02. The last 2 bytes are defined by the user. (as an example, they can allow to identify the “serviceprovider”)
The ECM_id is a 2-byte identifier internal to a given ECMG. It is used by the MUX to map the ECM to the correct IP address and port.

The ECM_datagram format is extended and can also be formatted as STKM. As a consequence, the section_TSpkt_flag is extended to:

	0x00
	The ECMs carried on the interface are in MPEG-2 section format.

	0x01
	The ECMs carried on the interface are in MPEG-2 transport stream packet format, all TS packets shall be 188 byte long, any other payload length being considered as an error; it is the head-end's responsibility to fill the PID field in TS packet header.

	0x02
	The ECMs carried on the interface are in STKM message format as defined for the DRM profile or the Smartcard profile.

	All other values are DVB reserved.


14.1.1.3.2 Interface EMMG ( Multiplex

This interface allows a BSM to provide a Multiplex with EMMs (LTKMs) under the control of the BSM. The combination {data_type + client_id + data_id} identifies uniquely this new STKM data stream in the whole system.
The data_type is equal to 0x00, i.e. for EMM data which is equivalent to LTKM in OMA BCAST.

The client_id is a 4-byte identifier uniquely identifying a BSM. The first 2 bytes of the client_id for the DRM Profile are 0x01. The first 2 bytes of the client _id for the Smartcard Profile are 0x02. The last 2 bytes are defined by the user.
The data_id is a 2-byte identifier correspond to the ECM_id for the ECMG, i.e. it is an internal identifier to the EMMG allowing the MUX to map the EMM (LTKM) to a given IP address and port.

The datagram format is extended and can also be formatted as LTKM. As a consequence, the section_TSpkt_flag is extended to:

	0x00
	The EMMs or private datagrams are in MPEG-2 section format.

	0x01
	The EMMs or private datagrams are in MPEG-2 transport stream packet format; all TS packets shall be 188 byte long, any other payload length being considered as an error; it is the head-end's responsibility to fill the PID field in TS packet header.

	0x02
	The EMMs carried on the interface are in LTKM message format as defined for the DRM profile or the Smartcard profile.

	All other values are DVB reserved.


14.1.2 BCAST specific interface

This section defines a BCAST specific interface that is not compatible with the DVB Simulcrypt interface described above. All normative text below applies if interface SP-4 follows this section.
14.1.1.4 Protocol Stacks

The following protocol stack SHALL be used for messages between the BSD/A and the BSM connected via interface SP-4.
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Figure 23 – Protocol Stack for SP-4-1
HTTPS SHALL be used to secure the interface between the BSD/A the BSM. All the messages defined over the SP‑4 interface are XML documents. The XML schema definition is specified in Appendix [TDB]
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