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1 Reason for Change

This CR is a proposal for solving review comment:

	DX184
	
	Y
	A.13.4
	Source: Aram Perez, QUALCOMM

Form: OMA-BCAST-2006-0xxx

Comment:

This section appears to be a repeat of section A.8.4 (even same section title).

Proposed resolution:

Remove one of the sections.
	Status: OPEN

Related to comment DX075 


on OMA-TS-DRM-XBS-V1_0-20060321-D
A.13.4 and A.8.4 are very similar. But:

· A.8.4 is about the numbering of fixed and flexible sunscriber groups.
· A.13.4 is about the numbering of the OFT, while A.13 is general for BCROs.
·  This CR proposes to delete A.8.4 and make A.13.4 about numbering in general.
2 Impact on Backward Compatibility

This CR has no impact on backwards compatibility

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are kindly asked to agree with the indicated changes in 6.

6 Detailed Change Proposal

Change 1

NOTE TO EDITOR: this change is a deletion, see tracked deletion!






Change 2

A.13.4
Efficient and secure BCRO delivery

In this specification, there are 3 ways specified to deliver BCROs efficiently and securely.
· Using fixed subscriber groups, see section 10.3, Confidentiality of Message Content.

· Using flexible subscriber groups, see section 10.3, Confidentiality of Message Content.

· Using OSF, see section A.13.4.1.

A.13.4.1 BCRO delivery using OSF
Figure 36: The numbering of nodes in an OFT
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This scheme is optional to implement or support in the network and optional to implement or support in the terminal.

In the figure, d1 has the ID 000, d2 001, d3, 010, d4 011, d5 100, d6 101, d7 110, and finally d8 111.  We define that all subscribers, whether currently members (defined as subscribers receiving current BCROs) or not, are part of the key tree as illustrated in the figure.  In the simplest case, all the keys in the system are derived independently (i.e., random keys) by the group key manager.

The goal is to distribute the group key to the current membership among all the subscribers of the group.  The BCRO itself is delivered protected with the group key.

To illustrate group key delivery, consider if d3 and d4 unsubscribe, the group key is sent encrypted with the intermediate keys, commonly known as key encryption keys (KEKs) K-00, and K-1.  If d1 and d4 unsubscribe in another instance, the group key is sent encrypted with K-001, K010, and K-1.  This method is similar to OFT[OFT] and the complete subtree method defined by Naor et. al [Naor02].  The key list to encrypt the group key is the keys of the siblings of the keys in the path to the root of the unsubscribing members [OFT,Naor02].

The total number of keys in the system is 2n-2, and that includes the device keys as well as the intermediate keys.  Each subscriber receives log(n) keys.  For group key delivery, the complexity is as follows: if a single member unsubscribes, the group key can be delivered encrypted with at most log(n) KEKs.  The worst case is when n/2 members unsubscribe (or need to be eliminated), one from each of the subtrees just above the leaf-level.  In most cases, the cost is a small multiple of log(n).

Note that any combinations of members can be removed from the tree without any risk of collusion.  Combining all the eliminated members’ keys does not yield the other keys.

[Naor02] M. Naor et. al., “Revocation and tracing schemes for stateless receivers,” June 2002.

[OFT] Sherman, A.T.; McGrew, D.A., “Key establishment in large dynamic groups using one-way function trees,”
IEEE Transactions on Software Engineering, Volume 29, Issue 5, May 2003. Page(s):444 – 458.










�Thisfigure caption is not in the ‘old’ XBS doc, but proposed by an other, already accepted CR and is present in the interim spec. It would have been easier to make this CR based on the interim spec ;-)
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