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1 Reason for Change

BCAST has adopted a set of encrypt protocols (namely: IPSec, SRTP and ISMACryp), which are used for encrypting the service/content. For SC Profile, the key delivery is described in section 6.4 (“Layer 4: Short Term Key Message - STKM”).

· For SRTP keys, the 3GPP specified method is used.

· For ISMACryp keys, the key delivery is specified in section 6.4.1.2 (“OMA BCAST STKMs and encryption protocols”).

· For IPSec Security Associations, the section 6.4.1.2 only states “TBD”, and therefore the use of IPSec with SC Profile is currently not specified.

This CR introduces the missing text into the section 6.4.1.2, to specify the delivery of IPSec SAs over MIKEY. Effectively this specifies how IPSec can be used with the SC Profile.
The use of DRM Profile speficied key derivation algorithm is required to enable simulcrypting of SC Profile and DRM Profile, when IPSec is used.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

BCAST specifications (particularly including XBS and Adaptation specifications) may require updating, when they state that SC Profile doesn’t support IPSec. 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is asked to agree on the below introduced addition into the BCAST SPCP document.
6 Detailed Change Proposal

6.4.1.2 OMA BCAST STKMs and encryption protocols

STKM can be sent over UDP. It is possible to multiplex STKM/UDP with FLUTE packets (on the same IP transport address but on a separate IP port – refer to section ‎10.2 on how this is signaled)

Alternatively, the STKM can be delivered as a separate object inside the FLUTE session and having its own FDT entry. This allows STKM delivery to benefit from the reliability enhancing mechanisms offered by FLUTE.

Note: The MIME type of the STKM is TBD.
SRTP

3GPP MBMS is designed for SRTP encryption, hence the OMA BCAST MIKEY message defined above is compatible with SRTP. SRTP encryption SHALL be indicated by the traffic_protection_protocol value in the BCAST STKM.

ISMACRYP

For content encryption, this SHALL also be signaled by traffic_protection_protocol value in the BCAST STKM. The Key Indicator sent in the OMADRMAUHeader SHALL correspond to the MTK ID sent in the MBMS extension payload. The TEK SHALL be transported as for SRTP, in the KEMAC field. Note: unlike SRTP, the key indicator SHALL NOT be MSK ID || MTK ID.
IPSec

IPsec encryption SHALL be signaled by traffic_protection_protocol value in the BCAST STKM. The SPI sent in IPsec packet SHALL correspond to the Key Number part of MSK ID and MTK ID (totally 4 bytes) sent on the MBMS extension payload, thus SPI = (MSK ID Key Number Part || MTK ID).

Note: unlike SRTP, the key indicator SHALL NOT be MSK ID || MTK ID.
The MTK SHALL be transported in the KEMAC field. How MTK encryption key (16 bytes) and MTK authentication key (20 bytes) are to be derived in the ME is specified by MIKEY ([RFC3830]), section 4.1.3. The MTK encryption key is used as TEK, and the first 16 bytes of the MTK authentication key is used as TAS from which the TAK (20 bytes) is derived using key derivation algorithm as described in Section ‎5.5.4. No salt is used
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