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1 Reason for Change

The 4-layer key hierarchy is applicable to both stream delivery and file download services, but as currently written, the SPCP spec suggests it is only applicable for the former.  This CR proposes reorganization of Section 4 to make the 4-layer model applicable to both delivery types.
In addition, although not shown in this CR, the remaining sub-sections of Section 4 should be re-numbered due to the changes proposed in this document.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree and incorporate the proposed changes to the SPCP spec.
6 Detailed Change Proposal

Change 1:  Reorganization of Section 4 regarding 4-layer key model
i. The 4-Layer Model
4.3 
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Figure 1 – Protection via the 4-Layer Model
4.3.1 
As illustrated in Figure 1, the solution is based on a 4-layer model key management architecture, with an optional optimisation to provide both secure subscription and pay-per-view purchase options for a single service.  Traffic Encryption Keys (TEKs) are applied to the actual content (Layer 4) following different mechanisms depending on the actual encryption method used.

The TEKs are themselves sent encrypted by a Service or Program Encryption Key (SEK/PEK). These messages carrying TEKs are called Short Term Key messages (STKMs).  STKMs are distributed over the same channels used by the corresponding content.  The TEKs may optionally be encrypted with a Terminal Binding Key (TBK) before being encrypted by the SEK/PEK, to provide for terminal binding.

STKMs MAY contain two types of key hierarchy. Separate SEK and PEK keys can have different lifetimes and can be used to provide, for a single service, different granularities of purchase periods to different customers. This allows for the efficient implementation of both subscription and pay-per-view business models for the same service. Pay-per-view customers are provided with a PEK that is only valid for a single program while subscribers would be provided with a SEK, valid for reception of the service for some longer period.  For the DRM Profile, within the Short Term Key message, the TEK is encrypted with a PEK, and the PEK is also carried, encrypted with the SEK. Thus, pay-per-view subscribers can directly decrypt the TEK, while subscribers can decrypt the PEK by using the SEK, which can then be used to decrypt the TEK.

STKMs contain content IDs for the program or service. Devices use this ID to identify which Long Term Key message (LTKM) to use for decryption of Short Term Key messages.  The LTKMs are delivered over the broadcast or interactive channel and carry SEK or PEK.  LTKMs also contain a flag indicating whether or not a TBK is used.

Where the service and program functionality differentiation is not required or supported, the TEK can be directly encrypted with either the SEK or the PEK, and the service-key-encrypted program key can be omitted.

For the Smartcard Profile key management, the two types of key hierarchy handled by the STKM delivery message have been omitted. For more details, please refer to Section Error! Reference source not found..
Depending on the key management profile (DRM Profile or Smartcard Profile), either the Rights Encryption Key (REK) or the Subscriber Management Key (SMK) is used to protect the LTKM delivery. The key material (REK or SMK) and meta-data are acquired during the registration phase.

Cryptographic keys introduced by the 4-layer model SHALL be stored securely within a secure storage entity to guarantee the access control, the confidentiality and the integrity of the sensitive data and SHALL never be exposed outside of the secure storage.

Only the TEK among cryptographic keys MAY be allowed to be exposed outside the secure storage upon request from authorized applications.

Overview of Operations for Streaming of Content
Streaming can be done with content coming either from a live source or from a file. Protection of streamed content can be done using service protection or content protection. Both protection mechanisms use the 4-layer model of Figure 1.
4.3.2 Streaming Using Service Protection
For service protection, encryption is carried out using the AES algorithm with 128 bit symmetric traffic keys.  TEKs are retrieved from the secure storage entity and are applied:

· as part of standard IPsec security associations (SAs), or 

· as an SRTP master key, from which the session key is derived as per SRTP specification, or

· directly to encrypt the content, presented as Access Units (AUs), before packetization for transport occurs (ISMACryp).

Depending on the chosen encryption, the keys are used to perform decryption automatically before passing the packets to the receiving application.

The SEKs or PEKs are transmitted to each receiving device within Long Term Key messages (LTKMs) and SHALL be stored within the secure storage entity, and SHALL never be exposed outside of the secure storage.  If OMA DRM 2.0 extensions [XBS DRM extensions-v1.0] are used, the LTKMs are referred to as Generalized Rights Objects. Such transmission of LTKMs can be done in two different ways, depending on whether the receiving device can make use of an interactivity channel:

· Via broadcast over OMA BCAST broadcast channel, or

· Via an interactivity channel.

As already mentioned, there are two key management systems:

· Using OMA DRM 2.0 Extensions [XBS DRM extensions-v1.0].  When delivering LTKMs over the OMA BCAST broadcast channel in the form of Rights Objects (ROs), bandwidth is a major constraint. This specification addresses this problem in two complimentary ways. Firstly, a new binary form of an RO, called a Broadcast Rights Object (BCRO), is defined. Secondly, a method is described for securely delivering BCROs to groups of devices at the same time. Valuable portions of ROs are protected by group or unit keys, and when necessary, broadcast encryption can be used to allow messages to be decrypted only by arbitrary sets of devices within a larger group.  When delivering ROs to devices that have access to an interactive channel, implementation complexity is a major constraint. Thus, such devices, which are expected to support OMA DRM 2.0 for interactive content services, use standard OMA DRM 2.0 mechanisms as much as possible, e.g. they acquire ROs for broadcast content via the interactive channel using the DRM 2.0 ROAP protocol, as they would do for non-broadcast content as well.  This specification defines also an efficient and user-friendly process for the registration of devices which do not have an interactivity channel.  Rights Encryption Keys (REKs) are also delivered to receive-only devices during a device registration process protected using the public key of the individual devices. When an interactivity channel is available, the registration process is according to standard OMA DRM v2.0.

· Using Smartcard Profile. An overview of operation is given in Section Error! Reference source not found..
4.3.3 Streaming Using Content Protection
For content protection, encryption is carried out according to AES using 128 bit symmetric traffic keys.  While service protection provides protection of the stream only at the time of service reception, content protection provides protection of the content even after the service reception, i.e. content remains stored protected in the Terminal. On one hand, content protection may be achieved by using TEKs to encrypt the content before packetization for transport or when encapsulation in a file occurs (ISMACryp). On the other hand, content protection may also be provided using transport encryption (SRTP or IPsec) and appropriate measures in the receiving device to protect content inside the device.

4.4 Overview of Operation for Download of Content
Protection of files is as defined by OMA DRM 2.0 specifications [DRM Enabler-v2.0] for the DRM Profile.  For the Smartcard Profile, a modified version of the DCF file format is defined in this specification.  The 4-layer key herarchy as shown in Section 4.3 also applies to protection of content download.
The mechanisms supported for the protected download of content using file delivery are dependent on the profile used. 

For the DRM Profile the protection of files is achieved 

· as defined by the OMA DRM 2.0 specifications [DRM Enabler-v2.0] or

· using an additional box in the extended headers field of the DCF file format and encryption by TEKs as defined in [XBS DRM extensions-v1.0].

For the Smartcard Profile the protection of files is achieved 

· using an additional box in the extended headers field of the DCF file format  and encryption by TEKs as defined in [XBS DRM extensions-v1.0].

Note that combining the above methods allows compatibility with OMA DRMv2 DCF file format and operation with both DRM Profile and Smartcard Profile. 

4.4.1 Content Download Using Service Protection
Content download by using Service Protection is specified in Section Error! Reference source not found. for the DRM Profile and Section Error! Reference source not found. for the Smartcard Profile.

4.4.2 Content Download Using Content Protection
Content download by using Content Protection is specified in Section Error! Reference source not found. for the DRM Profile and Section Error! Reference source not found. for the Smartcard Profile.
Encryption





Service Encryption or Program Encryption Key (SEK/PEK)                      Layer 2





Decryption





Content Layer 4





STKM Generation (SEK/PEK/TBK encrypted TEK)





Traffic Encryption Key (TEK), Terminal Binding Key (TBK) may be included Layer 3





LTKM


Issuing





LTKM


Decryption





Registration Data Issuing





Registration Data Decryption





Device Key (DK)/ Smartcard Key (SCK)





DK/SCK





Content





STKM


Decryption





Registration Data





Long Term Key Message (LTKM)





Short Term Key Message (STKM) over broadcast or interactive channel








TEK encrypted content over broadcast or interactive channel





SEK/PEK





TEK





REK or SMK





REK or SMK





Rights Encryption Key (REK) or Subscriber Management Key (SMK)                         Layer 1











NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 3 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

