Doc# OMA-BCAST-2007-0024R01-CR_MIKEY_LTKM_Processing_Clarifications.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-BCAST-2007-0024R01-CR_MIKEY_LTKM_Processing_Clarifications.doc
Change Request



Change Request

	Title:
	Clarifications on MIKEY LTKM Processing
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BAC-BCAST and BAC-DLDRM

	Doc to Change:
	OMA-TS-BCAST_SvcCntProtection-Interim-Draft-20061218-D

	Submission Date:
	16 Jan 2007

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Charles Lo, QUALCOMM Incorporated, clo@qualcomm.com
Lakshminath Dondeti, QUALCOMM Incorporated, ldondeti@qualcomm.com
Arjen van der Vegt, Irdeto, avegt@irdeto.com

	Replaces:
	OMA-BCAST-2007-0024


1 Reason for Change

The descriptions for security_policy_extension values equal to 0x06 and 0x07, i.e. PPV with prepaid charging are not very clear.  In particular, it should be clarified that the token balance for deduction from the purse, if such deduction is allowed, should represent the aggregate of the current balance plus refill from optional purse update.  It is proposed to modify those as shown in this CR.  Also, in accordance with another Qualcomm proposed comment resolution, the “global purse” is referred to as the “subscription purse”, and validity of tokens for service consumption between the service-level and subscription-level purses are clarified.
R01 proposes renaming “subscription purse” by “user purse”, due to the comment that the former term seems to imply the subscription business model, whereas PPV/PPT models are also supported by this purse.  Also, Irdeto is added as co-signer.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree and incorporate the proposed changes to the SPCP spec.
6 Detailed Change Proposal

Change 1:  Revised descriptions on LTKM processing for security_policy_extension = 0x06 and 0x07
6.4.4 OMA BCAST MIKEY LTKM Processing

…..
· If the security_policy_extension is set to 0x06, and adequate token balance exists, the smartcard SHALL decrease the purse associated with the SEK/PEK Key Group ID by the CxN value.  That balance SHALL include, if applicable, update of the purse associated with the SEK/PEK Key Group (indicated by received purse_flag = 1 and the purse_mode value).  In addition, the smartcard SHALL store the received SEK/PEK (if KEMAC Key Data sub-payload is present), the key validity data and the security_policy_extension, and SHALL set the SEK/PEK play-back counter to number_play_back value.
Otherwise, should this operation fail due to insufficient token balance in the purse associated with the SEK/PEK Key Group, the smartcard SHALL return the status word ‘91xx’ to indicate that a proactive command is pending (e.g. DISPLAY TEXT, SEND SMS) in order to inform the user of inadequate credit.


In this mode, the purse associated with SEK/PEK Key Group is decreased by the cost of the multiple play-back at the reception of the current LTKM. This is a pre-paid mode. The purse is a service-level purse, with its tokens valid for consumption of a specific service under the subscription.

· If the security_policy_extension is set to 0x07, and adequate token balance exists, the smartcard SHALL decrease the purse associated with the SMK by the CxN value.  That balance SHALL include, if applicable, update of the purse associated with the SMK (indicated by received purse_flag = 1 and the purse_mode value).  In addition, the smartcard SHALL store the received SEK/PEK (if KEMAC Key Data sub-payload is present), the key validity data and the security_policy_extension and SHALL set the SMK play-back counter to number_play_back value.
Otherwise, should this operation fail due to insufficient balance in the associated SMK token purse, the smartcard SHALL return the status word ‘91xx’ to indicate that a proactive command is pending (e.g. DISPLAY TEXT, SEND SMS) in order to inform the user of inadequate credit.


In this mode, the purse associated with SMK is decreased by the cost of the multiple play-back at the reception of the current LTKM. This is a pre-paid mode. The purse is a subscription user-level purse, with its tokens valid for consumption of any service received accessible by the userunder the subscription.
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