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1 Reason for Change

This CR proposes that the STKM permissions_category attribute value 0xFF, which is currently reserved for future standardization, be defined to have the meaning that no post-acquisition content protection is needed (i.e. exporting in plaintext is allowed).
The proposed changes improve the interoperability with the DVB-IPDC SPP specification, which has the same definition. Also, this CS addresses the following follow-up comments on SPCP document (comments introduced in BCAST document 115):

1)
Comment (Editorial):

The table describing values of permission_category, second row,

“Permissions_category is included in the post- acquisition permissions lookup.”

Extra space between “post-“ and “acquisition”

Proposed Change:

Space removed.
2)
Comment (Technical):

Permission_category values.

These values are compatible with DVB-IPDC specified 18Crypt, where the corresponding field has similar values specified.

All but one value have exactly the same definitions.

However, there is one difference, as DVB-IPDC has allocated the value 0xFF for “no post-acquisition content protection (export in plaintext is allowed)”.

To maintain full compatibility, BCAST should allocate similar definition for the permission_category value 0xFF.

Proposed Change:

Value 0xFF specified as “No post-acquisition content protection (export in plaintext is allowed)”.
3)
Comment (Editorial):

Table describing different values of protection_after_reception., value 0x00, Description RM Profile, third paragraph:

“Only the explicitly allowed types of consumption as defined in Generalised Rights Objects (GROs) that the device has for this service or programme are permitted,”

End of paragraph, should be a period, but is a comma. 

Proposed Change:

The coma replaced with a period.

4)
Comment (Technical):

Table describing different values of protection_after_reception.

The table on protection_after_reception fails to state anything, how the DRM Profile specific permission_category should be handled for each different protection_after_reception value.

Different combinations of these two parameters may cause confusion, as they may give contradictory singals. Therefore it is important to define, how these parameters are interpreted in case they both are provided.
Similar confusion may also apply on recording (see section 8.1.1, first paragraph).

Proposed Change:

The table on protection_after_reception values updated. Note that changes are only on DRM Profile, as permission_category is not used with SC Profile.

Note that this CR has no impact on SC Profile, as permission_category is used in DRM Profile only.

2 Impact on Backward Compatibility

none

3 Impact on Other Specifications

none

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree the proposed changes to the specification.

6 Detailed Change Proposal

Change 1:  Define permissions_category value 0xFF, in section 5.5.1
permissions_category – indicates the permissions category for the programme:

	0x00
	No permissions category, RO applies as such,

	0x01...0x3F
	Permissions_category is included in the post-acquisition permissions lookup.

	0x40... 0xFE
	Reserved for future standardization.

	0xFF
	No post-acquisition content protection (export in plaintext is allowed)


If permissions_category is in the range 0x01...0x3F,

· In case of a RO that is not a BCRO, the device SHALL use as service_CID for post-acquisition permissions lookup the text string 

service_CID = bsdaID || "#S" || BaseCID || "@" || hex(service_CID_extension) || "_" || hex(permissions_category)
and then apply the permissions specified in the service RO for this asset.  The string value bsdaID is discussed in the Service Guide Delivery descriptor (SGDD) at Section 5.4.2.2 of [BCAST10-ESG].

· In case of BCRO, the device SHALL look up the permissions specified in the service BCRO for the asset that has a matching permissions_category field.

If permissions_category is in the (reserved for future standardization) range 0x40...0xFE, and the device does not support it, the device SHALL drop (i.e. ignore) all post-acquisition permissions (like play, redistribute etc.) indicated in the service RO, or if the device cannot do such permissions dropping, allow real-time rendering of the streaming content only (i.e. refuse to record the content, or to redistribute it in real time). Permissions_category has no impact on a Programme RO. The permissions delivered in a Programme RO apply as such.
If permissions_category = 0xFF, there is no need to protect the content after service protection has been removed; in other words, export in plaintext is allowed. This is comparable to setting protection_after_reception to 0x03. 
If protection_after_reception = 0x03 and permissions_category value is included in the STKM, the permission_category SHALL be set to 0xFF.
Change 2:  Modify protection_after_reception description accordingly, in the table of protection_after_reception in section 7.3
protection_after_reception – 2-bit field defining the required protection after the removal of the service protection, according to the following table:

Table 1: Protection_after_Reception Values
	Value
	Description

DRM Profile
	Description

Smartcard Profile

	0x00
	Content Protection

Content only available to terminals with the Content Protection function.

Device has to protect all content against access in the clear, unless such access is explicitly permitted by the GRO / permissions_category.

Only the explicitly allowed types of consumption as defined in Generalised Rights Objects (GROs) that the device has for this service or programme are permitted (taking also into account the impact of permissions_category value, if included in the STKM). 

An example permission in GROs is 'Access' for the immediate rendering of the service or programme.
If a GRO has explicit permissions / constraints, then these SHALL be respected, without taking into account the protection_after_reception value.
	same as 0x01 described below



	0x01
	Content Protection with Implicit Direct Rendering Permission

Content only available to terminals with the Content Protection function.

Device has to protect all content against access in the clear, unless such access is explicitly permitted by the GRO / permissions_category, but: 
· Direct rendering is implicitly allowed.

No Generalised Rights Object is required in the device for direct rendering; a GRO with only the service or programme key but without any permissions is sufficient.

The device needs to have an GRO with the appropriate permissions (and possibly constraints) for any other type of consumption.
If a GRO has explicit permissions / constraints, then these SHALL be respected, without taking into account the protection_after_reception value.
	Content Protection with Implicit Direct Rendering Permission
Content only available to terminals with the Content Protection function.

Device has to protect all content against access in the clear, but:

· Direct rendering is implicitly allowed.

LTKMs provide keys for access to live content, broadcast files and recordings.

When using GBA_U, recordings SHALL include STKMs. These SHALL be sent to the Smartcard for processing during playback.

	0x02
	Content Protection with Implicit Direct Rendering Permission and Playback of Protected Recording

Content only available to terminals with the Content Protection function.

Device has to protect all content against access in the clear, unless such access is explicitly permitted by the GRO / permissions_category, but implicitly, two types of consumption are allowed:

· Direct rendering, and
· Unlimited play back of protected recordings of this service or programme or protected files
The above two types of consumption may also be made available over appropriately protected digital links.

If the protection_after_reception flags are not available for a protected recording, the device SHALL assume that they have the value 0x1 for that recording.
If a GRO has explicit permissions / constraints, then these SHALL be respected, without taking into account the protection_after_reception value.
	Content Protection with Implicit Direct Rendering Permission and Playback of Protected Recording

Content only available to terminals with the Content Protection function.

Device has to protect all content against access in the clear, but implicitly, two types of consumption are allowed:

· Direct rendering, and
· Unlimited playback of protected recordings of this service or programme or protected files. 

The above two types of consumption may also be made available over appropriately protected digital links.

LTKMs provide keys for access to live content, broadcast files and recordings.

When using GBA_U, recordings SHALL include STKMs. These SHALL be sent to the Smartcard for processing during playback.

	0x03
	Service Protection

Content available to terminals with the Service Protection or Content Protection function.

This specification does not impose any protection measures for the content after the removal of service protection.
If a permissions_category value is included in the STKM, it SHALL be set to 0xFF to allow exporting in plaintext.

Note that for e.g. legal or other reasons, the device still might have to protect the content in some way.

GROs provide keys for access to live content and broadcast files.
	Service Protection

Content available to terminals with the Service Protection or Content Protection function. 

This specification does not impose any protection measures for the content after the removal of service protection.

Note that for e.g. legal or other reasons, the device still might have to protect the content in some way.

LTKMs provide keys for access to live content and broadcast files.

	Note: the creation of protected recordings, except for the protected format specified by the SAVE permission for the DRM Profile, is always allowed, because the play-back (or any consumption in general) is governed by GROs or LTKMs, or by the implicit play-back of protected recordings right when the protection_after_reception field has the value 0x02.
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