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1 Reason for Change

In OMA-BCAST-2007-0116, major change is proposed for the Services TS on the procedures pertaining to web-based service provisioning for Smartcard Profile.  In a nutshell, the main flaws are that the current procedures seem to open the door to denial-of-service attacks, due to the web-based subscription server consuming resources for terminals which do not prove they contain valid SMK, as well as lack of description on what should occur after the SmartcardProfile Trigger is sent, with regards to which network entity – the web provisioning server or the legacy BSM - returns the LTKM to legitimate terminals.

This CR thus accompanies that document in proposing similar changes to the web-based service provisioning related text, for Smartcard Profile, in the SPCP TS.
Based on recent offline discussion and agreement reached with Orange and Vodafone, R01 essentially reinstates the “GBA-unaware” web portal/webshop as described in the current spec text, but contains some corrections and clarification text.  Note that this version reclassifies the proposed change as “Bug Fix”.
R02 removes the option of inline HTTP delivery of LTKM from the web portal to the terminal upon successful web-based subscription/purchase transaction.  Only the nominal push LTKM delivery from the BSM to the terminal is possible.  This is in accordance to the agreement reached between Orange, Vodafone and Qualcomm as indicated in Doc-140R01.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree and incorporate the proposed changes to the SPCP spec.
6 Detailed Change Proposal

Change 1:  Changes to Section 5.1.8 – “Web-based Service Provisioning”
6.8.3 Web Portal used as Entry Point

While the Service Guide can provide all the information to obtain information on available services as well as information relating to acquisition of LTKMs, as explained above, another possibility for terminals having access to an interaction channel is to use a Web Portal.

If the PortalURL in the PurchaseChannel fragment linked to a PurchaseItem indicates that the PortalURL should be contacted to obtain further information and subscribe to services, the terminal contacts the PortalURL. Furthermore, it can send the GlobalPurchaseItemID to indicate to the portal the PurchaseItem of interest.
For the Smartcard Profile, web-based subscription/purchase transaction between the BCAST Terminal and the server corresponding to the PortalURL SHALL employ the HTTP Digest authentication procedure as described in Section 5.4.7.2.2 of [BCAST10-Architecture].  Specifically, the subscription/purchase request from the terminal SHALL include in the HTTP POST the Authorization header line which contains the digest response based on the username (B-TID) and associated password (SRK).  Therefore, two scenarios are possible, in accordance with the procedures described in Section 5.1.8 of [BCAST10-Services]:
When the user attempts to subscribe to a service via the portal, two scenarios are possible (this is also described in Section 5.1.8 of [BCAST10-Services]): 

1. If the server is unable to identify a valid SMK, the service provisioning transaction SHALL not be completed (HTTP 401: Unauthorized should be returned to terminal, concluding the transaction).  Should the terminal subsequently re-sends the web-based subscription/purchase request, but this time providing the appropriate credentials, the transaction will be completed.  Upon successful web-based subscription/purchase transaction, the LTKMs can be provided to the terminal.  The server is unable to determine whether or not the Terminal has a valid SMK. In this case, the server sends the Terminal a trigger as indicated in section 5.1.8.1 of [BCAST10-Services].  In the meantime, the subscription transaction should not be completed (i.e., it will be held pending), until the Terminal has properly responded to that trigger.
2. If the server verifies that the terminal has a valid SMK (e.g.. valid GBA boostrapping session has been performed in the case of (U)SIM terminals), it shall send the LTKMs directly to the terminal.  The server is able to determine that Terminal has a valid SMK (how this may be achieved is out of scope of this specification). In this situation, the subscription transaction is successfully completed, and afterwards, the server nominal push LTKM delivery from the BSM to the Terminal can occur. 
If a trigger is sent to the Terminal, this allows it to send a BCAST "Registration" message to the BSM. The BSM is indicated in the SmartcarProfileTrigger and corresponds to the rightsIssuerURI attribute. It should be consistent with the RightsIssuerURI present in the Purchase_Channel fragment (if that attribute is present in Purchase Channel).
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