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1 Reason for Change

This CR addresses the following two comments:
	XBS009
	2007.01.24
	T
	7.1.2

7.2.4

9.3.4
	Source: Fraunhofer IIS

From: OMA-BCAST-2006-0069


Comment:

The term "Deduced Encryption Key" (DEK) is used inconsistently. Sometimes it refers to keys deduced for the addressing of a subset of a Subscriber Group only. However, at other times it is used in a broader sense, including addressing of a complete Subscriber Group, a Domain or a Unique Device.

Proposed Resolution:

Use the term 'DEK' only for addressing a subset of a Subscriber Group. When one word is needed for all possible keys, use the term 'IEK' as is done in section 4.1.
	Status: OPEN


	XBS011
	2007.01.24
	T
	4.1
	Source: Fraunhofer IIS

From: OMA-BCAST-2006-0069


Comment:

The term "Inferred Encryption Key (IEK)" is used in section 4.1, and defined implicitly. It would be good to have the term defined in the Definitions section, so that it can be used in other sections too.
Proposed Resolution:

Add the following definition of Inferred Encryption Key  to the Definitions section:

": It refers to the key used for encrypting or decrypting the SEK/PEK, without explicitly stating which key is exactly used. The IEK refers to the UGK, the DEK, the UDK or the LDK."

Add the abbreviation IEK to the Abbreviations section.
	Status: OPEN


CR introduces a definition for the Inferred Encryption Key and changes DEK or 'Derived Encryption Key' in IEK or 'Inferred Encryption Key' where necessary. The CR also resolves some inconsistencies concerning the use of the DEK/IEK.
Revision 2 changes three parts in section 7.2.4, the descriptions of the encrypted_service_encryption_authentication_key, the encrypted_program_encryption_authentication_key and the encrypted_content_encryption_key. The changes are necessary to align the CR to tentatively agreed document OMA-BCAST-2006-1011R01.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the group to agree the CR.
6 Detailed Change Proposal

Change 1:  Add definition and abbreviation of IEK
3.2 Definitions

	Adapted PDCF
	The PDCF file format from [DRMCF-v2], including adaptations as specified in this document.

	Broadcast Device
	A device that provides functionality for receiving unprotected or protected broadcast services over the broadcast channel, without using does not support an interactive communication channel. and cannot communicate with other entities except using the broadcast channel. 

Note that a Broadcast Device can still have an implicit return channel: it may present information, triggers and dialogs to the user who may “"implement”" the interaction channel in various ways (e.g. telephone, web portal, service desk). Note further that a device MAY either be a Broadcast Device, an Interactive Device or a Mixed-Mode Device.

	Broadcast Rights Object
	This is a Rights Object used by DRM profile of the Service and Content Protection. BCRO is delivered over broadcast channel. Encoding of the BCRO is specified in section Fehler! Verweisquelle konnte nicht gefunden werden. of this specification[XBS DRM extensions-v1.0].

	Data Carousel
	System used in broadcast environments for transmitting a set of data in a repeating pattern, allowing data to be pushed from a broadcaster to multiple receivers. This mechanism allows a device to reconstitute the transmitted set of data tuning anytime tot the channel during at least the carousel period.

	Generalised Rights Object
	This term is used in this document as a more generic term whenever an RO or a BCRO is meant.

	Inferred Encryption Key
	Refers to the key used for encrypting or decrypting the CEK/SEK/PEK. The Inferred Encryption Key is derived from the UGK, the DEK, the UDK or the LDK.

	Interactive Device
	A device that supports provides functionality for receiving unprotected or protected broadcast services over the broadcast channel and interaction channel, using an interactive communication channel and that can communicate with other entities without using the broadcast channel for the communication. For example, an Interactive Device can execute interactive protocols, like the DRM 2.0 ROAP protocol or HTTP towards a Rights Issuer. Note that a device MAY either be a Broadcast Device, an Interactive Device or a Mixed-Mode Device.

	Mobile Broadcast Service Provider
	The Mobile Broadcast Service Provider provides Broadcast Services to the End-User.

The Mobile Broadcast Service Provider may use the facilities of a Mobile Broadcast Network Operator to distribute the Mobile Broadcast Services to the End-User.

	Mixed-mode Device
	A Device that is both a Broadcast Device and an Interactive Device, i.e. a device that supports an interactive communication channel and also provides functionality for receiving unprotected or protected broadcast services over the broadcast channel, without using an interactive communication channel.

	Mixed-mode-operation
	The operation of a Rights Issuer that can handle both Interactive Devices and Broadcast Devices.

	Rights Object
	This is a Rights Object used by DRM profile of the Service and Content Protection. RO is delivered over interaction channel. Encoding of the RO is specified in [DRMDRM-v2.0].


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	AES
	Advanced Encryption Standard

	ARC
	Action Request Code

	BAK
	BCRO Authentication Key

	BCD
	Binary Coded Decimal

	BCI
	Binary Content Identifier

	BCRO
	Broadcast Rights Object

	BSD/A
	Broadcast Service Distribution/Adaptation Center

	CA
	Certification Authority

	CIEK
	Content Item Encryption Key

	CRL
	Certificate Revocation List

	DEK
	Deduced Encryption Key

	DK
	Device Key

	DRD
	Device Registration Data

	DRM
	Digital Rights Management

	DVB
	Digital Video Broadcasting

	ECT
	Efficient Coding Table

	ESP
	Encapsulating Security Payload

	FSGK
	Flexible Subscriber Group Key

	GRO
	Generalised Rights Object

	HMAC
	Hashed Message Authentication Code

	ID
	Identification

	IEK
	Inferred Encryption Key

	IPsec
	IP Security

	IV
	Initialization Vector

	LDK
	Local Domain Key

	LLDF
	Long-form Local Domain Filter (a.k.a. longform_domain_id)

	MAC
	Message Authentication Code

	MJD
	Modified Julian Date

	MTU
	Maximum Transmission Unit

	NDD
	Notification of Detailed Data

	NK
	Node Key

	NSD
	Notification of Short Data

	OBEX
	Object Exchange

	OCSP
	Online Certificate Status Protocol

	OOB
	Out Of Band

	OFT
	One-way Function Tree

	PAK
	Program Authentication Key 

	PAS
	Program Authentication Seed

	PDR
	Push Device Registration

	PEAK
	Program Encryption / Authentication Key

	PKC
	Public Key Certificate

	PKC-ID
	PKC Identifier: the hash of the Public Key Certificate

	PKCS
	Public Key Cryptography Standard

	PKI
	Public Key Infrastructure

	PPV
	Pay Per View

	PRF
	Pseudo Random Function

	PSI
	Program Specific Information

	RTP
	Real Time Protocol

	RI
	Rights Issuer

	RIAK
	Right Issuer Authentication Key

	RO
	Rights Object

	ROT
	Root Of Trust

	RSA
	Rivest-Shamir-Adelman public key algorithm

	SAK
	Service Authentication Key 

	SAS
	Service Authentication Seed

	SEAK
	Service Encryption / Authentication Key

	SGK
	Subscriber Group Key

	SHA-1
	Secure Hash Algorithm

	SK
	Session Key

	SLDF
	Short-form Local Domain Filter (a.k.a. shortform_domain_id)

	SI
	Service Information

	TAK
	Traffic Authentication Key

	TAS
	Traffic Authentication Seed

	TDK
	Token Delivery Key

	TEK
	Traffic Encryption Key

	TKM
	Traffic Key Message

	UDF
	Unique Device Filter

	UDK
	Unique Device Key

	UDN
	Unique Device Number

	UDP
	User Datagram Protocol

	UGK
	Unique Group Key

	UTC
	Universal Time Clock


Change 2:  Explain that the IEK is derived from (i.e. not equal to) either of the UDK, the UGK, the LDK or the concatenation of Device Keys
4 Four-Layer Key Hierarchy For Service Protection
The OMA BCAST service and content protection architecture consists of a four layer key hierarchy [BCAST10-ServContProt]. This section explains the handling and processing of keys at different layers.

4.1 Registration Layer-Layer 1 Keys (Broadcast Mode)

For the Broadcast Mode of operation, a set of keys are delivered to the Device at the registration layer. These keys are used for authentication and decryption purposes.

The keys are delivered to the device in a protected format, called a keyset_block, as part of the device registration data (refer to section Fehler! Verweisquelle konnte nicht gefunden werden. for details).

The RI generates a session key (SK) to protect the keyset_block (UGK, (F)SGK1..n, UDK, BDK, RIAK, UDF, SBDF, LBDF and/or TDK), which carries the keyset described in section Fehler! Verweisquelle konnte nicht gefunden werden. (see Fehler! Verweisquelle konnte nicht gefunden werden.).
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The RI encrypts the SK and the encrypted_keyset_block (together called the SK+encrypted_keyset_block) into a sessionkey_block, such that:
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where the sessionkey_block is encrypted with the public key of the device (DP).

Note: If the keyset_block would not fit into the size of the sessionkey_block the remainder is kept as surplus_block. Refer to section Fehler! Verweisquelle konnte nicht gefunden werden. for details.

The complete message (header, sessionkey_block and optional surplus_block) is protected by a single source authenticity check, such that:
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where the RIQ is the private key of the RI.

Upon reception the device follows the rules described above in reverse order:
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where:

The signature_block is verified with the RI public key (RIP).

The encrypted sessionkey_block contains the session key (SK) plus encrypted_keyset_block (together called the SK+encryped_keyset_block) and is decrypted with the device’s private key (DQ).

Note: If the surplus_block is present, it is concatenated to the keyset_block from the session key_block. Refer to section Fehler! Verweisquelle konnte nicht gefunden werden. for details.

The encrypted_keyset_block, decrypted with the session key (SK), produces the keyset_block, containing the keyset (UGK, (F)SGK, UDK, RIAK, UDF), which never leaves the DRM agent.

The term Inferred Encryption Key (IEK) is used to encrypt and decrypt the CEK/SEK/PEK in a BCRO. The IEK is derived from the UGK, (F)SGK, UDK or BDK to decrypt the BCRO, such that
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where the DKs are the Device Keys, ordered according to the index (such that i < j), that are required for creating the key for the desired group. The Device Keys are obtained using the scheme described in section 0.

or
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The BCI parameter is in the asset structure of the BCRO. The BCI value from the first asset structure in a BCRO SHALL be used for all assets in a BCRO structure.

4.2 Long-Term Key Message Layer-Layer 2 Keys

Keys in this layer can be delivered either over broadcast or interaction channel. The following sections describe the processing of keys both in the broadcast and interaction modes.

4.2.1 Broadcast Mode

The SEK and PEK are transmitted to the device on the Long Term Key Management Layer as part of a BCRO.

The keys used to encrypt and decrypt the SEK or PEK depend on the addressing mode of the BCRO (see section Fehler! Verweisquelle konnte nicht gefunden werden.) as follows: 

· RO addressed to a unique device:
In the case that an RO is addressed to a unique device, the IEK used to encrypt the SEK or PEK is derived from the unique device key (UDK) which was delivered during device registration.

· RO addressed to a subscriber group (subset of unique group)
In the case that an RO is addressed to a subset of a unique group (subscriber group), the IEK is derived from the subscriber group keys ((F)SGKs).
· RO addressed to a unique group:
In the case that an RO is addressed to all devices in a unique group, the IEK used to encrypt the SEK or PEK is derived from the unique group key (UGK).

· RO addressed to a domain:
In the case that an RO is addressed to a domain, the IEK used to encrypt the SEK or PEK is derived from the broadcast domain key (BDK) which was delivered during device registration.

· RO containing a CEK:
In the case an RO is for an OMA DRM 2.0 content format (e.g. a DCF), the asset carries a CEK object and an additional cipher value. Decryption of the key material is defined by [DRM-v2].

7.1 Broadcast Rights Objects

7.1.1 Goals and Constraints

The delivery of rights objects over a Broadcast network without return channel necessitates some changes to the current ROAP because of the following reasons:

· the XML encoding according to the ROAP schema is not optimised for size

· the current ROAP does not support a subscription group addressing mechanism

· the current ROAP uses signatures based on the RSA PKI scheme that yields large signatures.

This chapter defines a new format for the delivery of authenticated and integrity protected rights objects called Broadcast Rights Objects (BCROs), in which content encryption keys are cryptographically protected with either:

· Local Domain Key (LDK): to address a domain.

· Unique Group Key (UGK): to address the whole Subscriber Group.

· Deduced Encryption Key (DEK): to address a subset of the Subscriber Group.

· Unique Device Key (UDK): to address a unique Device.

The primary design goal is to offer the same or equivalent cryptographic protection on BCROs as is available for ROs obtained via the standard ROAP protocol. This includes authentication, integrity checking and confidentiality of encryption keys.

The secondary design goal is optimisation of message size. This is motivated by the fact that these rights objects may have to be Broadcast repeatedly, as no return path is available to confirm reception. It is assumed that an out-of-band mechanism is available to perform an equivalent of a RORequest, i.e. the initiation of rights object acquisition.
There are two options to integrity protect BCROs. If bandwidth savings are the primary requirement, integrity protection is provided via symmetric key MACs, resulting in savings of approximately 100 octets. However, if origin authentication is a requirement, as is the case with OMA DRM v2.0, BCROs can be digitally signed.
7.1.2 Design Considerations and Decisions

The BCROs are intended to be broadcast to receivers in a well-defined repetitive manner. The particular means of delivery is to be defined in the context of the Broadcast system. It is the intention to support devices without a return channel (next to more capable devices), which implies that BCRO will be transmitted repeatedly to increase the chance of a receiver to capture BCROs addressed to that device.

The key-wrapping technique used in standard ROAP to cryptographically bind a MAC and REK to a device or domain will not be used. Instead the Inferred Encryption Key (IEK), which is derived from the Local Domain Key, the Unique Device Key, the Unique Group Key or the concatenation of the Device Keys depending on the addressing mode, is directly used to protect the Content Encryption Keys in the BCRO. The motivation for this is that an additional REK adds little or no extra security, but adds significant size to a BCRO (as the size of the BCRO would increase by inserting a new field to include the encrypted REK).

Addressing of a unique Device is done using Unique Device Filter (UDF). Addressing of a Device using its Device ID is not supported when using a BCRO.

The broadcast content is protected with a varying encryption key. The encryption keys associated with assets in the BCRO will be applied to decrypt the key stream messages on the key stream layer. Besides decryption, such messages should also be authenticated. To avoid using the rights issuer authentication key for these frequent messages, the BCRO also carries an authentication key to be used for authenticating key stream messages, see section 5.5.4 of [BCAST10-ServContProt].
Change 3:  Describe how the IEK is used to encrypt the CEK, PEK or SEK
7.2.4 Format of the OMADRMAsset() Object
	Field
	Length
	Type

	OMADRMAsset() {
	
	

	
BCI
	96
	bslbf

	
key_flag
	1
	uimsbf

	
key_type
	1
	uimsbf

	
reserved_for_future_use
	2
	uimsbf

	
inherit_flag
	1
	uimsbf

	
asset_type
	2
	uimsbf

	
permissions_category_flag
	1
	uimsbf

	
if ( inherit_flag == 1 ) {
	
	

	

purchase_item_id
	32
	uimsbf

	

reserved_for_future_use
	1
	uimsbf

	

rekeying_period_number
	7
	uimsbf

	
}
	
	

	
if ( permissions_category_flag == 1 ) {
	
	

	

permissions_category
	8
	uimsbf

	
}
	
	

	
if ( key_flag == 1 ) {
	
	

	

if ( asset_type == 0x0 ) {
	
	

	


if ( key_type == 0 ) {
	
	

	



encrypted_service_encryption_authentication_key
	256
	bslbf

	


} else if ( key_type == 1 ) {
	
	

	



encrypted_program_encryption_authentication_key
	256
	bslbf

	


}
	
	

	

} else if ( asset_type == 0x1 ) {
	
	

	


encrypted_content_encryption_key
	128
	bslbf

	

}
	
	

	
} 
	
	

	}
	
	


BCI: this 96-bit field is the Binary Content ID. The BCI can be a service_bci or a program_bci. These are defined in section Fehler! Verweisquelle konnte nicht gefunden werden..
reserved_for_future_use: all fields reserved_for_future_use SHALL be set to 0 for this version of the specification.

key_flag:1-bit flag indicating that the asset does contain key material.

key_type: 1-bit flag indicating the type of the key material. If set to 0 the key material contains a service encryption key (SEK), when set to 1 it contains a program encryption key (PEK).

inherit_flag: 1-bit flag indicating whether inheritance is used. If set to 1 the asset inherits the rights setting from a parent GRO.

asset_type: 2-bit flag indicating the asset type as defined in the table below.

	Field: asset_type
	Description

	0x0
	Broadcast stream protected by IPSec, SRTP or ISMACryp as defined in this specification. This asset MAY contain either a PEK or a SEK.

	0x1
	Downloaded file content as defined by OMA. This asset MAY contain a CEK (Content Encryption Key).

	0x2-0x3
	reserved


permissions_category_flag: 1-bit flag indicating that a permissions_category field is present in this asset object.
purchase_item_id: 32-bit field specifying the purchase ID of the parent GRO this BCRO is associated with. Refer to Section Fehler! Verweisquelle konnte nicht gefunden werden. for the specification of this relation.
rekeying_period_number: 7-bit field specifying the rekeying_period_number of the parent GRO. The purchase_item_id and rekeying_period_number are used together with the socID and deviceID or domainID to uniquely identify the parent GRO. 

permissions_category: for program assets, the value of this field (if present) is always zero. For service assets, the following rule applies. If the value of this field is nonzero, it indicates that the permissions (see below) linked to this asset are only to be applied for streaming content whose TKM contains the same value in its permissions_category field. If the value of this field is zero, it indicates that the permissions (see below) linked to this asset are only to be applied for streaming content whose TKM contains the value zero in its permissions_category field, or has value zero for its permissions_flag bit (indicating that there is no permissions_category field in the TKM). Note that there MAY be multiple assets with the same service_bci, in which case typically only one of them contains authentication and/or encryption keys in it asset object(s). TKM permissions_category field value thus selects the one with the permissions to be applied among the service assets with the same service_bci. The one with the authentication and/or encryption keys is found among the BCROs via inheritance, or by lookup for a BCRO with key material in its assets.

encrypted_service_encryption_authentication_key: if key_type is set to 0 then this field contains the encrypted SEAK, the service encryption key (SEK) concatenated with the Service Authentication Seed (SAS). The field itself is protected using AES-128-CBC, with fixed IV 0 and with 0 padding in the last block if needed. The key IEK used to decrypt this field depends on the addressing mode of the BCRO. The IEK is derived from the UGK, the DEK, the UDK or the LDK. Which key is used for the derivation of the IEK depends on the addressing mode of the BCRO and SHALL be determined using Table 32
. The IEK SHALL be derived from the respective keys as described in Sections 9.3.4
 and 4.1
.
Table 1: Keys used for the derivation of the IEK in different addressing modes

	Field: address_mode
	Keys used

	0x0 (Fixed Subscriber Group addressing / whole group)
	UGK (Unique Group Key)

	0x1 (Fixed Subscriber Group addressing / subset)
	DEK (Deduced Encryption Key: based on fixed_bit_access_mask and SGKs, refer to Section 0.)

	0x2 or 0x3 (unique device)
	UDK (Unique device key)

	0x4 (OMA Domain)
	LDK (Local Domain Key)

	0x5 (Flexible Subscriber Group addressing / subset)
	DEK (Deduced Encryption Key: based on the broadcast_encryption_scheme and FSGKs, see Table 55 in Appendix A.9 and Section 0.)

	0x6 (Flexible Subscriber Group addressing / whole group)
	UGK (Unique Group Key)


encrypted_program_encryption_authentication_key: if key_type is set to 1 then this field contains the encrypted PEAK, the program encryption key (PEK) concatenated with the program authentication seed (PAK). The field itself is protected using AES-128-CBC, with fixed IV 0 and with 0 padding in the last block if needed. The key IEK used to decrypt this field is depending on the addressing mode of the BCRO. The IEK is derived from the UGK, the DEK, the UDK or the LDK. Which key is used for the derivation of the IEK depends on the addressing mode of the BCRO and SHALL be determined using Table 32
. The IEK SHALL be derived from the respective keys as described in Sections 9.3.4
 and 4.1
.
encrypted_content_encryption_key: this field contains the encrypted content encryption key (CEK). The field is protected using AES-128-CBC, with fixed IV 0 and with 0 padding in the last block if needed. The key IEK used to decrypt this field is depending on the addressing mode of the BCRO. The IEK is derived from the UGK, the DEK, the UDK or the LDK. Which key is used for the derivation of the IEK depends on the addressing mode of the BCRO and SHALL be determined using Table 32
. The IEK SHALL be derived from the respective keys as described in Sections 9.3.4
 and 4.1
.
9.2.1 Addressing Modes

Subscriber group addressing allows for three addressing modes, as is explained in Figure 1 below.
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Figure 1: Subscriber group concept

A whole subscriber group contains all devices in a group. A subscriber group subset can be smaller than or as large as the whole group. One or more subscriber groups form the population of devices.
The following sections describe the relation between the registration data and the BCRO. The registration data is sent to the device after successful registration of the device. At a later stage the device may receive a BCRO as a means to obtain the content (encryption) key, which in turn is used to decrypt the encrypted content. When using subscriber group addressing, the content key is encrypted with an Inferred Encryption Key (IEK) by the RI. 

There are three types of addressing possible.
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Figure 2: Addressing modes

The first addressing mode addresses the whole subscriber group, each of which has a unique address. The second addressing mode allows the rights issuer to specify exactly which devices in a subscriber group may access the BCRO. This is done by adding a Eurocrypt style bit access mask to the group address. Each device in the subscriber group has a unique position in that group (determined at registration time). The bit in the bit access mask at this position determines whether the BCRO may be processed by a device.

The third addressing mode addresses a single unique device. This is achieved by appending the device’s position in the subscriber group to the subscriber group address.

9.3.4 Addressing Subscriber Groups
To protect the confidentiality of the key material included in an asset in a given BCRO, that key material is encrypted using a key called Inferred Encryption Key (IEK), and its computation depends on the addressing mode used by the BCRO and the content identifier BCI of the first asset encoded in the BCRO.

9.3.4.1 Domain Addressing

In case domain addressing is used by the BCRO, then the IEK depends on the Local Domain Key (LDK) of the addressed domain:


IEK
=
HMAC-SHA1-128{ LDK } ( BCI )

9.3.4.2 Unique Device Addressing

In case unique device addressing is used by the BCRO, then the IEK is computed using the Unique Device Key (UDK):


IEK
=
HMAC-SHA1-128{ UDK } ( BCI )
9.3.4.3 Group Addressing

In case the whole group is addressed by the BCRO, then the IEK is computed using the Unique Group Key (UGK):


IEK
=
HMAC-SHA1-128{ UGK } ( BCI )
9.3.4.4 Subset Addressing

If the BCRO is addressed to two or more, but not all devices in a subscription group and the zero-message broadcast encryption scheme is used, the IEK is equal to the Deduced Encryption Key (DEK), which is computed using the concatenated device keys associated with the revoked devices as follows:


IEK = DEK
=
HMAC-SHA1-128{ DKa || DKb || DKc ||… || } ( BCI )

Where DKa, DKb, DKc, … are the device keys of the devices that have a '0' in the addressing bitmask and therefore must not be allowed to access the asset.

Each node key NKi is associated with a node number. The nodes from the subscriber group key derivation tree are sequentially numbered in a breadth-first manner, starting from the root node with number 0. See Appendix Fehler! Verweisquelle konnte nicht gefunden werden. for more details on the node numbering.
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Figure 3 Subscriber group node (and node key) numbering

Each device gets a set of node keys ((F)SGKs) such that it can apply the key derivation functions ‘left’ and ‘right’ to compute the node keys of all leaf nodes except for the leaf node that is associated with its own position. The Device can also derive all keys that are in the path from an SGK to a leaf node. The relation between subscriber position and associated leaf node number is:


leaf node number = subscriber position + subscriber group size – 1

Each node in the subscriber group key tree can be associated also with a depth in the tree. The root node has depth 0, its child nodes 1 and 2 have depth 1. In general, the child nodes of a node with depth d have depth d+1. With this defined, the set of node keys has the following property: all nodes associated with the node keys given to a device have different depth, and the root node is not part of this set.

If NKi denotes the key associated with node i, then the key derivation functions ‘left’ and ‘right’ are defined as:


NK2i+1 := left(i) := AES-128{NKi}(( 2i+LEFT_CONSTANT) mod 2128) 


NK2i+2 := right(i) := AES-128{ NKi }((2i+RIGHT_CONSTANT)mod 2128) 

Where LEFT_CONSTANT = 0x01010101010101010101010101010101 and RIGHT_CONSTANT = 0x02020202020202020202020202020202.
Example:

The very small subscriber group from Figure 3 consists of 8 devices (numbered 0 to 7, associated with nodes 7 to 14). A Rights Issuer randomly generates a key for the root of the key tree. From that root key, all other keys in the tree are computed using the key derivation functions. 

Then:

	i
	NKi
	Derivation

	0
	0123456789abcdef0123456789abcdef
	( not derived, randomly determined by the rights issuer , never send to devices)

	1
	e50ae5f0c279c65ec332d9bcc1117e92
	=AES{0123456789abcdef0123456789abcdef } ( 01010101010101010101010101010101 )

	2
	1c55d4149103150fc10da6800dd5884a
	=AES{0123456789abcdef0123456789abcdef } ( 02020202020202020202020202020202 )

	3
	4d8249b05af00c67ee7b600927a75eb6
	=AES{e50ae5f0c279c65ec332d9bcc1117e92} ( 01010101010101010101010101010103 )

	4
	a9f5aa423ca8d1efbbcf50014be61b82
	=AES{e50ae5f0c279c65ec332d9bcc1117e92} ( 02020202020202020202020202020204 )

	5
	bad128a946f85174d66ffc326fe5f9e8
	=AES{1c55d4149103150fc10da6800dd5884a} ( 01010101010101010101010101010105 )

	6
	811adb84ab42947df9028444448aa7e4
	=AES{1c55d4149103150fc10da6800dd5884a} ( 02020202020202020202020202020206 )

	7
	b4bdbf499b8c43e184d270fe198f08df
	=AES{4d8249b05af00c67ee7b600927a75eb6} ( 01010101010101010101010101010107 )

	8
	660967ab0c5d5960652b484af71ecba8
	=AES{4d8249b05af00c67ee7b600927a75eb6} ( 02020202020202020202020202020208 )

	9
	8e465d379f5cfc324a9c0f3eacb92ee1
	=AES{a9f5aa423ca8d1efbbcf50014be61b82} ( 01010101010101010101010101010109 )

	10
	3527bdd7eaccb5c0e6d89a7004d603d8
	=AES{a9f5aa423ca8d1efbbcf50014be61b82} ( 0202020202020202020202020202020a )

	11
	c0d7b5c58b9732b5480dc4c54093c738
	=AES{bad128a946f85174d66ffc326fe5f9e8} ( 0101010101010101010101010101010b )

	12
	49916d5d931a68ce2e99bf6726098f2e
	=AES{bad128a946f85174d66ffc326fe5f9e8} ( 0202020202020202020202020202020c )

	13
	3dd317bc38087c3f310c238861958706
	=AES{811adb84ab42947df9028444448aa7e4} ( 0101010101010101010101010101010d )

	14
	0433bc21b1d5ca5b2b0778475c2ca5ba
	=AES{811adb84ab42947df9028444448aa7e4} ( 0202020202020202020202020202020e )


The key NK0 is the root key from which all other keys are derived. It is randomly selected by the rights issuer and is never distributed to any device. A device that knows NK0 can compute all device exclusion keys, also its own, and hence circumvent being excluded.

The keys 7 to 14 in bold are the keys associated with the devices 0 to 7 respectively.

To effectively disallow devices 1,6 and 7 to access a certain asset, the rights issuer derives a DEK by concatenating the device revocation keys (NK8, NK13 and NK14) , and using this concatenation as key for computing a MAC over the broadcast content identifier BCI as retrieved from the BCRO:

DEK
=
HMAC-SHA1-128{ DK1 || DK6 || DK7} (BCI)

=
HMAC-SHA1-128{ NK8 || NK13 || NK14} (BCI)

Device 2 (that is not excluded) has been given the following node keys { NK10, NK3, NK2 }


DK1
=
NK8


= 
right( NK3 )


DK6
=
NK13


=
left( NK6 )



=
left( right ( NK2 ) )


DK7
=
NK14


=
right( NK6 )



=
right( right( NK2 ) )

And note that in computing DK6 the device already computes NK6, that is also applied in the computation of DK7.

An attempt by e.g. device 7 to compute the DEK will fail because it will be given the key set { NK13, NK5, NK1 }, and although that is sufficient to calculate DK1 and DK6, it cannot compute its own key.


DK1
=
NK8


= 
right( NK3 )



=
right( left( NK1 ) )


DK6
=
NK13

DK7
=
NK14


=
right( NK6 )



=
right( right( NK2 ) ) 

=
right( right( right( NK0 ) ) ) 

At that point, there is no more key derivation function available to compute the unknown key NK0 (which is the root key, and is never distributed to devices!). Because device 7 cannot compute DK7 it cannot construct the key DK1 || DK6 || DK7 that is needed to compute the DEK for this BCRO.
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