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1 Reason for Change

	Gemalto 009
	2007.02.01
	T
	6.4.3 and 6.4.4
	Source: Gemalto

Form: doc #0149
Comment: the sentence “If the V-bit in the MIKEY common header is equal to 1 in a LTKM message, the (U)SIM/(R-)UIM/CSIM SHALL send a verification message as a response.” The SIM doesn’t contain the handling of LTKM and then the (U)SIM/…should be replaced by USIM/….

The 6.4.4 describes the GBA-U variant of the USIM smartcard profile and then refers to a USIM and R-UIM.

Proposed Change: deleting of () in the (U)SIM/(R-)UIM/CSIM and (U)SIM Smartcard profile

Add an introduction to 6.4.3 similar to the introduction of the 6.4.4.


	Status: OPEN 




2 Impact on Backward Compatibility

Shouldn’t have any backward compatibility since this is the first version of the BCAST enabler.

3 Impact on Other Specifications

None identified.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The Cr applies on the OMA-TS-BCAST_SvcCntProtection-Interim-Draft-20061218-D. 

It is proposed to introduce the changes in a new version of the BCAST document.

6 Detailed Change Proposal
6.4.3 SEK/PEK BCAST Verification Message Structure

When the smartcard (USIM/R-UIM/CSIM) does not support the BCAST functionalities, the behaviour described in the following text as being executed by the smart-card SHALL be executed by a secure element on the terminal.
If the V-bit in the MIKEY common header is equal to 1 in a LTKM message, the USIM/R-UIM/CSIM SHALL send a verification message as a response. If an OMA BCAST Extension payload is present, the verification message shall consist of the following fields: HDR || EXT BCAST || TS || IDr || V 

Otherwise the [3GPP TS 33.246] specification applies. 

If the security_policy_ext_flag, the V-bit in the MIKEY common header and the purse_flag are equal to 1, the EXT BCAST Payload of the LTKM SHALL be replicated in the EXT BCAST field of the verification message response  with a token_value indicating the remaining purse value after the processing of purse update 
In this mode, if the cost_value field included in the EXT BCAST of the LTKM is equal to 0xFFFF, then the cost in the internal token purse associated with the SEK/PEK SHALL NOT be updated with the cost_value and the EXT BCAST Payload of the LTKM SHALL be replicated in the EXT BCAST field of the verification message response with the current cost of the purse associated to SEK/PEK or SMK in the cost_value field.
Reporting token consumption: 

Sending a LTKM message to the USIM/R-UIM/CSIM with the security_policy_ext_flag, the purse_flag, the purse_mode and the V-bit flag in the MIKEY common header set to 1, the token_value set to 0x7FFFFFFF and the cost_value set to 0xFFFF and no KEMAC Key Data sub-payload permits to retrieve without change the remaining tokens in the internal purse and the cost value of the associated SEK/PEK or SMK.
Note that the MAC included in the verification payload, shall be computed over both the initiator's and the responder's ID as well as the OMA BCAST extension payload and the timestamp in addition to be computed over the response message as defined in RFC 3830 [9]. The key used in the MAC computation is the SMK.
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Figure 6 – Logical Structure of the SEK/PEK BCAST Verification Message

The terminal SHALL forward the SEK/PEK BCAST verification messages received from the USIM/R‑UIM/CSIM to the BCAST NAF.

6.4.4 OMA BCAST MIKEY LTKM Processing

The following text describes the processing of the MIKEY LTKM using the GBA_U variant of the USIM/R-UIM/CSIM Smartcard Profile. Following MBMS [3GPP TS 33.246] GBA_ME implementations of the USIM/R-UIM/CSIM Smartcard Profile can be supported. For a GBA_ME implementation the behaviour described in the following text as being executed by the smartcard SHALL be executed by a secure element on the terminal. This includes the storage of SEK/PEK and associated data. 

In case of GBA_U variant of the USIM/R-UIM/CSIM Smart-card profile, MIKEY anti-replay processing or validity data check SHALL NOT be performed by the OMA BCAST terminal.
When the OMA BCAST LTKM message arrives at the terminal, it is transported to the USIM/R-UIM/CSIM for processing…..
Note for the editor: in the following text of this section all the ” (U)SIM/(R)-UIM/CSIM “ shall be replaced by “ USIM/R-UIM/CSIM ”
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