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1 Reason for Change

	Gemalto 011
	2007.02.01
	T
	6.5.2
	Source: Gemalto

Form: doc #0149
Comment: Several SEK/PEK with the same SEK/PEK ID but different security policy may be stored in the USIM. In the STKM processing part, need to describe which SEK/PEK shall be used for the handling of the STKM when several are available.
For a pay-per-view or pay-per-time with associated purse, the type of purse to be used (service or global purse) need to be explained as well
Proposed Change: Add in the § “On reception of the OMA BCAST MIKEY STKM message the USIM first retrieves the SEK/PEK with the Key Domain ID and the SEK/PEK ID found in MBMS Extension payload of the OMA BCAST MIKEY message and performs the message validation as described in [3GPP TS 31.102]. ….” The case of several SEK/PEK. Describe also the following implicit priority rules:

1. A subscription 

2. A pay-per-view

3. a pay-per-time

And priority rules on purses.

	Status: OPEN 




2 Impact on Backward Compatibility

Shouldn’t have any backward compatibility since this is the first version of the BCAST enabler.

3 Impact on Other Specifications

None identified.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The Cr applies on the OMA-TS-BCAST_SvcCntProtection-Interim-Draft-20061218-D. 

It is proposed to introduce the changes in a new version of the BCAST document.

6 Detailed Change Proposal
6.4.4 OMA BCAST MIKEY LTKM Processing

……

NOTE:
The policy of replacing Key Domain records when no more empty records are available in EFMSK is USIM/R-UIM/CSIM specific (e.g. delete Groups from visited Key Domains first). When SEK/PEK is set up with an OMA BCAST policy extension it should be possible to store a variable number (e.g. typically 2) of SEK/PEK per Key Domain ID/Key Group ID pair with different security-policy-extension in the USIM/R-UIM/CSIM. This could allow for example a user to combine a right with a pay-per-view attribute and a right with a pay-per-time attribute on a same service. In the case where OMA BCAST extension is used, the SEK/PEK should be preserved at least until the end of the Key validity or until the associated play-back-counter is equal to zero.  Finally, if the V-bit in the HDR field of the received OMA BCAST LTKM message is set then the USIM/R-UIM/CSIM shall produce a OMA BCAST LTKM Verification Message as described in Section ‎6.4.3.  In this case the response is the SEK/PEK BCAST verification message.
6.5.2 OMA BCAST STKM Processing

On reception of the OMA BCAST MIKEY STKM message the USIM first retrieves the SEK/PEK with the Key Domain ID and the SEK/PEK ID found in MBMS Extension payload of the OMA BCAST MIKEY message and performs the message validation as described in [3GPP TS 31.102]. After a successful message validation, the USIM checks for the presence of a stored security policy extension associated to the SEK/PEK used to authenticate the STKM. 
If several policy extensions are available for the given SEK/PEK ID, the following priorities SHALL apply on the security policy extension used to handle the incoming STKM:
1. Policy extension for a subscription mode (0x04 or 0x05) 
2. Policy extension for a pay-per-view mode (0x06 or 0x07 or 0x08 or 0x09)
3. Policy-extension for a pay-per-time mode (0x00 or 0x01 or 0x02 or 0x03)
If a purse associated to the SEK/PEK is available, this purse will be used for the pay-per-time or pay-per-view before the global purse (associated to the SMK). Hence the following priority SHALL apply on the pay-per-view and pay-per-time security-policy-extension:

Security-policy-extension 0x00 will take precedence to 0x02

Security-policy-extension 0x01 will take precedence to 0x03

Security-policy-extension 0x06 will take precedence to 0x07

Security-policy-extension 0x08 will take precedence to 0x09
If no security policy extension is present the SEK/PEK is processed according to [3GPP TS 31.102] otherwise the following procedure applies:
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