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1 Reason for Change

This CR is a proposal for resolving the review comments below on the SP4 interfaces in the service and content protection document. 
	ID
	Open Date
	Type
	Section
	Description
	Status

	A002
	2007.01.31
	T
	13.1.2.3
	Source: SafeNet

Form: Doc 142

Comment: 

In the LTKM or Registration Key Material Request, the KeyStartTime and KeyEndTime fields have been removed. There is a DistributionStart and DistributionEnd element in the LTKM/Registration Key Material Key Response. However, this means that the BSD/A cannot ask for the material it should broadcast in a particular time period. It is also inconsistent with other message exchanges, for example, where the BSD/A requests the SEK/PEK material for a particular time period from the BSM. However, when the exchange is BSM-initiated the distribution start and end period still need to be indicated to the BSD/A in the key delivery message. 

Proposed Change: 

Add the DistributionStart and DistributionEnd fields to the LTKM or Registration Key Material Key Request and make them optional in the LTKM or Registration Key Material Key Response/Key Delivery messages.
	Status: OPEN

	A003
	2007.01.31
	T
	13.1.2.2
	Source: SafeNet

Form: Doc 142

Comment: 

STKMs contain the following field: 

traffic_authentication_flag which indicates whether authentication is being used. 

However, the STKM Request message and Partial STKM response message do not contain values for these fields.

Proposed Change: 

Add a value for the traffic_authentication_flag to the STKM Request and Partial STKM Response messages indicating the values of the above fields or otherwise clarify where the BSM should get this information, e.g. from the service guide. 


	Status: OPEN

	A003
	2007.01.31
	T
	
	Source: SafeNet

Form: Doc 142

Comment: 

The SEK Response does not contain the ID or value of the terminal binding key to be used in STKMs associated with this SEK. It does contain the terminal_binding_key_flag value. 

Proposed Change: 

Add the terminal binding key ID and value to the SEK Response message. 


	Status: OPEN

	A004
	2007.01.31
	T
	13.1.2.4
	Source: SafeNet

Form: Doc

Comment: 

The STKM format is different for the DRM profile and the smartcard profile. However, the messages which allow STKMs to be exchanged between the BSD/A and the BSM do not include a flag indicating the SPP type. Other messages in the SP4 interfaces do include the SP4 type. 

Proposed Change: 

Add SPPType field to the STKM request messages. 
	Status: OPEN

	A005
	2007.01.31
	T
	13.1.2.4
	Source: SafeNet

Form: Doc 142

Comment: 

The next_traffic_key field is only included in DRM profile STKMs. However, the “NextTrafficKey” field is mandatory in the STKM Request. The “NextTEK” field is mandatory in the Partial STKM response message. Also in the Partial STKM response message there is a mismatch between the element name in the summary “NextTrafficKey” and the element description name “NextTEK”.
Proposed Change: 

Make the field related to next traffic keys optional. 


	Status: OPEN

	A006
	2007.01.31
	T
	3.1.2
	Source: SafeNet

Form: Doc 142

Comment: 

All key identifiers in the SP4 messages should in HexBinary format. Currently they are strings (e.g. SEAK key request response) or in some cases no type is indicated (e.g. STKM request). 

Proposed Change: 

Change all key Identifiers to be HexBinary type. 


	Status: OPEN

	A007
	2007.01.31
	T
	OMA-SUP-XSD_bcast_spcp_backend-V1_0-20061214-D.xsd
	Source: SafeNet

Form: Doc 142

Comment: 

There are some typos in the XML schema for the SP4 interfaces. 

Line 247: <xs:element name="SchduleID" type="xs:anyURI" minOccurs="0"/> 
The name should be "ScheduleID"
Line 335:<xs:element name="PartialSTKMRequest"/>

This should be 

<xs:element name="PartialSTKMRequest" type="PartialSTKMRequestType"/>
Proposed Change: 

Implement the above changes to correct the typos. 


	Status: OPEN

	A008
	2007.02.02
	T
	13.1.2.4
	Source: SafeNet

Form: Doc 142

Comment: 

The type of the cryptoPeriod element  in the STKM request message and partial STKM response message is currently defined as xs:duration. Since TEKs are meant to be short-lived, it seems simpler and more appropriate to make the type an integer value specifying the number of seconds for which the TEK is valid. 
Proposed Change: 

Update the type of cryptoPeriod to unsignedInt. 


	Status: OPEN

	A009
	2007.02.02
	T
	13.1.2.4
	Source: SafeNet

Form: Doc 142

Comment: 

The synchronization source element  is missing in the STKM request. However it is present in the schema

Proposed Change: 

Add the synchronizationSource element to the document in the STKM Request description. 


	Status: OPEN

	A0010
	2007.0202
	
	13.1.2.4.1.1
	Source: SafeNet

Form: Doc 142

Comment: 

In STKM Request the description of  the keyIdentifier sub-element of KeyIdentifier description is missing. 

Proposed Change: 

Add the missing description


	Status: OPEN


2 Impact on Backward Compatibility

This CR has no impact on backwards compatibility

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are kindly asked to agree to the indicated changes.
6 Detailed Change Proposal

The attached document OMA-SUP-XSD_bcast_spcp_backend-V1_0-20071203-D.xsd contains the required SP4 schema changes. The text below shows the changes required to the service and content protection document OMA-TS-BCAST_SvcCntProtection-Interim-Draft-20061218.doc. 
13.1.2 BCAST Specific Interface
This section defines a BCAST specific interface that is not compatible with the DVB Simulcrypt interface described above. All normative text below applies if interface SP-4 follows this section.
13.1.2.1 Protocol Stacks

The following protocol stack SHALL be used for messages between the BSD/A and the BSM connected via interface SP-4.
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Figure 1 – Protocol Stack for SP-4-1
HTTPS SHALL be used to secure the interface between the BSD/A the BSM. All the messages defined over the SP‑4 interface are XML documents. The XML schema definition is specified in Appendix D. 
13.1.2.2 Service and Program key material delivery
For the DRM Profile, SEAK and/or PEAK is sent from the BSM to the BSD/A.

For the Smartcard Profile, SEK and/or PEK is sent from the BSM to the BSD/A. 
As these messages allow the delivery of high-level key material from BSM to BSD/A, the BSM MAY decide not to do so. This means the BSM MAY decide not to send Key_Delivery messages or MAY send an empty Key_Delivery_Confirmation message with Status code 011 "Operation not Permitted". If the BSD/A receives such a reply then the STKM Delivery section applies (see Section 13.1.2.4)
13.1.2.2.1 Message flows
Tags are defined in the following table to identify the type of each message. There are two cases for the delivery of SEAK or SEK and/or PEAK or PEK. 
1. In the first case the BSD/A sends a Key_Request message to the BSM. The BSM then sends a Key_Request_Response message to the BSD/A. 
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Figure 2 – Message Flow Between BSD/A and BSM for Delivery of Service and Program Key Material
2. In the second case the BSM sends a Key_Delivery message to the BSD/A. The BSD/A then sends a Key_Delivery_Confirmation message to the BSM.
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Figure 3 – Alternative Message Flow Between BSD/A and BSM for Delivery of Service and Program Key
	Tag
	Message Type
	Key

	1
	Key Request 
	SEAK/PEAK or SEK/PEK

	2
	Key Request Response
	SEAK/PEAK or SEK/PEK

	3
	Key Delivery (same as Key Request Response)
	SEAK/PEAK or SEK/PEK

	4
	Key Delivery Confirmation
	SEAK/PEAK or SEK/PEK


13.1.2.2.1.1 Key Request 

This message is sent from the BSD/A to the BSM for the acquisition of SEAK/PEAK or SEK/PEK, which in turn enables BSD/A to generate Short Term Key Messages (STKMs)

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	KeyRequest
	E
	
	
	Key Request Message

Contains the following attributes


- tag


- version


- messageID


- time

- destination

- source

Contains the following elements


- GlobalServiceID


- GlobalContentID


- ScheduleID


- KeyStartTime


- KeyEndTime
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	A
	M
	1
	This message ID
	string

	time
	A
	O
	0..1
	The time when this message is sent
	dateTime

	destination
	A
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	string

	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. Used if service protection is programme based. Only GlobalContent ID which is related to the GlobalService ID is allowed. 
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identieifer of the schedule that is protected. Used if service protection is program based. Only Schedule ID which is related to the GlobalService ID is allowed. 
	anyURI

	KeyStartTime
	E1
	M
	1
	Provides the start time of the period for which the BSD/A requires a SEAK or SEK and/or PEAK or PEK for creating secured STKMs

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	KeyEndTime
	E1
	M
	1
	Provides the end time of the period for which the BSA requires a SEAK or SEK and/or PEAK or PEK for creating secured STKMs.

This field expressed as the first 32bits integer part of NTP timestamps. 
	unsignedInt


13.1.2.2.1.2 Key Request Response
After the reception of the Key_Request message, the BSM sends this message to the BSD/A for the delivery of SEAK/PEAK or SEK/PEK. In case a SEAK or SEK is used for Service Protection, the use of the SEAK or SEK is bound by its start and end-times. During the lifetime of the Service, the SEAK can be changed periodically. In case a PEAK is used for Service Protection, the PEAK is used throughout the total lifetime of the Program. If both PEAK and SEAK are used in parallel, then the TEK encrypted with the PEK and the PEK encrypted with the SEK SHALL be present in the STKM. When only the PEAK is provided, the STKM should only include the TEK encrypted with the PEK.  
	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
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y
	Description
	Data Type

	KeyRequestResponse
	E
	
	
	Response to the Key Request message

Contains the following attributes:


 tag


 version


 messageID

 time


 status


 destination


 source

Contains the following elements:


GlobalServiceID


GlobalContentID


ScheduleID


SPPType


ServiceKey


ProgramKey


AccessCriteriaDescriptor


ProtectionAfterReceptionFlag


TerminalBindingFlag
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	message ID
	A
	M
	1
	Key Request Message ID
	string

	time
	A
	O
	0..1
	The time when this message is sent
	dateTime

	status
	A
	M
	1
	Indication of the reception status of Key Request Message. Global Status codes are used as specified in Appendix C..
	unsignedByte

	destination
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	string

	GlobalService ID
	E1
	M
	1
	Identifier of the service to be encrypted
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the key request message.
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the key request message.
	anyURI

	SPPType
	E1
	M
	1
	This specifies the type of the Service protection profile used by the BSM.

0 if service protection profile == DRM Profile
1 if service protection profile == Smartcard Profile
3-127 reserved for future use

128-255 reserved for proprietary use 
	unsignedByte

	ServiceKey
	E1
	O
	0..N
	It specifies the SEAK or SEK

Contains the following attribute:


 keyIdentifier

 value 

Contains the following elements:


 ServiceKeyStart


 ServiceKeyEnd


 ServiceKeyMTKStart


 ServiceKeyMTKEnd
	

	keyIdentifier
	A
	M
	1
	Provides the identifier of the SEAK/SEK. The SEAK/SEK identifier is the same as the one provided to the terminal with the LTKM and is included with the STKM generated by the BSDA

For the DRM Profile the SEK ID is the TBD
For the Smartcard Profile using (USIM) the SEK ID is the MSK ID (TBD bits).
	hexBinary

	value
	A
	M
	1
	This field contains the SEAK if SPP type == 0

This field contains the SEK if SPP type == 1
	hexBinary

	ServiceKeyStart
	E2
	M
	1
	Provides the start time of the period in which the SEAK or SEK provided can be used by the BSD/A in creating secured STKMs.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	ServiceKey End
	E2
	M
	1
	Provides the end time of the period in which the SEAK or SEK provided can be used by the BSD/A in creating secured STKMs

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	ServiceKeyMTKStart
	E2
	O
	0..1
	MTK ID start value for MSK validity 
This field is mandatory if SDPP type ==1
	hexBinary

	ServiceKeyMTKEnd
	E2
	O
	0..1
	MTK ID end value for MSK validity 
This field is mandatory if SPP type ==1
	hexBinary

	ProgramKey
	E1
	O
	0..1
	This field contains the PEAK if SPP_type == 0 and is only applicable to the DRM Profile.

This field SHALL NOT be used for the Smartcard Profile. In the Smartcard Profile there is no service key / program key hierarchy available. For the Smartcard Profile the PEK is send using Service Kery fields as described above.

Note: Either Service Key, Program Key or both SHALL be included for the DRM Profile.

Contains attribute:


- keyIdentifier


- value
	hexBinary

	keyIdentifier
	A
	M
	1
	Provides the identifier of the PEAK/PEK. The PEAK/PEK identifier is the same as the one provided to the terminal with the LTKM. 
	hexBinary

	value
	A
	M
	1
	This field contains the PEAK if SPP type == 0

This field contains the PEK if SPP type == 1
	hexBinary

	AccessCriteria Descriptor
	E1
	O
	0..N
	The Access Criteria Descriptor to be included in the STKM. Whenever access criteria are defined for a piece of Content, then these access criteria  take presendence the access criteria which where defined for the service to which the content item is related. 
	hexBinary

	ProtectionAfterReceptionFlag
	E1
	M
	1
	2 bit field defining the required protection after the removal of the service protection, as specified paragraph 6.3.1
	unsignedByte

	TerminalBindingKey
	E1
	O
	0..1
	An element indicating that a terminal binding key must be used. It contains the following attributes: 
· keyIdentifier 

· value
	hexBinary

	keyIdentifier
	A
	M
	1
	Number identifying the Terminal Binding Key ID (TBK ID) that is needed to access the service. This element is only present if the TerminalBindingFlag is present.
	hexBinary

	value
	A
	M
	1
	The value of the terminal binding key
	hexBinary


13.1.2.2.1.3 Key Delivery Message

This message is sent from the BSM to the BSD/A for the delivery of SEAK/PEAK or SEK/PEk without a request from the BSD/A. If the BSD/A receives this message, then the BSD/A replies to the BSM with Key Delivery Confirmation message. In case a SEK is used for Service Protection, the use of the SEAK or SEK is bound by its start and end-times. During the lifetime of the Service, the SEK can be changed periodically. In case a PEK is used for Service Protection, the PEK is used throughout the total lifetime of the programme. If both PEAK and SEAK are used in parallel, then the TEK encrypted with the PEK and the PEK encrypted with the SEK SHALL be present in the STKM. When only the PEAK or PEK is provided, the STKM should only include the TEK encrypted with the PEK. 

The message is the same as the Key Request Response message defined above in Section ‎13.1.2.2.1.2. The root element of the associated XML schema for this message SHALL have the name “KeyDelivery” instead of “KeyRequestResponse”. Status can be set to any value and SHALL be ignored by BSD/A
13.1.2.2.1.4 Key Delivery Confirmation
This message is sent from the BSD/A to the BSM to acknowledge the reception of Key Delivery Message.

	Name
	T
y
p
e
	C
a
t
e
g
o
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y
	C
a
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y
	Description
	Data Type

	KeyDeliveryConfirmation
	E
	
	
	Confirmation to the Key Delivery

Contains the following attributes:


 tag


 version


 messageID

 time


  destination


  source


  status

Contains the following elements:


GlobalServiceID


GlobalContentID


ScheduleID
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	A
	M
	1
	Key Delivery Message ID
	string

	time
	A
	O
	1
	The time when this message is sent
	dateTime

	destination
	A
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	string

	status
	A
	M
	1
	Indication of the reception status of Key Delivery Message. Global Status codes are used as specified in Appendix C.
	unsignedByte

	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected.. This field is mandatory if GlobalContent ID was provided in the key delivery message
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the key delivery message.
	anyURI


13.1.2.3 LTKM and Registration key material delivery
This paragraph describes the delivery of the LTKM and/or Registration key material are from the BSM to the BSD/A over interface SP-4, for subsequent broadcast distribution.  Note that delivery of LTKM and/or registration key material applies to the DRM Profile only.
13.1.2.3.1 Message flows
Tags are defined in the following table to identify each message. There are two cases for delivery of LTKM material for broadcast distribution of LTKM’s or Registration Key Material for subsequent broadcast distribution.

1. In the first case the BSD/A sends a Key_Request message to the BSM. the BSM then sends a  Key_Request_Response message to the BSD/A.  The Key Request Response should contain all LTKMs or registration key material that needs to be broadcast in the requested time period.
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Figure 4 – Message Flow Between BSD/A and BSM for Delivery of LTKM and Registration Key Material
2. In the second case the BSM sends a Key_Delivery message to the BSD/A. The BSD/A then sends a Key_Delivery_Confirmation message to the BSM. 

. 
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Figure 5 – Alternative Message Flow Between BSD/A and BSM for Delivery of LTKM and Registration Key Material
	Tag
	Message Type
	Key

	5
	Key_Request
	Long-Term Key Message

	6
	Key_Request_Response
	Long-Term Key Message

	7
	Key_Delivery (same as Key_Request_Response)
	Long-Term Key Message

	8
	Key_Delivery_Confirmation
	Long-Term Key Message

	9
	Key_Request
	Key Material for Registration

	10
	Key_Request_Response
	Key Material for Registration

	11
	Key_Delivery (same as Key Request Response)
	Key Material for Registration

	12
	Key_Delivery_Confirmation
	Key Material for Registration


13.1.2.3.1.1 LTKM or Registration Key Material Request 

This message is sent from the BSD/A to the BSM for the request for the delivery of LTKM or Registration Key material for broadcast distribution of LTKM’s or Registration Key Material..

	Name
	T
y
p
e
	C
a
t
e
g
o
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y
	C
a
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y
	Description
	Data Type

	LTKMorRegRequest
	
	
	
	Key Request Message

Contains the following attributes:


 tag


 version


 messageID

  destination


  source


  time
Contains the following elements:


 GlobalServiceID


 GlobalContentID


 ScheduleID
               DistributionStart

               DistributionEnd 
	

	tag
	E1
	M
	1
	Identifier for the message type
	unsignedByte

	version
	E1
	O
	1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	E1
	M
	1
	This message ID
	string

	destination
	E1
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	sourceID
	E1
	M
	1
	BSD/A ID (Note: To be independent of underlying network protocols, Source is included in the message.)
	string

	time
	E1
	O
	1
	The time when this message is sent
	dateTime

	GlobalServiceID
	E1
	M
	1
	Identifier of the target service
	anyURI

	GlobalContentID
	E1
	O
	1
	Identifier of the content that is protected. Only GlobalContent ID which is related to the GlobalService ID is allowed.
	anyURI

	ScheduleID
	E1
	O
	1
	Identifier of the schedule that is protected. Only Schedule ID which is related to the GlobalService ID is allowed.
	anyURI

	DistributionStart
	E1
	M
	1
	This field is mandatory if LTKM or Registration Key material is provided. Provides the start time of the period in which the LTKM or Registration Key material should be distributed by the BSD/A.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	DistributionEnd
	E1
	M
	1
	This field is mandatory if LTKM or Registration Key material is provided. Provides the end time of the period in which the LTKM or Registration Key material should be distributed by the BSD/A.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt


13.1.2.3.1.3 LTKM or Registration Key Material Request Response
After the reception of the Key Request Message, the BSM sends this message to the BSD/A for the delivery of LTKM or Registration Key material for broadcast distribution of LTKM’s or Registration Key Material. 

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
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t
y
	Description
	Data Type

	LTKMorRegRequestResponse
	
	
	
	Key Request Response

Contains the following attributes:


 tag


 version


 messageID

 destination


 source


  status

  time
Contains the following elements:


 GlobalServiceID


 GlobalContentID


 ScheduleID


 Data


 DistributionStart


 DistributionEnd
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	A
	M
	1
	Key Request Message ID
	string

	destination
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSM ID (Note: To be independent of underlying network protocols, Source is included in the message.)
	string

	status
	A
	M
	1
	Indication of the reception status of Key Request Message. Global Status codes are used as specified in Appendix C.
	unsignedByte

	time
	A
	O
	0..1
	The time when this message is sent
	dateTime

	GlobalServiceID
	E1
	M
	1
	Identifier of the target service
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the Key request message.
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the Key request message.
	anyURI

	Data
	E1
	O
	0..N
	LTKM material for broadcast distribution of LTKM’s or Registration Key Material for subsequent broadcast distribution.

For LTKM material a single data element carries a single BCRO. 

For Registration Key material a single data element carries a single message of either one of the messages below:

- device_registration_response(), 
- update_ri_certificate_msg(), 
- update_drmtime_msg(), 
- update_contact_number_msg(), 
- re_register_msg(), 
- token_delivery_response(), 
- domain_registration_response(), 
- domain_update_response(), 
- join_domain_msg(), 
- leave_domain_msg(),

as specified in section 7 of [XBS DRM extensions-v1.0]
	hexBinary

	DistributionStart
	E1
	O
	1
	This field is mandatory if LTKM or Registration Key material is provided. Provides the start time of the period in which the LTKM or Registration Key material should be distributed by the BSD/A.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	DistributionEnd
	E1
	O
	1
	This field is mandatory if LTKM or Registration Key material is provided. Provides the end time of the period in which the LTKM or Registration Key material should be distributed by the BSD/A.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt


13.1.2.3.1.3 LTKM or Registration Key Material Delivery

This message is sent from the BSM to the BSD/A for the delivery of LTKM material for broadcast distribution of LTKM’s or Registration Key Material without a request from the BSD/A. If the BSD/A receives this message, then the BSD/A replies to the BSM with Key_Delivery_Confirmation message.
This message is the same as the LTKM or Registration Key Material Request Response message defined above in Section 2. The root element of the associated XML schema for this message SHALL have the name “LTKMorRegDelivery” instead of “LTKMorRegRequestResponse”. Status can be set to any value and SHALL be ignored by BSD/A.
13.1.2.3.1.4 LTKM or Registration Key Material Key Delivery Confirmation

This message is sent from the BSD/A to the BSM to acknowledge the receipt of the LTKM or Registration Key Material Delivery message.
This message is the same as the Key Delivery Confirmation message defined above in Section ‎13.1.2.2.1.4..

13.1.2.4 STKM Delivery
This paragraph describes the delivery of STKM’s from the BSM to the BSD/A or from the BSD/A to the BSM over interface SP-4. The STKM delivered from the BSM to the BSD/A can be sent to Terminal using broadcast channel. The STKM delivered from the BSD/A to the BSM can be sent to Terminal using interaction channel.
13.1.2.4.1 Message flows from BSM to BSD/A

Tags are defined in the following table to identify a type of each message. There are two cases for delivery of STKM to the BSD/A when STKM generation is done by BSM.
1. The first case consists of the STKM Request message by the BSDA and the Response with the Delivery of the STKM data by the BSM, i.e. BSD/A initiated STKM request. 
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Figure 27 – Message Flow Between BSD/A and BSM for Delivery STKMs
2. The second case is BSM initiated. In this case the BSM requests a set of TEK’s from the BSDA which it will use during a specific time period to encrypt the service or programme. In response, the BSDA delivers the TEKs and the associated security protocol parameters. With this data, the BSM can send an STKM delivery message to the BSD/A. The BSD/A confirms this delivery message.


[image: image7.emf] 

SP Key Distribution 

(SP-KD)

SP Manegement 

(SP-M)

BSD/A BSM

TEK Request

STKM Generator

TEK Response

STKM Delivery

STKM Delivery Confirmation

Partial STKM Request  

Partial STKM Response  


Figure 28 – Alternative Message Flow Between BSD/A and BSM for Delivery STKMs
Services can be shared between multiple BSM’s, where each BSM uses it’s own SEK and it’s own SEK validity time. Furthermore the validity of the SEK is coupled to the TEK ID for anti-replaySo when the TEK ID is wrapped around, the TEK has to be encrypted with the new SEK. . E.g. in the case of protection at the RTSP layer with the smartcard profile the amount of TEK ID’s are limited to 16 bits. Therefore wrap around time and wrap around indicators are included as attributes of each TEK. These TEK wrap around times cannot be chosen randomly, but should be coordinated with the subscription periods of the BSM, e.g. at the end of each month or week
	Tag
	Message Type
	Key

	23
	STKM_Request
	TEK

	24
	STKM_Response
	STKM

	25
	Partial_STKM_Request
	Partial STKM including TEK

	26
	Partial_STKM_Response
	Partial STKM including TEK

	27
	STKM_Delivery (same as STKM_Response)
	STKM

	28
	STKM_Delivery_Confirmation
	STKM


13.1.2.4.1.1 STKM Request 

This message is sent from the BSD/A to the BSM for the acquisition of the Short Term Key Messages.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	STKMRequest
	
	
	
	Request message for STKMs

Contains the following attributes


 tag


 version


 messageID

  destination


  source


  time
Contains the following elements:


 GlobalServiceID


 GlobalContentID


 ScheduleID
               SPPType

 KeyMaterial
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	A
	M
	1
	This message ID
	string

	destination 
	A
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	string

	time
	A
	O
	0..1
	The time when this message is sent
	dateTime

	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. Used if service protection is programme based. Only GlobalContent ID which is related to the GlobalService ID is allowed. 
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. Only Schedule ID which is related to the GlobalService ID is allowed. 
	anyURI

	SPPType
	E1
	M
	1
	This specifies the type of the Service protection profile used by the BSM.

0 if service protection profile == DRM Profile

1 if service protection profile == Smartcard Profile

3-127 reserved for future use

128-255 reserved for proprietary use 
	unsignedByte

	KeyMaterial
	E1
	M
	1..N
	The key material used to encrypt the service or program

Contains the following attributes:


 masterKey


 masterSalt


 type
               traffic_authentication_flag

 validityTime

 cryptoPeriod


 wrapAroundTime


 wraAaroundInidcator

Contains the following element


 TrafficProtectionProtocolParameters


 NextTrafficKey
	

	masterKey
	A
	M
	1
	The master key used for traffic and content encryption 
	hexBinary

	masterSalt
	A
	M
	1
	The master Salt used for traffic and content encryption
	hexBinary

	type
	A
	M
	1
	The traffic protection protocol used. This attribute can have the following values, as specified in the STKM in paragraph 6.3.1. Allowed values are:

 0 if traffic_protection_protocol == TKM_ALGO_IPSEC

 1 if traffic_protection_protocol == TKM_ALGO_SRTP

 2 if traffic_protection_protocol ==

TKM_ALGO_AUENCRYP

 3 if traffic_protection_protocol == TKM_ALGO_DCF
 4-127 reserved for future use

 128-255 reserved for proprietary use
	unsignedByte

	Traffic_authentication_flag
	A 
	M
	1
	True if the traffic_authentication_flag in the STKM should be set to TKM_FLAG_TRUE (authentication will be used). False otherwise.
	boolean

	validityTime
	A
	M
	1
	NTP time when the traffic encryption key is used to encrypt the service or programme. This value indicates to the BSM which Service Key it needs to use to encrypt the traffic encryption key.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	cryptoPeriod
	A
	M
	1
	The crypto period used for service protection. The Validity-Time of the next TEK SHOULD be 1 crypto period later than the Validity Time of this TEK. 
	unsignedInt

	wrapAroundTime
	A
	M
	1
	This indicates the wrap around time of the TEK sequence to which this TEK belongs. After the TEK wrap around time the TEK key indicator, master key index or security parameter index is reset. This field is used to indicate that the first TEK after the Wrap around time SHOULD be encrypted with a new SEK.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	wrapAroundIindicator
	A
	M
	1
	This field is set to “TRUE” for the first TEK after the Wrap around time has passed. It is used to indicate that this and subsequent TEKs SHOULD be encrypted with a new SEK. 
	boolean

	TrafficProtectionProtocolPparameters
	E2
	M
	1
	This specifies the data related to the traffic protection protocol for the STKM, as defined in the STKM in Section 5.5.

Contains the following elements:
             ProtectionParameters

             SynchronizationSource

Note that SynchronisationSource is mandatory in case ‘type’ of ‘KeyMaterial’ is 1 and is optional in other cases
	

	ProtectionParameters
	E3
	M
	1
	Protocol Parameters

Contains the following elements:
               SPI

               MKI

               KeyIndicator

               KeyIdentifier

Note the following:

· SPI is mandatory in case ‘type’ of ‘KeyMaterial’ is 0

· MKI is mandatory in case ‘type’ of ‘KeyMaterial’ is 1

· KeyIndicator is mandatory in case ‘type’ of ‘KeyMaterial’ is 2

· KeyIdentifier is mandatory in case ‘type’ of ‘KeyMaterial’ is 3

· SynchronisationSource is mandatory in case ‘type’ of ‘KeyMaterial’ is 1 and is optional in other cases

This constraint is expressed by using the <choice> element in XML Schema
	

	SynchronizationSource
	E3
	O
	0..n
	SRTP Synchronization source
	unsignedInt

	SPI
	E4
	O
	0..1
	Security Parameter Index.

Contains the following attributes:


 spi


 nextSpi
	

	spi
	A
	M
	1
	security_parameter_index
	unsignedInt

	nextSpi
	A
	M
	1
	next_security_parameter_index
	unsignedInt

	MKI
	E4
	O
	0..1
	Master Key Index

Contains the following attributes:


 mkilength


 mki


 mediaFlows
	

	mkiLength
	A
	M
	1
	master_key_index_length
	unsignedInt

	mki
	A
	M
	1
	master_key_index
	unsignedInt

	mediaFlows
	A
	M
	1
	number_of_media_flows
	int

	KeyIndicator
	E4
	O
	0..1
	Key Indicator

Contains the following attributes:

              keyIndicatorLength


 keyIndicator
	

	keyIndicatorLength
	A
	M
	1
	key_indicator_length
This field is mandatory in case ‘Type’ of ‘Key material’ is 2
	unsignedInt

	keyIndicator
	A
	M
	1
	key_indicator
	unsignedInt

	KeyIdentifier
	E4
	O
	1
	Key Identifier

Contains the following attributes:

              keyIdentifierLength


 keyIdentifier
	

	keyIdentifierLength
	A
	M
	1
	key_identifier_length
	unsignedInt

	keyIdentifier
	A
	M
	0
	The key identifier
	hexBinary

	NextTrafficKey
	E2
	O
	1
	Flag for indication of the next traffic key in an STKM. If true, the STKM SHALL also include the next encrypted traffic key. Note that this field is only relevant to DRM profile STKMs. 
Next traffic key has the following attributes, only if Next traffic key is set to “TRUE”:


 nextMasterKey


 nextMasterSalt
	boolean

	nextMasterKey
	A
	O
	0..1
	The next master key used to encrypt the service or program. This field is mandatory if next traffic key is “TRUE”
	hexBinary

	nextMasterSalt
	A
	O
	0..1
	The next Master Salt used to encrypt the service or program. This field is mandatory if next traffic key is “TRUE”
	hexBinary


13.1.2.4.1.2 STKM Response 

After the reception of the STKM Request message, the BSM sends this message to the BSD/A for the delivery of STKM. 

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	STKMResponse
	E
	
	
	This message is the response to the STKM Request message.

Contains the following attributes


 tag


 version


 messageID

 destination


 source


 status

 time
Contains the following elements:


 GlobalServiceID


 GlobalContentID


 ScheduleID


 STKM
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	A
	M
	1
	Key Request Message ID
	string

	destination
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	string

	status
	A
	M
	1
	Indication of the reception status of STKM Request Message. Global Status codes are used as specified in ‎Appendix C.
	unsignedByte

	time
	A
	O
	0..1
	The time when this message is sent
	dateTime

	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. This field is mandatory if GlobalContent ID was provided in the STKM request message.
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the STKM request message.
	anyURI

	STKM
	E1
	M
	1..N
	The STKM.
STKM has the following attribute:


- validityTime 
	hexBinary

	validityTime
	A
	M
	1
	This validityTime attribute is used to associate the stkm with the TEK. The validityTime of the STKM SHALL be the same as the validityTime of the TEK to which this stkm is associated. 

This field is expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt


13.1.2.4.1.3 Partial STKM Request Message 

The Partial STKM Request message is used by the BSM to request a set of TEK’s from the BSD/A to deliver a set of TEK’s to be used for the encryption of the service or program. The set of TEK’s to be delivered are indicated by a start of end-time in the request message.
	Name
	T
y
p
e
	C
a
t
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y
	Description
	Data Type

	PartialSTKMRequest
	
	
	
	Partial STKM Request Message

Contains the following attributes


 tag


 version


 messageID

 destination


 source

 time
Contains the following elements:


 GlobalServiceID


 GlobalContentID


 ScheduleID


TEKStartTime


 TEKEndTime
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	A
	M
	1
	This message ID
	string

	destination
	A
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	source
	A
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	string

	time
	A
	O
	0..1
	The time when this message is sent
	dateTime

	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	anyURI

	GlobalContentID
	E1
	O
	0..1
	Identifier of the content that is protected. Used if service protection is programme based. Only GlobalContent ID which is related to the GlobalService ID is allowed.
	anyURI

	ScheduleID
	E1
	O
	0..1
	Identifier of the schedule that is protected. Only Schedule ID which are related to the GlobalService ID is allowed.
	anyURI

	TEKStartTime
	E1
	M
	1
	This is the start time of the TEKs that are used for the encryption of the service or program.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	TEKEndTime
	E1
	M
	1
	This is the end time of the TEK that are used for the encryption of the service or program.

This field expressed as the first 32bits integer part of NTP timestamps.. 
	unsignedInt


13.1.2.4.1.4 Partial STKM response message

The Partial STKM Response message is used by the BSD/A to deliver the TEK’s and the associated traffic protection protocol parameters to the BSM.  

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
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n
a
l
i
t
y
	Description
	Data Type

	PartialSTKMResponse
	E
	
	
	Partial STKM Response Message

Contains the following attributes


 tag


 version


 messageID

 destination


  source


  status

 time
Contains the following elements:


 GlobalServiceID


 GlobalContentID


 ScheduleID
              SPPType



 KeyMaterial
	

	tag
	A
	M
	1
	Identifier for the message type
	unsignedByte

	version
	A
	O
	0..1
	BCAST enabler version supported by this message
	unsignedInt

	messageID
	A
	M
	1
	This message ID
	string

	Destination 
	E1
	M
	1
	BSM ID (Note: To be independent of the underlying network protocols, Destination is included in the message.)
	string

	Source
	E1
	M
	1
	BSD/A ID (Note: To be independent of the underlying network protocols, Source is included in the message.)
	string

	Status
	E1
	M
	1
	Indication of the reception status of TEK Request Message. Global Status codes are used as specified in ‎Appendix C.
	unsignedByte

	Time
	E1
	O
	1
	The time when this message is sent
	dateTime

	GlobalServiceID
	E1
	M
	1
	Identifier of the service to be encrypted
	anyURI

	GlobalContentID
	E1
	O
	1
	Identifier of the content that is protected. Used if service protection is programme based. This field is mandatory if Global Content ID was provided in the TEK request message. 
	anyURI

	ScheduleID
	E1
	O
	1
	Identifier of the schedule that is protected. This field is mandatory if schedule ID was provided in the TEK request message.
	anyURI

	TEKMaterial
	E1
	M
	1..N
	The key material used to encrypt the service or program

Key material has the following attributes:


- masterKey


- masterSalt


- type
              - traffic_authentication_flag

-validityTime

- cryptoPeriod


- wrapAroundTime


- wrapAroundInidcator

TEK has the following element


- TrafficProtectionProtocolParameters 


- NextTrafficKey
	

	SPPType
	E1
	M
	1
	This specifies the type of the Service protection profile used by the BSM.

0 if service protection profile == DRM Profile

1 if service protection profile == Smartcard Profile

3-127 reserved for future use

128-255 reserved for proprietary use 
	unsignedByte

	masterKey
	A
	M
	1
	The master key used for traffic and content encryption 
	hexBinary

	masterSalt
	A
	M
	1
	The master Salt used for traffic and content encryption
	hexBinary

	type
	A
	M
	1
	The traffic protection protocol used. This attribute can have the following values, as specified in the STKM in paragraph 6.3.1:

- 1 if traffic_protection_protocol == TKM_ALGO_IPSEC

- 2 if traffic_protection_protocol == TKM_ALGO_SRTP

-3 if traffic_protection_protocol ==

 TKM_ALGO_AUENCRYP

- 4 if traffic_protection_protocol == TKM_ALGO_DCF
	unsignedByte

	traffic_authentication_flag
	A
	M
	1
	True if the traffic_authentication_flag in the STKM should be set to TKM_FLAG_TRUE (authentication will be used). False otherwise. 
	boolean

	validityTime
	A
	M
	1
	NTP time when the traffic encryption key is used to encrypt the service or programme. This value indicates to the BSM which Service Key it needs to use to encrypt the traffic encryption key.

This field expressed as the first 32bits integer part of NTP timestamps.

The NTP value SHALL be bound by the start and end-times as indicated in the TEK request message.
	unsignedInt

	cryptoPeriod
	A
	M
	1
	The crypto period used for service protection. The Validity-Time of the next TEK SHOULD be 1 crypto period later than the Validity Time of this TEK. 
	unsignedInt

	wrapAroundTime
	A
	M
	1
	This indicates the wrap around time of the TEK sequence to which this TEK belongs. After the TEK wrap around time the TEK key indicator, master key index or security param,ter index is resetted. This filed is used to indicate that after the first TEK after the Wrap around time SHOULD be encrypted with a new SEK.

This field expressed as the first 32bits integer part of NTP timestamps.
	unsignedInt

	wrapAroundIndicator
	A
	M
	1
	This field is set to “TRUE” for the first TEK after the Wrap around time has passed. It is used to indicate that this and subsequent TEKs SHOULD be encrypted with a new SEK. 
	boolean

	TrafficProtectionProtocolParameters
	E2
	M
	1
	This specifies the data related to the traffic protection protocol for the STKM, as defined in the STKM in Section ‎5.5.

Contains the following elements:
             ProtectionParameters

             SynchronizationSource

Note that SynchronisationSource is mandatory in case ‘type’ of ‘KeyMaterial’ is 1 and is optional in other cases
	

	ProtectionParameters
	E3
	M
	1
	Protocol Parameters

Contains the following elements:
               SPI

               MKI

               KeyIndicator

               KeyIdentifier

Note the following:

· SPI is mandatory in case ‘type’ of ‘KeyMaterial’ is 0

· MKI is mandatory in case ‘type’ of ‘KeyMaterial’ is 1

· KeyIndicator is mandatory in case ‘type’ of ‘KeyMaterial’ is 2

· KeyIdentifier is mandatory in case ‘type’ of ‘KeyMaterial’ is 3

· SynchronisationSource is mandatory in case ‘type’ of ‘KeyMaterial’ is 1 and is optional in other cases

This constraint is expressed by using the <choice> element in XML Schema
	

	SynchronizationSource
	E3
	O
	0..n
	SRTP Synchronization source
	unsignedInt

	SPI
	E4
	O
	0..1
	Security Parameter Index.

Contains the following attributes:


 spi


 nextSpi
	

	spi
	A
	M
	1
	security_parameter_index
	unsignedInt

	nextSpi
	A
	M
	1
	next_security_parameter_index
	unsignedInt

	MKI
	E4
	O
	0..1
	Master Key Index

Contains the following attributes:


 mkilength


 mki


 mediaFlows
	

	mkiLength
	A
	M
	1
	master_key_index_length
	

	mki
	A
	M
	1
	master_key_index
	unsignedInt

	mediaFlows
	A
	M
	1
	number_of_media_flows
	int

	KeyIndicator
	E4
	O
	0..1
	Key Indicator

Contains the following attributes:

              keyIndicatorLength


 keyIndicator



	

	keyIndicatorLength
	A
	M
	1
	key_indicator_length
	unsignedInt

	keyIndicator
	A
	M
	1
	key_indicator
	unsignedInt

	KeyIdentifier
	E4
	O
	0..1
	Key Identifier

Contains the following attributes:

              keyIdentifierLength


 keyIdentifier
	

	keyIdentifierLength
	A
	M
	1
	key_identifier_length
	unsignedInt

	keyIdentifier
	A
	M
	1
	key_identifier
	hexBinary

	SynchronizationSource
	E3
	O
	0..N
	synchronization_source
The amount of syncronisation source elements SHALL match the number_of_media flows.
	unsignedInt

	NextTrafficKey
	E2
	O
	1
	Flag for indication of the next traffic key in an STKM. If true, the STKM SHALL also include the next encrypted traffic key.

Next traffic key has the following attribute, only if Next traffic key is set to “TRUE”:


- Next TEK
	boolean

	nextTrafficKey
	A
	O
	0..1
	The next traffic encryption key used to encrypt the service or program. This field is mandatory if next traffic key is “TRUE”
	hexBinary


13.1.2.4.1.5 STKM Delivery
This message is used by the BSM to deliver the STKM to the BSDA.

This message is the same as the STKM Response message defined above in Section ‎13.1.2.4.1.2. The root element of the associated XML schema for this message SHALL have the name “STKMDelivery” instead of “STKMResponse”. Status can be set to any value and SHALL be ignored by BSD/A.
13.1.2.4.1.6 STKM Delivery Confirmation
This message is used by the BSD/A to confirm the reception of the STKM delivery message.

This message is the same as the Key Delivery Confirmation message defined above in Section ‎13.1.2.2.1.4. The root element of the associated XML schema for this message SHALL have the name “STKMDeliveryConfirmation” instead of “KeyDeliveryConfirmation”.

13.1.2.4.2  Message flows from BSD/A to BSM

Tags are defined in the following table to identify a type of each message. There are two cases for delivery of STKM to the BSD/A when STKM generation is done by the BSD/A.

1. The first case consists of the STKM Request message by the BSM and the Response with the Delivery of the STKM data by the BSD/A, i.e. BSM initiated STKM request. 
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Figure 29 – Message Flow Between BSM and BSD/A for Delivery STKMs
2. The second case is BSD/A initiated. In this case the BSD/A sends an STKM delivery message to the BSM. The BSM confirms this delivery message.
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Figure 30 – Alternative Message Flow Between BSM and BSD/A for Delivery STKMs
	Tag
	Message Type
	Key

	29
	STKM_Request
	STKM

	30
	STKM_Response
	STKM

	31
	STKM_Delivery (same as STKM_Response)
	STKM

	· 32
	· STKM_Delivery_Confirmation
	· STKM


13.1.2.4.2.1 STKM Request
This message is send from the BSM to the BSD/A for the acquisition of the STKM. This message is the same as the Key Request message defined in Section ‎13.1.2.3.1.1. The root element of the associated XML schema for this message SHALL have the name “STKMRequest” instead of “KeyRequest”.
13.1.2.4.2.2 STKM Request Response
This message is used by the BSD/A to delivery the STKM to the BSM. This message is the same as the STKM Response message defined above in Section ‎13.1.2.4.1.2.
13.1.2.4.2.3 STKM Delivery
This message is used by the BSD/A to deliver the STKM to the BSM.

This message is the same as the STKM Response message defined above in Section ‎13.1.2.4.1.2. The root element of the associated XML schema for this message SHALL  have the name “STKMDelivery” instead of “STKMResponse”. Status can be set to any value and SHALL be ignored by BSD/A.

13.1.2.4.2.4 STKM Delivery Confirmation
This message is used by the BSM to confirm the reception of the STKM delivery message.

This message is the same as the Key Delivery Confirmation message defined above in Section ‎13.1.2.2.1.4. The root element of the associated XML schema for this message SHALL have the name “STKMDeliveryConfirmation” instead of “KeyDeliveryConfirmation”.

Appendix D Schema for Backend Interfaces

<?xml version="1.0" encoding="UTF-8"?>

<!-- edited with XMLSpy v2005 rel. 3U (http://www.altova.com) by Bosun Jung (Samsung Electronics Co. Ltd.) -->

<!-- 


Mobile Broadcast – Sp/CP Backend Messages



version 
- 1.0



date    
- 31 October 2006

    FILE INFORMATION


OMA Permanent Document


   File: OMA-SUP-XSD_bcast_spcp_backend-V1_0-20061031-D 


   Type: Text - Schema Description


Public Reachable Information


   Path: http://www.openmobilealliance.org/tech/profiles


   Name: bcast_spcp_backend-v1_0.xsd

    NORMATIVE INFORMATION


Information about this file can be found in the specification


    OMA-TS-BCAST_SvcCntProtection-V1_0


available at http://www.openmobilealliance.org/


Send comments to technical-comments@mail.openmobilealliance.org

    LEGAL DISCLAIMER


Use of this document is subject to all of the terms and conditions of the Use Agreement located at



http://www.openmobilealliance.org/UseAgreement.html


You may use this document or any part of the document for internal or educational purposes only, provided you do not modify, edit or take out of context the information in this document in any manner.


Information contained in this document may be used, at your sole risk, for any purposes.


You may not use this document in any other manner without the prior written permission of the Open Mobile Alliance.  The Open Mobile Alliance authorizes you to copy this document, provided that you


retain all copyright and other proprietary notices contained in the original materials on any copies of the materials and that you comply strictly with these terms.  This copyright permission does not constitute an endorsement of the products or services.  The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.


Each Open Mobile Alliance member has agreed to use reasonable endeavors to inform the Open Mobile Alliance in a timely manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.  However, the members do not have an obligation to conduct IPR searches.  The declared Essential IPR is publicly available to members and non-members of the Open Mobile Alliance and may be found on the "OMA IPR Declarations" list at http://www.openmobilealliance.org/ipr.html.
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<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns="urn:oma:xml:bcast:spcp:backend:1.0" targetNamespace="urn:oma:xml:bcast:spcp:backend:1.0" elementFormDefault="qualified" attributeFormDefault="unqualified">


<!--============== Interface SP-4 ===============-->


<!--Service and Program key material delivery-->


<!--Key Request-->


<xs:element name="KeyRequest">



<xs:complexType>




<xs:complexContent>





<xs:extension base="KeyRequestType"/>




</xs:complexContent>



</xs:complexType>


</xs:element>


<xs:complexType name="KeyRequestType">



<xs:sequence>




<xs:element name="GlobalServiceID" type="xs:anyURI"/>




<xs:element name="GlobalContentID" type="xs:anyURI" minOccurs="0"/>




<xs:element name="ScheduleID" type="xs:anyURI" minOccurs="0"/>




<xs:element name="KeyStartTime" type="xs:unsignedInt"/>




<xs:element name="KeyEndTime" type="xs:unsignedInt"/>



</xs:sequence>



<xs:attribute name="tag" type="xs:unsignedByte" use="required"/>



<xs:attribute name="version" type="xs:unsignedInt" use="optional"/>



<xs:attribute name="messageID" type="xs:string" use="required"/>



<xs:attribute name="time" type="xs:dateTime" use="optional"/>



<xs:attribute name="destination" type="xs:string" use="required"/>



<xs:attribute name="source" type="xs:string" use="required"/>


</xs:complexType>


<!--Key Request Response-->


<xs:element name="KeyRequestResponse" type="KeyRequestResponseType"/>


<xs:complexType name="KeyRequestResponseType">



<xs:sequence>




<xs:element name="GlobalServiceID" type="xs:anyURI"/>




<xs:element name="GlobalContentID" type="xs:anyURI" minOccurs="0"/>




<xs:element name="ScheduleID" type="xs:anyURI" minOccurs="0"/>




<xs:element name="SPPType" type="xs:unsignedByte"/>




<xs:element name="ServiceKey" type="ServiceKeyType" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="ProgramKey" minOccurs="0">





<xs:complexType>






<xs:simpleContent>







<xs:extension base="xs:hexBinary">








<xs:attribute name="keyIdentifier" type="xs:hexBinary" use="required"/>








<xs:attribute name="value" type="xs:hexBinary" use="required"/>







</xs:extension>






</xs:simpleContent>





</xs:complexType>




</xs:element>




<xs:element name="AccessCriteriaDescriptor" type="xs:hexBinary" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="ProtectionAfterReceptionFlag" type="xs:unsignedByte"/>





<xs:element name="TerminalBindingKey" minOccurs="0">





<xs:complexType>






<xs:simpleContent>







<xs:extension base="xs:hexBinary">








<xs:attribute name="keyIdentifier" type="xs:hexBinary" use="required"/>








<xs:attribute name="value" type="xs:hexBinary" use="required"/>







</xs:extension>






</xs:simpleContent>





</xs:complexType>




</xs:element>

</xs:sequence>



<xs:attribute name="tag" type="xs:unsignedByte" use="required"/>



<xs:attribute name="version" type="xs:unsignedInt" use="optional"/>



<xs:attribute name="messageID" type="xs:string" use="required"/>



<xs:attribute name="time" type="xs:dateTime" use="optional"/>



<xs:attribute name="status" type="xs:unsignedByte" use="required"/>



<xs:attribute name="destination" type="xs:string" use="required"/>



<xs:attribute name="source" type="xs:string" use="required"/>


</xs:complexType>


<xs:complexType name="ServiceKeyType">



<xs:sequence>




<xs:element name="ServiceKeyStart" type="xs:unsignedInt"/>




<xs:element name="ServiceKeyEnd" type="xs:unsignedInt"/>




<xs:element name="ServiceKeyMTKStart" type="xs:hexBinary" minOccurs="0"/>




<xs:element name="ServiceKeyMTKEnd" type="xs:hexBinary" minOccurs="0"/>



</xs:sequence>



<xs:attribute name="keyIdentifier" type="xs:string" use="required"/>



<xs:attribute name="value" type="xs:hexBinary" use="required"/>


</xs:complexType>


<!--Key Delivery Confirmation-->


<xs:element name="KeyDeliveryConfirmation" type="KeyDeliveryConfirmationType"/>


<xs:complexType name="KeyDeliveryConfirmationType">



<xs:sequence>




<xs:element name="GlobalServiceID" type="xs:anyURI"/>




<xs:element name="GlobalContentID" type="xs:anyURI" minOccurs="0"/>




<xs:element name="ScheduleID" type="xs:anyURI" minOccurs="0"/>



</xs:sequence>



<xs:attribute name="tag" type="xs:unsignedByte" use="required"/>



<xs:attribute name="version" type="xs:unsignedInt" use="optional"/>



<xs:attribute name="messageID" type="xs:string" use="required"/>



<xs:attribute name="time" type="xs:dateTime" use="optional"/>



<xs:attribute name="destination" type="xs:string" use="required"/>



<xs:attribute name="source" type="xs:string" use="required"/>



<xs:attribute name="status" type="xs:unsignedByte" use="required"/>


</xs:complexType>


<!--LTKM and Registration key material delivery-->


<!--LTKM Request-->


<xs:element name="LTKMorRegRequest" type="LTKMorRegRequestType"/>


<xs:complexType name="LTKMorRegRequestType">



<xs:sequence>




<xs:element name="GlobalServiceID" type="xs:anyURI"/>




<xs:element name="GlobalContentID" type="xs:anyURI" minOccurs="0"/>




<xs:element name="ScheduleID" type="xs:anyURI" minOccurs="0"/>
<xs:element name="DistributionStart" type="xs:unsignedInt"/>


        

<xs:element name="DistributionEnd" type="xs:unsignedInt"/>


</xs:sequence>



<xs:attribute name="tag" type="xs:unsignedByte" use="required"/>



<xs:attribute name="version" type="xs:unsignedInt" use="optional"/>



<xs:attribute name="messageID" type="xs:string" use="required"/>



<xs:attribute name="time" type="xs:dateTime" use="optional"/>



<xs:attribute name="destination" type="xs:string" use="required"/>



<xs:attribute name="source" type="xs:string" use="required"/>


</xs:complexType>


<!--LTKM Request Response-->


<xs:element name="LTKMorRegRequestResponse" type="LTKMorRegRequestResponseType"/>


<xs:complexType name="LTKMorRegRequestResponseType">



<xs:sequence>




<xs:element name="GlobalServiceID" type="xs:anyURI"/>




<xs:element name="GlobalContentID" type="xs:anyURI" minOccurs="0"/>




<xs:element name="ScheduleID" type="xs:anyURI" minOccurs="0"/>




<xs:element name="Data" type="xs:hexBinary" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="DistributionStart" type="xs:unsignedInt" minOccurs="0"/>




<xs:element name="DistributionEnd" type="xs:unsignedInt" minOccurs="0"/>



</xs:sequence>



<xs:attribute name="tag" type="xs:unsignedByte" use="required"/>



<xs:attribute name="version" type="xs:unsignedInt" use="optional"/>



<xs:attribute name="messageID" type="xs:string" use="required"/>



<xs:attribute name="destination" type="xs:string" use="required"/>



<xs:attribute name="source" type="xs:string" use="required"/>



<xs:attribute name="status" type="xs:unsignedByte" use="required"/>



<xs:attribute name="time" type="xs:dateTime" use="optional"/>


</xs:complexType>


<!--LTKM or RegistrationKeyMaterial Key Delivery-->


<xs:element name="LTKMorRegDelivery" type="LTKMorRegDeliveryType"/>


<xs:complexType name="LTKMorRegDeliveryType">



<xs:sequence>




<xs:element name="GlobalServiceID" type="xs:anyURI"/>




<xs:element name="GlobalContentID" type="xs:anyURI" minOccurs="0"/>




<xs:element name="ScheduleID" type="xs:anyURI" minOccurs="0"/>




<xs:element name="Data" type="xs:hexBinary" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="DistributionStart" type="xs:unsignedInt"/>




<xs:element name="DistributionEnd" type="xs:unsignedInt"/>



</xs:sequence>



<xs:attribute name="tag" type="xs:unsignedByte" use="required"/>



<xs:attribute name="version" type="xs:unsignedInt" use="optional"/>



<xs:attribute name="messageID" type="xs:string" use="required"/>



<xs:attribute name="destination" type="xs:string" use="required"/>



<xs:attribute name="source" type="xs:string" use="required"/>



<xs:attribute name="status" type="xs:unsignedByte" use="required"/>



<xs:attribute name="time" type="xs:dateTime" use="optional"/>


</xs:complexType>


<!--LTKM or Registration Key Material Key  Delivery Confirmation-->


<xs:element name="LTKMorRegDeliveryConfirmation" type="LTKMorRegDeliveryConfirmationType"/>


<xs:complexType name="LTKMorRegDeliveryConfirmationType">



<xs:sequence>




<xs:element name="GlobalServiceID" type="xs:anyURI"/>




<xs:element name="GlobalContentID" type="xs:anyURI" minOccurs="0"/>




<xs:element name="ScheduleID" type="xs:anyURI" minOccurs="0"/>



</xs:sequence>



<xs:attribute name="tag" type="xs:unsignedByte" use="required"/>



<xs:attribute name="version" type="xs:unsignedInt" use="optional"/>



<xs:attribute name="messageID" type="xs:string" use="required"/>



<xs:attribute name="time" type="xs:dateTime" use="optional"/>



<xs:attribute name="destination" type="xs:string" use="required"/>



<xs:attribute name="source" type="xs:string" use="required"/>



<xs:attribute name="status" type="xs:unsignedByte" use="required"/>


</xs:complexType>


<!--STKM Delivery-->


<!--STKM Request-->


<xs:element name="STKMRequest" type="STKMRequestType"/>


<xs:complexType name="STKMRequestType">



<xs:sequence>




<xs:element name="GlobalServiceID" type="xs:anyURI"/>




<xs:element name="GlobalContentID" type="xs:anyURI" minOccurs="0"/>




<xs:element name="ScheduleID" type="xs:anyURI" minOccurs="0"/>



<xs:element name="SPPType" type="xs:unsignedByte"/>



<xs:element name="KeyMaterial" type="KeyMaterialType" maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="tag" type="xs:unsignedByte" use="required"/>



<xs:attribute name="version" type="xs:unsignedInt" use="optional"/>



<xs:attribute name="messageID" type="xs:string" use="required"/>



<xs:attribute name="destination" type="xs:string" use="required"/>



<xs:attribute name="source" type="xs:string" use="required"/>



<xs:attribute name="time" type="xs:dateTime" use="optional"/>


</xs:complexType>


<xs:complexType name="KeyMaterialType">



<xs:sequence>




<xs:element name="TrafficProtectionProtocolParameters" type="TrafficProtectionProtocolParametersType"/>




<xs:element name="NextTrafficKey" type="NextTrafficKeyType"/>



</xs:sequence>



<xs:attribute name="masterKey" type="xs:hexBinary" use="required"/>



<xs:attribute name="masterSalt" type="xs:hexBinary" use="required"/>



<xs:attribute name="type" type="xs:unsignedByte" use="required"/>


<xs:attribute name="traffic_authentication_flag" type="xs:boolean" use="required"/>


<xs:attribute name="validityTime" type="xs:unsignedInt" use="required"/>



<xs:attribute name="cryptoPeriod" type="xs:duration" use="required"/>



<xs:attribute name="wrapAroundTime" type="xs:unsignedInt" use="required"/>



<xs:attribute name="wrapAroundIndicator" type="xs:boolean" use="required"/>


</xs:complexType>


<xs:complexType name="TrafficProtectionProtocolParametersType">



<xs:sequence>




<xs:element name="ProtectionParameters" type="ProtectionParametersType"/>




<xs:element name="SynchronizationSource" type="xs:unsignedInt" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>


<xs:complexType name="ProtectionParametersType">



<xs:choice>




<xs:element name="SPI" type="SPIType" minOccurs="0"/>




<xs:element name="MKI" type="MKIType" minOccurs="0"/>




<xs:element name="KeyIndicator" type="KeyIndicatorType" minOccurs="0"/>




<xs:element name="KeyIdentifier" type="KeyIdentifierType" minOccurs="0"/>



</xs:choice>


</xs:complexType>


<xs:complexType name="SPIType">



<xs:attribute name="spi" type="xs:unsignedInt" use="required"/>



<xs:attribute name="nextSpi" type="xs:unsignedInt" use="required"/>


</xs:complexType>


<xs:complexType name="MKIType">



<xs:attribute name="mkiLength" type="xs:unsignedInt" use="required"/>



<xs:attribute name="mki" type="xs:unsignedInt" use="required"/>



<xs:attribute name="mediaFlows" type="xs:int" use="required"/>


</xs:complexType>


<xs:complexType name="KeyIndicatorType">



<xs:attribute name="keyIndicatorLength" type="xs:unsignedInt" use="required"/>



<xs:attribute name="keyIndicator" type="xs:unsignedInt" use="required"/>


</xs:complexType>


<xs:complexType name="KeyIdentifierType">



<xs:attribute name="keyIdentifierLength" type="xs:unsignedInt" use="required"/>



<xs:attribute name="keyIdentifier" type="xs:hexBinary" use="required"/>


</xs:complexType>


<xs:complexType name="NextTrafficKeyType">



<xs:simpleContent>




<xs:extension base="xs:boolean">





<xs:attribute name="nextMasterKey" type="xs:hexBinary" use="optional"/>





<xs:attribute name="nextMasterSalt" type="xs:hexBinary" use="optional"/>




</xs:extension>



</xs:simpleContent>


</xs:complexType>


<!--STKM Reponse-->


<xs:element name="STKMResponse" type="STKMResponseType"/>


<xs:complexType name="STKMResponseType">



<xs:sequence>




<xs:element name="GlobalServiceID" type="xs:anyURI"/>




<xs:element name="GlobalContentID" type="xs:anyURI" minOccurs="0"/>




<xs:element name="ScheduleID" type="xs:anyURI" minOccurs="0"/>




<xs:element name="STKM" maxOccurs="unbounded">





<xs:complexType>






<xs:simpleContent>







<xs:extension base="xs:hexBinary">








<xs:attribute name="validityTime" type="xs:unsignedInt" use="required"/>







</xs:extension>






</xs:simpleContent>





</xs:complexType>




</xs:element>



</xs:sequence>



<xs:attribute name="tag" type="xs:unsignedByte" use="required"/>



<xs:attribute name="version" type="xs:unsignedInt" use="optional"/>



<xs:attribute name="messageID" type="xs:string" use="required"/>



<xs:attribute name="destination" type="xs:string" use="required"/>



<xs:attribute name="source" type="xs:string" use="required"/>



<xs:attribute name="status" type="xs:unsignedByte" use="required"/>



<xs:attribute name="time" type="xs:dateTime" use="optional"/>


</xs:complexType>


<!--Partial STKM Request-->


<xs:element name="PartialSTKMRequest" name="PartialSTKMRequestType"/>


<xs:complexType name="PartialSTKMRequestType">



<xs:sequence>




<xs:element name="GlobalServiceID" type="xs:anyURI"/>




<xs:element name="GlobalContentID" type="xs:anyURI" minOccurs="0"/>




<xs:element name="ScheduleID" type="xs:anyURI" minOccurs="0"/>




<xs:element name="TEKStartTime" type="xs:unsignedInt"/>




<xs:element name="TEKEndTime" type="xs:unsignedInt"/>



</xs:sequence>



<xs:attribute name="tag" type="xs:unsignedByte" use="required"/>



<xs:attribute name="version" type="xs:unsignedInt" use="optional"/>



<xs:attribute name="messageID" type="xs:string" use="required"/>



<xs:attribute name="destination" type="xs:string" use="required"/>



<xs:attribute name="source" type="xs:string" use="required"/>



<xs:attribute name="time" type="xs:dateTime" use="optional"/>


</xs:complexType>


<!--Partial STKM Response-->


<xs:element name="PartialSTKMResponse" type="PartialSTKMResponseType"/>


<xs:complexType name="PartialSTKMResponseType">



<xs:sequence>




<xs:element name="GlobalServiceID" type="xs:anyURI"/>




<xs:element name="GlobalContentID" type="xs:anyURI" minOccurs="0"/>




<xs:element name="ScheduleID" type="xs:anyURI" minOccurs="0"/>



<xs:element name="SPPType" type="xs:unsignedByte"/>



<xs:element name="KeyMaterial" type="KeyMaterialType"/>



</xs:sequence>



<xs:attribute name="tag" type="xs:unsignedByte" use="required"/>



<xs:attribute name="version" type="xs:unsignedInt" use="optional"/>



<xs:attribute name="messageID" type="xs:string" use="required"/>



<xs:attribute name="destination" type="xs:string" use="required"/>



<xs:attribute name="source" type="xs:string" use="required"/>



<xs:attribute name="status" type="xs:unsignedByte" use="required"/>



<xs:attribute name="time" type="xs:dateTime" use="optional"/>


</xs:complexType>


<xs:complexType name="TEKMaterialType">



<xs:sequence>




<xs:element name="TrafficProtectionProtocolParameters" type="TrafficProtectionProtocolParametersType"/>




<xs:element name="NextTrafficKey" type="NextTEKType"/>



</xs:sequence>



<xs:attribute name="masterKey" type="xs:hexBinary" use="required"/>



<xs:attribute name="masterSalt" type="xs:hexBinary" use="required"/>



<xs:attribute name="type" type="xs:unsignedByte" use="required"/>


<xs:attribute name="traffic_authentication_flag" type="xs:boolean" use="required"/>


<xs:attribute name="validityTime" type="xs:unsignedInt" use="required"/>



<xs:attribute name="cryptoPeriod" type="xs:duration" use="required"/>



<xs:attribute name="wrapAroundTime" type="xs:unsignedInt" use="required"/>



<xs:attribute name="wrapAroundIndicator" type="xs:boolean" use="required"/>


</xs:complexType>


<xs:complexType name="NextTEKType">



<xs:attribute name="nextTEK" type="xs:hexBinary" use="optional"/>


</xs:complexType>

</xs:schema>
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