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1 Reason for Change

Solving consistency review comments from 
OMA-BCAST-2007-0233-INP_SPCP_Followup_Review_Comments_Siemens.doc
	SC-x8
	2007.02.08
	T/E
	4.2
	Source: Siemens
Form: OMA-BCAST-2007-0233
Comment: a

Bullet 8; rights object is a defined term
Proposed Change:
Capitalize “Rights Object”

Part of OMA-BCAST-2007-0242-CR_SPCP_Section_4.2_till_end_of_Section_editorial

	SC-x10
	2007.02.08
	T/E
	4.2
	Source: Siemens
Form: OMA-BCAST-2007-0233
Comment:
Bullet to GBA –english: 

· GBA is a general architecture that allows to securely sharing a secret between a server and a client; it has already been used in 3GPP MBMS. Currently, 3GPP2 uses pre provisioning to establish shared secret between (R‑)UIM/CSIM and home network.
Proposed Change:
· GBA is a general architecture that allows to securely share a secret between a server and a client; it has already been used in 3GPP MBMS. Currently, 3GPP2 uses pre-provisioning to establish a shared secret between (R‑)UIM/CSIM and home network.
Part of OMA-BCAST-2007-0242-CR_SPCP_Section_4.2_till_end_of_Section_editorial

	SC-x10
	2007.01.xx
	T/E
	4.2
	Source: Siemens
Form: OMA-BCAST-2007-0233
Comment:

English “used in variety of existing applications”

Proposed Change:
“used in various existing applications”
Part of OMA-BCAST-2007-0242-CR_SPCP_Section_4.2_till_end_of_Section_editorial

	SC-x11
	2007.02.08
	T/E
	4.2
	Source: Siemens
Form: OMA-BCAST-2007-0233
Comment: a

Keep order of explanation why technologies are used in the same order as the list of selected technologies

Proposed Change:
ISMACryp explanation text should go between SRTP and TEK explanation

PPart of OMA-BCAST-2007-0242-CR_SPCP_Section_4.2_till_end_of_Section_editorial

	SC-13
	2007.02.12
	T/E
	4.3.1
	Source: Siemens
Form: OMA-BCAST-2007-0233
Comment: explain why the two types of key hierarchy handled by the STKM delivery message have been omitted
Proposed Change:
For the Smartcard Profile key management, the two types of key hierarchy handled by the STKM delivery message have been omitted in order to be conform to the 3GPP specification. For more details, please refer to Section ‎6.
Part of OMA-BCAST-2007-0242-CR_SPCP_Section_4.2_till_end_of_Section_editorial

	SC-16
	2007.02.12
	T/E
	4.5
	Source: Siemens
Form: OMA-BCAST-2007-0233
Comment: change text order
Proposed Change:
Alternatively, a key management system based on asymmetric keys, i.e. a Public Key Infrastructure (PKI), MAY be used, e.g. the PKI model offered by OMA DRM v2.0 [DRMDRM-v2.0].  Other key management systems based on asymmetric keys (PKI) MAY be used instead.  This is referred as the “OMA DRM” key management. Other key management systems based on asymmetric keys (PKI) MAY be used instead.  Section ‎5 below provides a description of a key management system based on asymmetric keys, i.e. a PKI, based on OMA DRM v2.0.

Part of OMA-BCAST-2007-0242-CR_SPCP_Section_4.2_till_end_of_Section_editorial

	SC-17
	2007.02.12
	T/E
	4.5.1
	Source: Siemens
Form: OMA-BCAST-2007-0233
Comment: add BCAST 4-layer model
Proposed Change:
Part of OMA-BCAST-2007-0242-CR_SPCP_Section_4.2_till_end_of_Section_editorial

	SC-18
	2007.02.12
	T/E
	4.5.1
	Source: Siemens
Form: OMA-BCAST-2007-0233
Comment: change “data is protected” to “data can be protected”
Proposed Change:
Layer 3 securely transports short term keys, i.e. the Traffic Encryption Keys (TEK), in the Short Term Key Message (STKM) that is broadcasted over the same network as the media streams. Furthermore, data is can be protected in case of streaming and file delivery respectively for both service and content protection. In case of the TEK is encrypted with a PEK, the STKM may also carry the SEK-encrypted PEK.

Part of OMA-BCAST-2007-0242-CR_SPCP_Section_4.2_till_end_of_Section_editorial

	SC-19
	2007.02.12
	T/E
	4.5.1
	Source: Siemens
Form: OMA-BCAST-2007-0233
Comment: add “in detail”
Proposed Change:
The DRM Profile key management is described in detail in Section ‎5.

Part of OMA-BCAST-2007-0242-CR_SPCP_Section_4.2_till_end_of_Section_editorial

	SC-20
	2007.02.12
	T/E
	4.5.2
	Source: Siemens

Form: OMA-BCAST-2007-0233

Comment: The sentence “Access to the protected content (Layer 4) is supported irrespective of the type of encryption used (SRTP or ISMACryp or IPsec TBC
), as specified in Section ‎9.” is more or less repeated at the end of the section (second last sentence)
Proposed Change:
Delete the second appearance at the end of the section
Part of OMA-BCAST-2007-0242-CR_SPCP_Section_4.2_till_end_of_Section_editorial

	SC-21
	2007.02.12
	T/E
	4.5.2
	Source: Siemens

Form: OMA-BCAST-2007-0233

Comment: USIM is used instead of (U)SIM
Proposed Change:
Change USIM to (U)SIM  (several occurrences)
Part of OMA-BCAST-2007-0242-CR_SPCP_Section_4.2_till_end_of_Section_editorial

	SC-24
	2007.02.12
	T/E
	4.5.2
	Source: Siemens

Form: OMA-BCAST-2007-0233

Comment: text corrections to
“Regarding a 3GPP based implementation, MBMS mechanisms introduced to guarantee the integrity of exchanges messages will be re used [3GPP TS 33.246].”
Proposed Change:
Regarding a 3GPP based implementation, MBMS mechanisms introduced to guarantee the integrity of exchanges messages exchanged will be re-used [3GPP TS 33.246].

Part of OMA-BCAST-2007-0242-CR_SPCP_Section_4.2_till_end_of_Section_editorial

	SC-26
	2007.02.12
	T/E
	4.5.2
	Source: Siemens

Form: OMA-BCAST-2007-0233

Comment: better matching of text and table 
Proposed Change:
Part of OMA-BCAST-2007-0242-CR_Section_4.2-end_editorial.doc

	SC-27
	2007.02.12
	T/E
	4.5.3
	Source: Siemens

Form: OMA-BCAST-2007-0233

Comment: CSM ( CSIM

Proposed Change:
Part of OMA-BCAST-2007-0242-CR_SPCP_Section_4.2_till_end_of_Section_editorial

	SC-30
	2007.02.12
	T/E
	4.5.3.1
	Source: Siemens

Form: OMA-BCAST-2007-0233

Comment: add GBA to bullet 2
Proposed Change:
“Authentication and Registration: This corresponds to Layer 1 of the BCAST 4-layer model key hierarchy. The registration data issuing to the Smartcard or the terminal (depending on the key management implementation) takes place via the point-to-point bearer, after the corresponding GBA key derivation process is completed.”
Part of OMA-BCAST-2007-0242-CR_SPCP_Section_4.2_till_end_of_Section_editorial

	
	
	
	
	


R01 correcting comment resolution 
Comment 21 – USIM cannot be changed at all occurrence – clarified with Gemalto
Comment 16 – swap of sencences – withdrawn comment

If changes of this document are agreed, those changes need to be reflected in new revisions of 240 and 299 because these documents are touching the same sections. 
Impact on Backward Compatibility

None
2 Impact on Other Specifications

None
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

This CR is presented to BAC-BCAST-DRM for agreement.
5 Detailed Change Proposal

Change 1:  Section 4.2-end
4.2 Selected Technologies

These are the main standards on which the solution is based:

· Advanced Encryption Standard (AES, see [FIPS197]) in the Cipher Block Chaining mode with 128 bit keys, for actual content encryption. Furthermore, OMA DRM uses AES-WRAP in its Rights Objects and optionally AES CBC-MAC.  AES-ECB is also used by the terminal binding scheme to protect the TEKs.
· Secure Internet Protocol (IPsec, see [RFC2406]) using the Encapsulating Security Payload (ESP) protocol, for implementing transport encryption and decryption as a function of the IP stack. Only transport mode is used.

· Secure Real Time Protocol (SRTP, see [RFC3711]) for implementing service protection at the transport layer. SRTP uses AES-CTR (counter mode).

· Content encryption as specified in [ISMACRYP11].  Appropriate extensions are provided in this specification for codec agnostic RTP transport of ISMACryp protected streams.

· Traffic Encryption Key (TEK) delivery protocol and management is specified in this document.

· Terminal Binding Key (TBK) delivery protocol and use is specified in this document.
· Open Mobile Alliance (OMA) Digital Rights Management version 2.0 [DRM Enabler-v2.0] for service and content protection, managing rights and the associated service and program encryption keys, and the cryptographic protection of those keys themselves. This specification makes some adaptations to OMA DRMv2 for OMA BCAST, mainly for devices without interactive channel.

· DRM Rights Object delivery and device registration over the OMA BCAST channel, without using an interaction channel, are also newly specified. They are described in this document.  (Devices with access to the interactive channel do not need to implement those extensions for broadcast-only devices, as they typically do registration and Rights Object acquisition over the interactive channel only.)

· GBA [3GPP TS 33.220] for (U)SIM and pre-provisioning [3GPP2 S.S0083] for (R‑)UIM/CSIM for establishing a shared secret. Their applications for service protection are as specified in this document.
The reasons for choosing these particular technologies as the basis of the solution include the following:

· AES is an open standard symmetric encryption algorithm which is widely used in various standards including OMA DRM v2.0.
· IPsec ESP is the standard way of keeping service decryption at receiving devices within the IP stack, invisible to the receiving applications, which thus remain independent of service protection and the carriers of the IP packet streams (of which IPDC may be only one). IPsec ESP has been used in various existing applications.
· SRTP is a standard way of performing service decryption at receiving devices within the transport layer. SRTP has been used to protect all common forms of streaming content.

· ISMACryp allows encrypted content to be streamed. This means encrypted content stored in a file can be streamed at the server side and directly recorded in a file at the terminal side, without the need for decryption and re-encryption. Content encryption may be used to protect content during its complete lifetime, not only during transport.
· TEK management framework and protocol are specified in this document.  Guidelines are provided on TEK management based on two different assumptions:
· First, where the terminal is untrusted, the solution is made robust by using a key delivery protocol and management scheme for frequently changing TEKs to make it expensive for a misbehaving terminal to share TEKs with unauthorized devices.
· The alternative is to trust the terminals to behave according to certain rules.  In the context of the Smartcard Profile, the terminal is expected to delete TEKs after use, cache TEKs only for authorized use, for example to rewind and play content, and never transmit TEKs to external entities.
· GBA is a general architecture that allows to securely share a secret between a server and a client; it has already been used in 3GPP MBMS. Currently, 3GPP2 uses pre-provisioning to establish a shared secret between (R‑)UIM/CSIM and home network.
· 
4.3 Overview of Operations for Streaming of Content
Streaming can be done with content coming either from a live source or from a file. Protection of streamed content can be done using service protection or content protection. Both protection mechanisms use the 4-layer model of Figure 1.
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Figure 1 – Protection via the 4-Layer Model
4.3.1 The 4-Layer Model
As illustrated in Figure 1, the solution is based on a 4-layer model key management architecture, with an optional optimisation to provide both secure subscription and pay-per-view purchase options for a single service.  Traffic Encryption Keys (TEKs) are applied to the actual content (Layer 4) following different mechanisms depending on the actual encryption method used.

The TEKs are themselves sent encrypted by a Service or Program Encryption Key (SEK/PEK). These messages carrying TEKs are called Short Term Key messages (STKMs).  STKMs are distributed over the same channels used by the corresponding content.  The TEKs may optionally be encrypted with a Terminal Binding Key (TBK) before being encrypted by the SEK/PEK, to provide for terminal binding.

STKMs MAY contain two types of key hierarchy. Separate SEK and PEK keys can have different lifetimes and can be used to provide, for a single service, different granularities of purchase periods to different customers. This allows for the efficient implementation of both subscription and pay-per-view business models for the same service. Pay-per-view customers are provided with a PEK that is only valid for a single program while subscribers would be provided with a SEK, valid for reception of the service for some longer period.  For the DRM Profile, within the Short Term Key message, the TEK is encrypted with a PEK, and the PEK is also carried, encrypted with the SEK. Thus, pay-per-view subscribers can directly decrypt the TEK, while subscribers can decrypt the PEK by using the SEK, which can then be used to decrypt the TEK.

STKMs contain content IDs for the program or service. Devices use this ID to identify which Long Term Key message (LTKM) to use for decryption of Short Term Key messages.  The LTKMs are delivered over the broadcast or interactive channel and carry SEK or PEK.  LTKMs also contain a flag indicating whether or not a TBK is used.

Where the service and program functionality differentiation is not required or supported, the TEK can be directly encrypted with either the SEK or the PEK, and the service-key-encrypted program key can be omitted.

For the Smartcard Profile key management,  please refer to Section ‎6.
Depending on the key management profile (DRM Profile or Smartcard Profile), either the Rights Encryption Key (REK) or the Subscriber Management Key (SMK) is used to protect the LTKM delivery. The key material (REK or SMK) and meta-data are acquired during the registration phase.

Cryptographic keys introduced by the 4-layer model SHALL be stored securely within a secure storage entity to guarantee the access control, the confidentiality and the integrity of the sensitive data and SHALL never be exposed outside of the secure storage.

Only the TEK among cryptographic keys MAY be allowed to be exposed outside the secure storage upon request from authorized applications.

4.3.2 Streaming Using Service Protection
For service protection, encryption is carried out using the AES algorithm with 128 bit symmetric traffic keys.  TEKs are retrieved from the secure storage entity and are applied:

· as part of standard IPsec security associations (SAs), or 

· as an SRTP master key, from which the session key is derived as per SRTP specification, or

· directly to encrypt the content, presented as Access Units (AUs), before packetization for transport occurs (ISMACryp).

Depending on the chosen encryption, the keys are used to perform decryption automatically before passing the packets to the receiving application.

The SEKs or PEKs are transmitted to each receiving device within Long Term Key messages (LTKMs) and SHALL be stored within the secure storage entity, and SHALL never be exposed outside of the secure storage.  If OMA DRM 2.0 extensions [XBS DRM extensions-v1.0] are used, the LTKMs are referred to as Generalized Rights Objects. Such transmission of LTKMs can be done in two different ways, depending on whether the receiving device can make use of an interactivity channel:

· Via broadcast over OMA BCAST broadcast channel, or

· Via an interactivity channel.

As already mentioned, there are two key management systems:

· Using OMA DRM 2.0 Extensions [XBS DRM extensions-v1.0].  When delivering LTKMs over the OMA BCAST broadcast channel in the form of Rights Objects (ROs), bandwidth is a major constraint. This specification addresses this problem in two complimentary ways. Firstly, a new binary form of an RO, called a Broadcast Rights Object (BCRO), is defined. Secondly, a method is described for securely delivering BCROs to groups of devices at the same time. Valuable portions of ROs are protected by group or unit keys, and when necessary, broadcast encryption can be used to allow messages to be decrypted only by arbitrary sets of devices within a larger group.  When delivering ROs to devices that have access to an interactive channel, implementation complexity is a major constraint. Thus, such devices, which are expected to support OMA DRM 2.0 for interactive content services, use standard OMA DRM 2.0 mechanisms as much as possible, e.g. they acquire ROs for broadcast content via the interactive channel using the DRM 2.0 ROAP protocol, as they would do for non-broadcast content as well.  This specification defines also an efficient and user-friendly process for the registration of devices which do not have an interactivity channel.  Rights Encryption Keys (REKs) are also delivered to receive-only devices during a device registration process protected using the public key of the individual devices. When an interactivity channel is available, the registration process is according to standard OMA DRM v2.0.

· Using Smartcard Profile. An overview of operation is given in Section ‎6.
4.3.3 Streaming Using Content Protection
For content protection, encryption is carried out according to AES using 128 bit symmetric traffic keys.  While service protection provides protection of the stream only at the time of service reception, content protection provides protection of the content even after the service reception, i.e. content remains stored protected in the Terminal. On one hand, content protection may be achieved by using TEKs to encrypt the content before packetization for transport or when encapsulation in a file occurs (ISMACryp). On the other hand, content protection may also be provided using transport encryption (SRTP or IPsec) and appropriate measures in the receiving device to protect content inside the device.

4.4 Overview of Operation for Download of Content
Protection of files is as defined by OMA DRM 2.0 specifications [DRM Enabler-v2.0] for the DRM Profile.  For the Smartcard Profile, a modified version of the DCF file format is defined in this specification.

The mechanisms supported for the protected download of content using file delivery are dependent on the profile used. 

For the DRM Profile the protection of files is achieved 

· as defined by the OMA DRM 2.0 specifications [DRM Enabler-v2.0] or

· using an additional box in the extended headers field of the DCF file format and encryption by TEKs as defined in [XBS DRM extensions-v1.0].

For the Smartcard Profile the protection of files is achieved 

· using an additional box in the extended headers field of the DCF file format  and encryption by TEKs as defined in [XBS DRM extensions-v1.0].

Note that combining the above methods allows compatibility with OMA DRMv2 DCF file format and operation with both DRM Profile and Smartcard Profile. 

4.4.1 Content Download Using Service Protection
Content download by using Service Protection is specified in Section ‎5.6.2.1 for the DRM Profile and Section ‎6.6.2.1 for the Smartcard Profile.

4.4.2 Content Download Using Content Protection
Content download by using Content Protection is specified in Section ‎5.6.2.2 for the DRM Profile and Section ‎6.6.2.2 for the Smartcard Profile.

4.5 Key Management

This section outlines the key management profiles defined for the BCAST key hierarchy model. 
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Figure 2 – Key Management Section Layout

The 4-layer model described in the OMA BAC BCAST architecture document (AD) allows different key management systems to be used for layers 1 and 2.

A key management system based on symmetric keys MAY be used for layers 1 and 2 based on the symmetric key model used by both 3GPP MBMS [3GPP TS 33.246] and 3GPP2 BCMCS [3GPP2 S.S0083] security models, or other key management systems that MAY be specified in further releases. This is referred as the “Smartcard Profile” key management. Section ‎6 below provide a description of the key management system based on symmetric keys for Smartcard-enabled terminal that the terminal SHALL support.

Alternatively, a key management system based on asymmetric keys, i.e. a Public Key Infrastructure (PKI), MAY be used, e.g. the PKI model offered by OMA DRM v2.0 [DRMDRM-v2.0]. Other key management systems based on asymmetric keys (PKI) MAY be used instead.  This is referred as the “OMA DRM” key management. Section ‎5 below provides a description of a key management system based on asymmetric keys, i.e. a PKI, based on OMA DRM v2.0.

In order to ensure maximum interoperability, OMA BCAST defines a common layer for traffic encryption (layer 4) and allows other layers of key management to be implemented using either the OMA DRM Profile or the Smartcard Profile.

Adaptation of the 4-layer model used in OMA BCAST to underlying BDSes is specified for 3GPP MBMS, 3GPP2 BCMCS and IPDC over DVB-H. This adaptation allows the existing functionalities provided by the underlying BDS to be re-used. Information on the appropriate adaptation is provided in Section ‎15.

4.5.1 DRM Profile Key Management
The DRM Profile key management is based on public key based mechanisms. It uses the OMA specified OMA DRMv2.0 Enabler [DRMDRM-v2.0] to support key management. For non-interactive devices, broadcast extensions for OMA DRMv2.0 as specified in [XBS DRM extensions-v1.0] are used. 

The key management for the DRM Profile is based on the BCAST 4-layer model key hierarchy introduced in Section ‎4.3.1. 

Layer 1 is for registration purpose and uses the public/private key pair stored in the BCAST terminal. The private key is used to secure the delivery of the Rights Encryption Key (REK) with which Generic Rights Objects (GROs) can be processed. The REK may be delivered over an interactive or broadcast channel. In case of delivery via the broadcast channel the REK may refer to several keys, which are delivered to the BCAST terminal using the registration process specified in [XBS DRM extension-v1.0]. In case of an interactive channel, the ROAP registration procedure [DRMDRM-v2.0] is applied. Note that the actual provisioning of the public/private key pair is out of scope for this specification.

In layer 2, the Long Term Key Messages (LTKMs) are delivered. The LTKM is a Generic Rights Object, which may take two alternative formats. In case LTKM is delivered over a broadcast channel, the format used is of a Broadcast Rights Object (BCRO) as specified in [XBS DRM extensions-v1.0]. If an interactive channel is used, the GRO is a Rights Object (RO) as specified for OMA DRMv2.0 [DRMDRM-v2.0]. The LTKM transports the Service or Program Encryption Key (SEK/PEK), as well as permissions and attributes. SEK/PEK is encrypted using the keys delivered or broadcasted during the layer 1 registration procedure. 

Layer 3 securely transports short term keys, i.e. the Traffic Encryption Keys (TEK), in the Short Term Key Message (STKM) that is broadcasted over the same network as the media streams. Furthermore, data can be protected in case of streaming and file delivery respectively for both service and content protection. In case of the TEK is encrypted with a PEK, the STKM may also carry the SEK-encrypted PEK.

Finally, layer 4 is responsible for traffic encryption using the TEK for stream or file delivery respectively for both service and content protection.

The DRM Profile key management is described in detail in Section ‎5.

4.5.2 Smartcard Profile Key Management

The Smartcard Profile key management is based on existing security technologies and standards defined for 3GPP or 3GPP2 broadcast/multicast services.  

In the context of the BCAST 4-layer model key hierarchy, a key management solution is provided using the Smartcard and the interactive cellular radio interface. Assuming key provisioning has taken place, this solution enables authentication and registration (Layer 1), LTKM delivery (Layer 2) and STKM delivery (Layer 3), as specified in Section ‎6. Access to the protected content (Layer 4) is supported irrespective of the type of encryption used (SRTP or ISMACryp or IPsec TBC
), as specified in Section ‎9.

This specification defines two variants of the Smartcard Profile based on 3GPP and 3GPP2. These profiles are referred to as the (U)SIM Smartcard Profile and the (R‑)UIM/CSIM Smartcard Profile respectively. The two profiles differ in the way that the user establishes the Layer 1 key(s) but are otherwise the same (Layers 2, 3 and 4).

The registration layer (Layer 1) makes use of a secret key stored on a Smartcard based identity module. This key is referred to as “SmartCard Key” (SCK) in the Smartcard Profile. The SCK is a pre-provisioned secret key that is shared between the Smartcard and the Smartcard Issuer. If the Smartcard Issuer is not also the broadcast service provider, the SCK is unknown to the broadcast service provider.

The SCK is used to create the Layer 1 key, the Subscriber Management Key (SMK), using the Generic Bootstrapping Architecture (GBA) defined in [3GPP TS 33.220] for the (U)SIM Smartcard Profile, or using the pre-shared key mechanism defined in [3GPP2 S.S0083] for the (R‑)UIM/CSIM Smartcard Profile. The SMK is established between the broadcast service provider and the Smartcard or the terminal (depending on the key management implementation). 
The SMK SHALL be stored on the Smartcard or the terminal depending on the variant of the Smartcard Profile key management implemented. For the (U)SIM Smartcard Profile, the SMK SHALL be stored on a USIM when using GBA_U, and on a terminal when using GBA_ME or 2G GBA.  For the (R‑)UIM/CSIM Smartcard Profile, the SMK SHALL be stored on a (R‑)UIM/CSIM. 
The SMK is a user-specific key used to protect the Long Term Key Messages (LTKM) that are delivered in Layer 2. Depending on the service configuration, within the LTKM a Program Encryption Key (PEK) or a Service Encryption Key (SEK) is delivered protected by SMK, used respectively for pay per view or subscription customers. For the (U)SIM Smartcard Profile, the SEK or PEK SHALL be stored on a USIM when using GBA_U or on a terminal when using GBA_ME or 2G GBA. For the (R‑)UIM/CSIM Smartcard Profile the SEK or PEK SHALL be stored on a (R‑)UIM/CSIM.

Layer 3 delivers the Short Term Key Message (STKM) within which Traffic Encryption Keys (TEKs) are protected using SEK or PEK, as well as optionally by a Terminal Binding Key (TBK).
Layer 4 is for traffic encryption using the TEK for stream or file delivery respectively for both service and content protection.

Table 4 gives a brief outline of the 4-layer model key hierarchy:

Table 4: Smartcard Profile key hierarchy model

	Key layer
	Key name
	Key hierarchy
	Storage location

	Key Provisioning
	SmartCard Key (SCK)
	SCK
	Pre-provisioned secret key shared with the Smartcard Issuer.  Provisioning of this key is out of the scope of this specification.
	Smartcard 

	Layer 1: Registration
	Subscriber Management Key (SMK)
	SMK
	For the (U)SIM Smartcard Profile SMK is generated as a result of a successful run of the GBA bootstrapping procedure. For (R‑)UIM/CSIM Smartcard Profile, SMK is derived from the SCK. SMK corresponds to the MBMS User Key (MUK).
	Smartcard (for GBA_U or if security is based on registration key RK) or Terminal (for GBA_ME or 2G GBA)

	Layer 2: LTKM
	Service / Program Encryption Key (SEK/PEK)
	SMK[SEK] or SMK[PEK]
	Protected by SMK and sent to the Smartcard via the terminal using a point to point channel.  SEK/PEK corresponds to the MBMS Service Key (MSK).
	Smartcard (for GBA_U or if security is based on registration key RK) or Terminal (for GBA_ME or 2G GBA)

	Layer 3: STKM
	Traffic Encryption Key (TEK)
	SEK[TEK] or PEK[TEK]
	Protected by SEK or PEK ((U)SIM variant) or derived from SEK or PEK ((R‑)UIM/CSIM variant), and sent over the broadcast channel.  Optionally also encrypted with TBK. TEK corresponds to the MBMS Traffic Key (MTK).
	Terminal

	Layer 4: traffic encryption
	
	TEK[content]
	TEK encrypted content; traffic encryption with SRTP, ISMACryp, or IPSec
	


The Smartcard Profile key management is described in detail in Section 6.
Secure service protection is critical for service providers. For service providers with a GSM or UMTS compliant network, there is currently an existing security framework defined for broadcast/multicast services based on smartcards, i.e. MBMS security based on the USIM; 3GPP2 networks supporting BCMCS will provide a similar security framework based on (R‑)UIM/CSIM. 

Regarding a 3GPP based implementation, MBMS mechanisms introduced to guarantee the integrity of messages exchanged will be re-used [3GPP TS 33.246].

The Smartcard Profile uses GBA (3GPP TS 33.220) or its equivalent pre-shared key mechanism (3GPP2 S.S0083), to enable service and/or content protection. In the context of the BCAST 4-layer model key hierarchy, a key management solution is provided using the Smartcard and the interactive cellular radio interface, as described in this specification. This allows Layer 1 authentication and registration, Layer 2 LTKM delivery and Layer 3 STKM delivery, as specified in Section ‎6.


In the following, different BDS architectures that can be used with the Smartcard Profile using MBMS key management are discussed.

4.5.3 Use of the Smartcard Profile for Various BDS Architectures

The Smartcard Profile is applicable to cellular based BDS architectures, which natively can use a point-to-multipoint or point-to-point bearer, and also to broadcast-only BDS architectures with the additional support of a cellular interaction channel. 

The Smartcard Profile is based on MBMS security and therefore the BSM SHALL support the following MBMS BM-SC security functions, as defined in [3GPP TS 33.246], with modifications to: 

· Key Management function

· Key Request function

· Key Distribution function

· Membership function

as described in this specification. Note that the Session and Transmission function is not required as this functionality is provided by the BSDA. 

MBMS uses GBA to establish a Layer 1 key between the MBMS BM-SC, an instance of a GBA Network Application Function (NAF) and the USIM/terminal. GBA requires the implementation of a Bootstrapping Server Function (BSF) to enable the bootstrapping procedure and to provide the resulting key information to the NAF. For completeness the BSF is shown as part of the BSM, however, the BSF may be shared between the BSM NAF and NAFs for other services.  For (R‑)UIM/CSIM-based terminals, the Layer 1 key is derived by the Smartcard from the SmartCard Key (i.e. RK) pre-provisioned in the BCMCS Subscription Manager (SM) function of the BSM and the Smartcard. Throughout the remainder of this specification no differentiation will be made between the internal functions of the BSM unless required to explain specific functionality.

The sections below show the use of the Smartcard Profile using MBMS key management.

4.5.3.1 Smartcard Profile using a pure Cellular Based BDS

In the pure cellular based BDS case, both multicast/broadcast and unicast bearers are available.
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(*) Short-term key message may be delivered over the point-to-point bearer instead.

Figure 3 – Pure Cellular based BDS Scenario using either GBA or derivation of Layer 1 Key from RK, and MBMS key delivery
As a clarifying note for the scenario shown in Figure 3, there may exist one or more broadcast service providers, each represented by a separate instance of the BSM.  One of these broadcast service providers also serves as the cellular BDS network operator, such that the BDS-SD is functionally integrated with the BSDA and BSM.  It is also assumed in this diagram that for the (R‑)UIM/CSIM device, GBA is used for key provisioning, although GBA is not mandatory for (R‑)UIM/CSIM terminals (i.e. pre-provisioned RK may be employed in BCMCS).

A basic overview of the operations of the BCAST Smartcard Profile in this scenario can be the following:

· Broadcast Service Discovery: A user selects a protected service on the BCAST service guide available over the cellular based BDS. 

· Authentication and Registration: This corresponds to Layer 1 of the BCAST 4-layer model key hierarchy. The registration data issuing to the Smartcard or the terminal (depending on the key management implementation) takes place via the point-to-point bearer, after the corresponding key derivation process is completed.

This is explained in [3GPP TS 33.246] for 3GPP ((U)SIM Smartcard Profile). This can also be obtained on a pre-shared key basis as explained in Section ‎6.2 and Section ‎6.3 for 3GPP2 ((R‑)UIM/CSIM Smartcard Profile). 

· LTKM Delivery: This corresponds to Layer 2 of the BCAST 4-layer model key hierarchy. After Layer 1 keys are established with the BSM, the Smartcard or the terminal (depending on the key management implementation) may request the long-term keys and related parameters from the BSM, or alternatively, the BSM may send them automatically. This information is delivered in the LTKM to the Smartcard or to the terminal, via the point-to-point bearer. This is explained in Section ‎6.4 for the Smartcard Profile (for both 3GPP and for 3GPP2 networks).

· STKM Delivery: This corresponds to Layer 3 of the BCAST 4-layer model key hierarchy. The key management protocol uses a separate message (STKM) to deliver the short-term keys. STKM may be delivered over the point-to-multipoint bearer or the point-to-point bearer, to the Smartcard or the terminal. This is explained in Section ‎6.5 for the Smartcard Profile (for both 3GPP and for 3GPP2 networks).

· Access to protected content: This corresponds to Layer 4 of the BCAST 4-layer model key hierarchy. The cellular based BDS delivers a service, e.g. a file download or streaming session, which may be transmitted over the cellular network (3GPP or 3GPP2) in unicast, multicast or broadcast mode.

4.5.3.2 Smartcard Profile using a broadcast BDS and cellular interactive channel

In a mixed or hybrid scenario (e.g. IPDC over DVB-H + cellular interaction channel) a pure broadcast BDS is complemented with an additional interaction channel given by a cellular network.


[image: image4](*) Short-term key message may be delivered over the cellular interaction channel instead.

Figure 4 – Broadcast-only BDS with Cellular Interaction Channel Scenario, using either GBA or derivation of Layer 1 Key from RK, and MBMS Key Delivery

The same clarification note as indicated for Figure 3 applies here as well.

A basic overview of the operation of the BCAST Smartcard Profile in this scenario can be the following:

· Broadcast Service Discovery: As for cellular BDS above but available over the broadcast BDS (e.g. IPDC over DVB-H). 

· Authentication and Registration: As for cellular BDS above i.e. via the cellular interaction channel.

· LTKM Delivery: As for cellular BDS above i.e. via the cellular interaction channel 

· STKM Delivery: As for cellular BDS above but STKMs may be delivered over the broadcast only BDS (e.g. IPDC over DVB-H) or via the cellular interaction channel.

· Access to protected content: As for cellular BDS above but available over the broadcast BDS (e.g. IPDC over DVB-H).
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�This figure is subject for further discussion.  David (Orange) volunteered to create a corrected figure.
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