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1 Reason for Change

This CR addresses the following follow-up review comment (SCP-459):

Source: Nokia

Form: Doc 241
Comment: 
SPCP document recognises four different encryption protocols (IPsec, SRTP, ISMACryp and DCF), but IPsec is supported by DRM Profile only.

There are, however, valid business cases where such support would be required. E.g. an operator supporting additional information on services (e.g. text based info about the player currently on screen) for extra charge. Supporting the delivery of such data using other supported encryption protocols would not be a practical choice.

Other key management profiles in both BCAST and IPDC have specified the use for IPsec. This puts SC Profile in a different position towards them, as the SC Profile would be the only one with which an operator could not support the above referred business cases.

It is proposed that IPsec support for SC Profile is introduced in BCAST 1.0
BCAST has adopted a set of encrypt protocols (namely: IPsec, SRTP and ISMACryp), which are used for encrypting the service/content. For the Smartcard Profile, the key delivery is described in section 6.4 (“Layer 4: Short Term Key Message - STKM”).

· For SRTP keys, the 3GPP specified method is used.

· For ISMACryp keys, the key delivery is specified in section 6.5.3 (“OMA BCAST STKMs and encryption protocols”).

· For IPsec Security Associations, the section 6.5.3 states that its use is currently not specified.

This CR proposes required changes on all other sections but the section 6.5.3. Text for section 6.5.3 is provided in associated CRs.

The Smartcard Profile and DRM Profile have used the term ‘TEK’ with slightly different semantics. In Smartcard Profile, TEK equals to MBMS MTK, from this the actual encryption and authentication keys may need to be derived, while in DRM Profile TEK has referred to the actual decryption key.

This CR proposes correction for this rather clerical issue, by modifying the text in sections 5.5.1 and 9.1.

Note that an input document OMA-BCAST_2007-0285-INP-IPsec_to_SC_Profile introduces five options for introducing IPsec to Smartcard Profile. This CR follows the option A, i.e. TEK in STKM is 256 bits, and in terminal (after the prociessing in UICC) it is split into TEK (128 bits) and TAS (128 bits), and from the latter the TAK (160 bits) is derived using the BCAST PRF.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

Another CR is provided to address required changes in TS DVB Adaptation.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is asked to agree the changes introduced below.

6 Detailed Change Proposal

Change 1:  Section 6.5.3
6.5.3  OMA BCAST STKMs and encryption protocols

STKM can be sent over UDP. It is possible to multiplex STKM/UDP with FLUTE packets (on the same IP transport address but on a separate IP port – refer to section ‎10.1 on how this is signaled)

If the traffic_protection_protocol equals to TKM_ALGO_DCF, then the STKM MAY be delivered as a separate object inside a FLUTE session, together with the protected traffic, having its own FDT entry.

SRTP

3GPP MBMS is designed for SRTP encryption, hence the OMA BCAST MIKEY message defined above is compatible with SRTP. SRTP encryption SHALL be indicated by the traffic_protection_protocol value in the BCAST STKM.  MK (128 bits) and MS (112 bits) SHALL be sent via MIKEY. For compatibility with the DRM Profile a NULL MS MAY be sent.
The BCAST TEK ID corresponds to the MKI. It is equal to MTK ID (2 bytes) for BCAST terminals, unless compatibility with MBMS terminals is required in which case the MKI is equal to the MSK ID (4 bytes) || MTK ID (2 bytes), i.e. a total of 6 bytes. The MKI is transported in SRTP packets.

The key derivation rate MAY be zero.
ISMACRYP

For content encryption, this SHALL also be signaled by traffic_protection_protocol value in the BCAST STKM. The BCAST TEK ID corresponds to the key_indicator in the DRM Profile STKM. The Key Indicator sent in the OMABCASTAUHeader as part of the encrypted stream SHALL correspond to the MTK ID (2 bytes) sent in the MBMS extension payload. The 128 bit TEK SHALL be transported as for SRTP, in the KEMAC field. Note: unlike SRTP, the key indicator SHALL NOT be MSK ID || MTK ID.
If no SRTP authentication is used the 128 bit encryption key SHALL be sent instead of the MK. The MS is not used.  No SRTP key derivation is done in ISMACryp.
If SRTP authentication is used, MK (128 bits) and MS (112 bits) SHALL be sent and used to derive encryption and authentication keys as per SRTP.
IPsec

IPsec encryption SHALL be signaled by traffic_protection_protocol value in the BCAST STKM. The 4-byte SPI sent in IPsec packets SHALL consist of constant prefix 0x0001 followed by the 2-byte MTK ID. In other words, SPI = (0x0001 || MTK ID).
The security policy information is as specified in this document, and the CS ID map type SHALL be set to value '1' as defined in [RFC4563].
The MTK SHALL be transported in the KEMAC field. If no traffic authentication is used, the IPsec encryption key (the key for ESP encryption) is identical to the MTK (16 bytes). If traffic authentication is used, IPsec encryption key and Traffic Authentication Seed (TAS) are obtained by splitting the MTK (32 bytes) into two parts, where the IPsec encryption key is identical to the first 16 bytes, and the TAS is identical to the second 16 bytes. The IPsec authentication key (TAK, 20 bytes) is derived from the TAS, as described in Section 9.1. No salt is used.

Change 2:  Section 4.5.2
4.5.2  Smartcard Profile Key Management

The Smartcard Profile key management is based on existing security technologies and standards defined for 3GPP or 3GPP2 broadcast/multicast services.  

In the context of the BCAST 4-layer model key hierarchy, a key management solution is provided using Smartcard and the interactive cellular radio interface, which enables authentication and registration (Layer 1), LTKM delivery (Layer 2) and STKM delivery (Layer 3), as specified in Section 6. Access to the protected content (Layer 4) is supported irrespective of the type of encryption used (SRTP or ISMACryp or IPsec, as specified in Section 9.

This specification defines two variants of the Smartcard Profile based on 3GPP and 3GPP2. These profiles are referred to as the USIM Smartcard Profile and the (R‑)UIM/CSIM Smartcard Profile respectively. The two profiles differ in the way that the user establishes the Layer 1 key(s) but are otherwise the same (Layers 2, 3 and 4).

The registration layer (Layer 1) makes use of a secret key stored on a Smartcard based identity module. This key is referred to as “SmartCard Key” (SCK) in the Smartcard Profile. The SCK is shared between the Smartcard and the Smartcard Issuer. If the Smartcard Issuer is not also the broadcast service provider then the SCK is unknown to the broadcast service provider.
The SCK is used to create the Layer 1 key, the Subscriber Management Key (SMK), using the Generic Bootstrapping Architecture (GBA) defined in [3GPP TS 33.220] for the USIM Smartcard Profile, or using the pre-shared key mechanism defined in [3GPP2 S.S0083] for the (R‑)UIM/CSIM Smartcard Profile. The SMK is established between the broadcast service provider and the Smartcard or the terminal (depending on the key management implementation). The SMK is a user-specific key used to protect the Long Term Key Messages (LTKM).  

The SMK SHALL be stored on the Smartcard or the terminal depending on the variant of the Smartcard Profile key management implemented. For the USIM Smartcard Profile, the SMK SHALL be stored on a USIM when using GBA_U, and on a terminal when using GBA_ME or 2G GBA.  For the (R‑)UIM/CSIM Smartcard Profile, the SMK SHALL be stored on a (R‑)UIM/CSIM.

Depending on the service configuration, a Program Encryption Key (PEK) or a Service Encryption Key (SEK) is delivered protected by SMK, used respectively for pay per view or subscription customers.  For the USIM Smartcard Profile, the SEK or PEK SHALL be stored on a USIM when using GBA_U or on a terminal when using GBA_ME or 2G GBA. For the (R‑)UIM/CSIM Smartcard Profile the SEK or PEK SHALL be stored on a (R‑)UIM/CSIM.
Traffic Encryption Keys (TEKs) are protected using SEK or PEK, as well as optionally by a Terminal Binding Key (TBK), in a Short Term Key message (STKM). 

Table 4 gives a brief outline of the 4-layer model key hierarchy:

Table 4: Smartcard Profile key hierarchy model

	Key layer
	Key name
	Key hierarchy
	Storage location

	Key Provisioning
	SmartCard Key (SCK)
	SCK
	Pre-provisioned secret key shared with the Smartcard Issuer.  Provisioning of this key is out of the scope of this specification.
	Smartcard 

	1: Registration
	Subscriber Management Key (SMK)
	SMK
	For the USIM Smartcard Profile SMK is generated as a result of a successful run of the GBA bootstrapping procedure. For (R‑)UIM/CSIM Smartcard Profile, SMK is derived from the SCK. SMK corresponds to the MBMS User Key (MUK).
	Smartcard (for GBA_U or if security is based on registration key RK) or Terminal (for GBA_ME or 2G GBA)

	2: LTKM
	Service / Program Encryption Key (SEK/PEK)
	SMK[SEK] or SMK[PEK]
	Protected by SMK and sent to the Smartcard via the terminal using a point to point channel.  SEK/PEK corresponds to the MBMS Service Key (MSK).
	Smartcard (for GBA_U or if security is based on registration key RK) or Terminal (for GBA_ME or 2G GBA)

	3: STKM
	Traffic Encryption Key (TEK)
	SEK[TEK] or PEK[TEK]
	Protected by SEK or PEK (USIM variant) or derived from SEK or PEK ((R‑)UIM/CSIM variant), and sent over the broadcast channel.  Optionally also encrypted with TBK. TEK corresponds to the MBMS Traffic Key (MTK).
	Terminal


Secure service protection is critical for service providers. For service providers with a GSM or UMTS compliant network, there is currently an existing security framework defined for broadcast/multicast services based on smartcards, i.e. MBMS security based on the USIM; 3GPP2 networks supporting BCMCS will provide a similar security framework based on (R‑)UIM/CSIM. 

Regarding a 3GPP based implementation, MBMS mechanisms introduced to guarantee the integrity of exchanges messages will be re used [3GPP TS 33.246].

The Smartcard Profile uses GBA (3GPP TS 33.220) or its equivalent pre-shared key mechanism (3GPP2 S.S0083), to enable service and/or content protection. In the context of the BCAST 4-layer model key hierarchy, a key management solution is provided using the Smartcard and the interactive cellular radio interface, as described in this specification. This allows Layer 1 authentication and registration, Layer 2 LTKM delivery and Layer 3 STKM delivery, as specified in Section 6.

The Smartcard key management allows access to the protected content (Layer 4) irrespective of the type of encryption used (SRTP, IPsec or content encryption).

In the following, different BDS architectures that can be used with the Smartcard Profile using MBMS key management are discussed.

Change 3:  Section 6.5                                                                                                                           Note that MBMS MTK is not fixed to 128 bits, therefore table 8 middle column edited.
6.5  Layer 3: Short Term Key Message - STKM

The Figure below shows the MIKEY message format used to deliver STKMs in BCAST. It corresponds to the MIKEY message as defined by [3GPP TS 33.246] together with a BCAST extension payload (EXT BCAST).  This BCAST extension payload is detailed in Section 6.5.1.
	Common HDR

	EXT MBMS

	EXT BCAST

	TS

	KEMAC


Figure 7 – Logical Structure of the MIKEY Message Used to Deliver STKMs

For the Smartcard Profile, the following BCAST parameters SHALL be inserted in the MBMS MIKEY extension message:

Table 8: BCAST fields in BCAST MIKEY message for STKM

	BCAST Field
	MIKEY field
	MIKEY field location

	TEK ID
	MSK ID (4 bytes) and/or MTK ID (2 bytes)
	EXT MBMS

	TEK (128/256 bits)
	MTK
	KEMAC

	STKM fields (see below)
	EXT BCAST
	EXT BCAST


Note: For SRTP and ISMACrypt, TEK is 128 bits. For IPsec, TEK is 128 bits (traffic authentication not used) or 256 bits (traffic authentication used).
The TEK ID corresponds to the TEK identifier used to find the correct TEK to decrypt the content. See below for the actual parameter used for different encryption protocols.
All fields in the BCAST MIKEY message SHALL be populated as defined in [3GPP TS 33.246] with the above mapping for BCAST parameters. STKM fields SHALL be put in the BCAST extension payload defined in Section 6.5.1 below.

The MBMS extension payload (EXT MBMS) is defined in [3GPP TS 33.246] and reproduced below for convenience:
	Key Domain ID

	Key Type ID sub-payload (MSKID)

	Key Type ID sub-payload (MTK ID)


Figure 8 – MBMS Extension Payload Used with MIKEY MTK Message

Change 4:  Section 6.5.1.4

6.5.1.4  Delivery of TEKs using MIKEY

Terminal implementations that support the Smartcard Profile MUST also support all 3GPP [3GPP TS 33.246] defined MIKEY extensions header without any change for OMA BCAST. All encrypted TEK encapsulations MUST be performed according to 3GPP MBMS MIKEY. For clarification the following logical key mapping exists between 3GPP MBMS and OMA BCAST defined keys. The implementations MUST consider this mapping when MIKEY encapsulation is done.
	Key Layer
	OMA BCAST
	3GPP MBMS

	Layer 2
	SEK/PEK (128 bits)
	MSK (MBMS Service Key) (128 bits)

	Layer 3
	TEK (128/256 bits)
	MTK (MBMS Traffic Key)


Note: For SRTP and ISMACrypt, TEK is 128 bits. For IPsec, TEK is 128 bits (traffic authentication not used) or 256 bits (traffic authentication used).

As it can be seen from the table above both the program encryption key (PEK) and service encryption keys (SEKs) map to the same MBMS key (128 bit MSK). The differentiation of these keys at the short term key delivery layer is done using the key lifetime and the renewal period. MBMS implementations can set the lifetime of an MSK to the life time of a particular pay-per-view event in order to achieve the same result as having a separate PEK. Please note that if both the PEK and the SEK is used for a channel then two separate MSKs are required with different lifetimes.

Each MIKEY encapsulated key stream MUST only be secured using a single key (MSK). In some cases multiple key streams can deliver the same traffic encryption keys encrypted by different MSKs. The terminal MUST use the Service Guide (SG) to locate the relevant key stream for the encrypted traffic stream it needs to decrypt.
Change 5:  Section 6.6.1.1

6.6.1.1  Service protection of streams

Broadcast streams that are signalled as having service protection by the SG via the protection_after_reception flag are encrypted by TEKs using IPsec, SRTP or ISMACryp.

How to obtain the relevant information from the ESG to request the appropriate SEK or PEK (used for TEK protection) to access with the TEK the protected stream is explained in Section 6.8.
Change 6:  Section 9 and 9.1
9  Encryption Protocols

This section deals with the “Traffic Encryption Layer” (Layer 4) in the 4-layer model.  The encryption protocols discussed below are optional on the Network (server) side.


9.1  IPsec

IPsec [RFC4301] fulfills both the criterion to be bearer-agnostic and to be universally usable for all types of IP-based services. The Broadcast System MAY use IPsec to protect Broadcast Services. Broadcast Terminals MAY support IPsec.

The IPsec implementation in the device can be such that it does not interfere with the usage of IPsec for other applications than OMA BCAST. This implies that the SPI allocation and security association lookups can be implemented in such a way that they interoperate with existing IPsec implementations.

An IPsec Security Association (SA) consists of a tuple of the following parameters. 

· Selectors (IP protocol version, source IP address, destination IP address, protocol, source port and destination port)

· SPI

· Destination IP address

· Security protocol, security protocol mode and security protocol parameters

· Algorithms and algorithm parameters

· Key material

An IPsec SA is uniquely identified by a destination IP address and SPI pair.
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Figure 11 – IPsec Security Association Elements

Figure 11 shows the different objects and elements involved in instantiating IPsec security associations.  The instantiation of security associations is performed by Layer 2 and Layer 3 messages. Given a Layer 3 message, Layer 3 extracts the encrypted fields from the message. Layer 3 passes these and other relevant fields (service-CID_extension and program_CID_extension) for Layer 2 message identification to Layer 2. For all Layer 2 messages on the device, Layer 2 examines them to see if one would be able to decrypt the fields in the Layer 3 message. If Layer 2 does find suitable Layer 2 messages, then it uses Layer 2 keys (SEK and/or PEK) in these messages to decrypt Layer 3 message fields. The decrypted fields are provided back to Layer 3, which based on the Layer 3 message and the decrypted fields instantiates a set of security associations.  If Layer 2 does not find a suitable Layer 2 messages in the device, then the Layer 3 message SHOULD be silently dropped.

Selectors

Selectors are provided by the Layer 3 messages. The selectors can contain wildcards, ranges or point values, but all the other parameters SHALL be exactly defined. For transport mode all address selectors SHALL be point values and the destination address selector SHALL match the destination IP address of the SA.

Encapsulation Protocol and Mode

If IPsec is used for encryption of broadcast services, the protocol and mode SHALL be ESP in Transport Mode, according to [RFC2401] and [RFC2406]. Other IPsec encapsulation protocols or modes SHALL NOT be used.

Encryption Algorithm

The encryption algorithm for IPsec ESP SHALL be AES-128-CBC with explicit IV in each IP packet, as defined in [RFC2451] and [RFC3602]. Other encryption algorithms or key sizes or chaining modes SHALL NOT be used.

Authentication Algorithm

The authentication algorithm for IPsec ESP SHALL be HMAC-SHA-1-96, as defined in [RFC2104] and [RFC2404]. Other authentication algorithms or truncations SHALL NOT be used.

Support for the authentication algorithm as specified above is MANDATORY for both the terminal and the broadcast system. If no authentication is desired, the NULL authentication algorithm SHALL be specified.  In this case, replay protection SHALL NOT be performed by the terminal.

The traffic_authentication_flag field in STKM indicates whether security transform includes integrity protection.
SA Management

The STKM Layer defines how often the IPsec encryption keys are rekeyed. This sets the following requirements:

· The IPsec encryption key SHALL be used as the key for the ESP encryption.
· The IPsec encryption key SHALL be derived from the key material contained within the STKM as follows:

· In case of DRM Profile, the IPsec encryption key SHALL be the first 128 bits of the decrypted traffic key material. See <REFERENCE TO SECTION 5.5.1>.
· In case of Smartcard Profile, the IPsec encryption key SHALL
 be obtained as described in section <REFERENCE TO SECTION 6.5.3>.

· NOTE: In Smartcard Profile, the MBMS MTK is called TEK, from which the actual encryption and authentication keys for IPsec are derived. To avoid confusion, the key for the ESP encryption is called “IPsec encryption key”.
· The IPsec authentication key TAK, which is derived from the key material in the STKM, refer to “Authentication for IPsec” below, SHALL be used as the key for the ESP message integrity code if authentication is used.
· The IPsec implementation SHALL be able to manage security associations relating to the key stream messages separately from those managed manually or by any other protocol such as IKE. This implies the ability to identify whether an SA is relating to key stream messages.

· The IPsec Security Policy (SP) SHALL be provided by the Service Guide [BCAST10-SG]. Security associations relating to STKMs SHALL be prioritized lower than those security associations that have a locally defined policy or a policy that is provided by a trustworthy party.

· Security associations relating to STKMs are simplex and SHALL be applied only to inbound traffic on the recipient side.

· An implementation SHALL be able to keep alive the security associations for at least two crypto periods (crypto period is the time span during which a specific traffic key is authorized) of the key stream.

The rekeying of existing IPsec SAs by Layer 3 SHOULD be managed on a resource basis by the Traffic Encryption Layer according to the following recommendations:

· The IPsec implementation SHOULD be able to keep alive at least the two most recently instantiated IPsec security associations for a specified set of selectors.

· The IPsec implementation SHOULD provide a least-recently-instantiated mechanism for destroying security associations as resources reserved for OMA BCAST IPsec security associations are exhausted.

· The amount of IPsec SAs required to exhaust the resources such that the cleanup mechanism is triggered SHOULD be 3 per SEK per set of IP selectors. 
Authentication for IPsec

IPsec can be used with authentication. In case of authentication with IPsec the authentication data SHALL carry the TAS. The authentication mechanism SHALL create the TAK from the TAS. 

For DRM Profile, to obtain the encrypted traffic key material from the STKM the encrypted traffic key material SHALL be decrypted with the SEK or PEK:
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For Smartcard Profile, the authentication seed TAS SHALL be obtained as described in <REFERENCE TO SECTION 6.5.3>
The authentication key SHALL be generated from the authentication seed as follows:
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where:

CONSTANT_KSM 
= 0x040404040404040404040404040404 (120 bit)

Refer to Section ‎5.5.2  for details on fauth.

The TAK SHALL be used in the MAC generation / verification of the IPsec data. Refer to [RFC 2406] for details.
Change 7:  Section 11.2

11.2 SEK, PEK and TEK Key IDs in STKM
For the DRM Profile, STKMs (see Section ‎5.5) are delivered over UDP.  For the (U)SIM Smartcard Profile, the MIKEY protocol MUST be used in order to deliver SEK/PEKs and STKMs (see Section ‎6.5) to a (U)SIM. 

The following mapping between Service/Program Key and TEK IDs and STKM or MIKEY parameters MUST be used:

Table 31: BCAST Key ID mapping in STKM/MIKEY

	BCAST Key ID
	DRM Profile STKM Key ID
	(U)SIM Smartcard Profile

	SEK ID
	service_CID_extension (32 bit)
	MSK Identifier (Key Domain ID || MSK ID)(3+4=7 bytes)

	PEK ID
	programme_CID_extension (32 bit)
	MSK Identifier (Key Domain ID || MSK ID)(3+4=7 bytes)

	TEK ID for IPsec
	SPI (32 bits)
	SPI (32 bits) = 0x0001 || MTK ID (2 bytes)

	TEK ID for SRTP
	MKI (8*key_indicator_length )

MKI = MTK ID (2 bytes) for compatibility with the Smartcard Profile
	MKI = MTK ID (2 bytes) for BCAST

MKI = MSK ID || MTK ID (6 bytes) for MBMS compatibility

	TEK ID for ISMACryp
	key_indicator (8*key_indicator_length bits)
	MTK ID (2 bytes)


The parameters for the DRM Profile are only used if the STKM contains DRM Profile information.

The terminal MUST use the SDP to locate the relevant key stream for the encrypted traffic stream it needs to decrypt.
Note: the MSK identifier is used to request the appropriate MSK. It is constructed from the Key Domain ID and the MSK ID that are sent within MIKEY messages.

Note: the table above indicates the equivalent parameters / fields. For information on how these should be specified for the case where both DRM Profile and Smartcard Profile provide access to the same data stream please refer to Section ‎11.3 below.
Change 8:  Section 5.5.1

encrypted_traffic_key_material – is the key material currently used for encryption and optional authentication of the traffic, encrypted using AES-128-CBC, with fixed IV 0, and with 0 padding in the last block, if needed.

If <programme_flag> == TKM_FLAG_TRUE, the traffic key material is encrypted with the Programme Encryption Key (PEK).

If <programme_flag> == TKM_FLAG_FALSE and <service_flag> == TKM_FLAG_TRUE, the traffic key material is encrypted with the Service Encryption Key (SEK).

After decryption (and discarding any padding), the Traffic Encryption Key (TEK) and the Traffic Authentication Key (TAK) are obtained in a way that depends on the protocol used for traffic protection:

IPsec:  If no traffic authentication is used, the IPsec encryption key is identical to the decrypted traffic key material (16 bytes).
If traffic authentication is used, IPsec encryption key and Traffic Authentication Seed (TAS) are obtained by splitting the decrypted traffic key material into two parts, where the IPsec encryption key is identical to the first 16 bytes, and the TAS is identical to the second 16 bytes. The TAK (20 bytes) is derived from the TAS, as described in Section ‎9.1.

SRTP:  The master key is identical to the decrypted traffic key material and SHALL always be a 16-byte key. How the keys for traffic decryption and authentication are derived from the master key is defined by SRTP.
ISMACRYP:  If no traffic authentication is used, the decrypted traffic key material is identical to the key used for the AES-CTR decryption and its length is 16 bytes. If authentication is used, the first 16 bytes of the decrypted traffic key material are used as the 128 bit master key (MK) together with the 112 bit master_salt (MS) to derive encryption and authentication keys as described by STRP.

For the DRM Profile, the MK SHALL be sent in the STKM, the MS SHALL be signalled via SDP.

For the Smartcard Profile, the MK SHALL be sent in the MIKEY STKM. The MS SHALL also be sent in the MIKEY STKM.
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