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1 Reason for Change

This CR addresses the following follow-up review comment (DA-F-041):
Source: Nokia

Form: Doc 241
Comment:
IPsec support for SC Profile has been proposed. If the proposal is agreed, the text in these sections needs to be updated accordingly.

IPsec to Smartcard Profile is introduced in other CRs.

This CR addresses the related changes in DVB Adaptation specification.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

Separate CRs provided to address required changes in TS SPCP.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is asked to agree the changes introduced below.

6 Detailed Change Proposal

Change 1:  Section 7.4.1 and 7.4.1.1
7.4.1 Encryption Protocols

The specification in Section 9 "Encryption Protocols" of [BCAST10-ServContProt] with the constraints indicated below in Section 7.4.1.1 SHALL apply.
IPsec, SRTP and ISMACryp are the common content encryption methods included in both DVB-IPDC and BCAST specifications and hence OMA BCAST Terminals SHALL support IPsec, SRTP and ISMACryp.
7.4.1.1 Constraints on content encryption

This Section clarifies specific restrictions on the use of IPsec, SRTP and ISMACryp relative to what is described in [BCAST10-ServContProt] so that compliance to DVB-IPDC specifications is achieved, i.e. so that a common encryption layer is achieved, allowing both BCAST Terminals and DVB-IPDC Terminals to access the same encrypted stream.

IPsec
The specification in Section 9.1 of [BCAST10-ServContProt] SHALL apply.

SRTP

The specification in Section 9.2 of [BCAST10-ServContProt] with the following constraints SHALL apply:

A NULL Master Salt SHALL be used. 

When the Smartcard Profile is used, MKI length SHALL be 2 bytes. Note that as DVB-IPDC provides a range of acceptable MKI lengths, the Service Provider must ensure this is applied.

When the Smartcard Profile is not used, the MKI length MAY be variable.
ISMACryp

The specification in Section 9.3 of [BCAST10-ServContProt] SHALL apply.
The Table 1 below summarises constraints required for IPsec, SRTP and ISMACryp to allow BCAST and DVB-IPDC Terminals to share access to a common encrypted data stream.

Table 1  Encryption parameters for shared BCAST / DVB-IPDC encrypted content stream
	Parameter
	DRM Profile
	Smartcard Profile

	TEK ID for IPsec
	SPI (32 bits)


	SPI (32 bits) = 0x0001 || MTK ID (2 bytes)


	TEK ID for SRTP
	MKI (2 bytes) for compatibility with Smartcard Profile, otherwise variable i.e. matching that used by DVB-IPDC
	MKI = MTK ID (2 bytes) for BCAST

	MK for SRTP
	128 bits
	128 bits

	MS for SRTP
	NULL
	NULL

	TEK ID for ISMACryp
	key_indicator (2 bytes)
	MTK ID (2 bytes) 

	TEK for ISMACryp
	key_k (128 bits)
	128 bits

	MS for SRTP auth.
	112 bits in SDP
	112 bits
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