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1 Reason for Change

This CR attempts to align SCP with the Service Provisioning messages described in TS Services (as proposed in CR 2007 016R0X).

Layer 1 for the Smartcard Profile is also renamed to “Subscriber Key Establishment”  to avoid confusion with the term Registration.

Some additional changes are made to section 4.3.1. for clarity.     
Note this CR is dependent on CR016R0X being accepted.
RO1 – Small changes to orgininal CR shown in Green. New changes to section 6.6.1.3 which were missed in original CR
R02 – adds text on purging of expired purchaseItemIDs from MBMS user registration and deregistration messages and on invalidating SEKs after deregistration. It also removes the explanation of the use of the registrationRequired flag as this flag is being removed from the Services messages by CRs 016R11, 295R02 and 341R01.
Changes shown in fusia
R03 – updated text relating to the sending of the Registration message as a result of discussion on the BCAST reflector. Changes shown highlighted in light blue
R04 –exactly the same as R03 but had to be created as the wrong document was uploaded to the portal as R03
2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

<provide a description of the intended actions to be taken by the group>

6 Detailed Change Proposal

Change 1:  As below
4.3 Overview of Operations for Streaming of Content
Streaming can be done with content coming either from a live source or from a file. Protection of streamed content can be done using service protection or content protection. Both protection mechanisms use the 4-layer model of Figure 1.
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Figure 1 – Protection via the 4-Layer Model
4.3.1 The 4-Layer Model
As illustrated in Figure 1, the solution is based on a 4-layer model key management architecture, with an optional optimisation to provide both secure subscription and pay-per-view purchase options for a single service.  Traffic Encryption Keys (TEKs) are applied to the actual content (Layer 4) following different mechanisms depending on the actual encryption method used.
The TEKs are themselves sent encrypted by a Service or Program Encryption Key (SEK/PEK). These messages carrying TEKs are called Short Term Key messages (STKMs).  STKMs are distributed over the same channels used by the corresponding content.  When using the Smartcard Profile TEKs MAY optionally be encrypted with a Terminal Binding Key (TBK) before being encrypted by the SEK/PEK, to provide for terminal binding.

Separate SEK and PEK keys can have different lifetimes and can be used to provide, for a single service, different granularities of purchase periods to different customers. This allows for the efficient implementation of both subscription and pay-per-view business models for the same service. Pay-per-view customers are provided with a PEK that is only valid for a single program while subscribers would be provided with a SEK, valid for reception of the service for some longer period.  For the DRM Profile, within the STKM, the TEK is encrypted with a PEK, and the PEK is also carried in the STKM, encrypted with the SEK. Thus, pay-per-view subscribers can directly decrypt the TEK, while subscribers can decrypt the PEK by using the SEK, which can then be used to decrypt the TEK.
STKMs contain IDs used by the terminal to identify which Long Term Key message (LTKM) to use for decryption of STKM.  The LTKMs are delivered over the broadcast (DRM profile only) or interactive channel and carry SEK or PEK.  Smartcard Profile LTKMs contain a flag indicating whether or not a TBK is used.
Where the service and program functionality differentiation is not required or supported, the TEK can be directly encrypted with either the SEK, and the SEK-encrypted PEK can be omitted from the STKM.
For the Smartcard Profile key management, the two types of key hierarchy handled by the STKM delivery message have been omitted. For more details, please refer to Section 0.
Depending on the key management profile (DRM Profile or Smartcard Profile), either the Rights Encryption Key (REK) or the Subscriber Management Key (SMK) is used to protect the LTKM delivery. The key material (REK or SMK) and meta-data are acquired during the registration phase (DRM Profile) / Subscriber Key Establishment phase (Smartcard Profile).
Cryptographic keys introduced by the 4-layer model SHALL be stored securely within a secure storage entity to guarantee the access control, the confidentiality and the integrity of the sensitive data and SHALL never be exposed outside of the secure storage.

Only the TEK among cryptographic keys MAY be allowed to be exposed outside the secure storage upon request from authorized applications.
Change 2:  As below
6. Smartcard Profile

6.1 Introduction

OMA BCAST Smartcard Profile uses the key management defined by 3GPP MBMS [3GPP TS 33.246]. The solution requires an interactive channel to obtain key material.

The following sections describe the 4 layers of the 4-layer model key hierarchy, as well as the key provisioning required to access the first layer.

Section 0 briefly describes key provisioning. Section 0 describes registration. Section 0 details the structure and delivery of the LTKM while Section Error! Reference source not found. describes that of the STKM.  Section Error! Reference source not found. and Section Error! Reference source not found. describe how to protect content in case of streaming and file delivery respectively for both service and content protection.  Recording aspects are detailed in Section Error! Reference source not found. while SG signalling is explained in Section 0.
6.2 Use of Pre-provisioned Keys
The Smartcard Profile uses a pre-provisioned secret key - the “SmartCard Key” (SCK) - stored on the Smartcard to establish the shared Layer 1 keys between the BSM and the terminal, as described in Section 0.  The SCK corresponds to the authentication key “K” stored on 3GPP compliant USIMs [3GPP TS 31.102], to the authentication key “Ki” on 3GPP compliant SIMs [3GPP TS 11.11] and the key “SK” on 3GPP2 compliant (R‑)UIMs [3GPP2 TS XXX].  

How the SCK is provisioned is out of scope of this specification.
6.3 Layer 1: Subscriber Key Establishment 
6.3.1 Subscriber Key Establishment using a (U)SIM

This layer enables the establishment of two shared keys to secure communiction between the BSM and the terminal: The Subscriber Management Key (SMK), which is used to protect the delivery of SEK/PEKs within LTKM from the BSM to the terminal, and the Subscriber Request Key (SRK), which used to secure communication between the terminal and the BSM. The SMK corresponds to the MBMS User Key (MUK) while the SRK corresponds to the MBMS Request Key (MRK), where the MBMS keys are as defined in [3GPP TS 33.246]. 

The (U)SIM Smartcard Profile is based on MBMS security and therefore SMK and SRK are established by running the GBA bootstrap procedure, as defined in Section 6.1 “Using GBA for MBMS” of [3GPP TS 33.246].  The realtionship of the BSM to the GBA NAF and BSF elements is described in Section Error! Reference source not found..
Once registration to a given MBMS User Service has been completed or once the key lifetime has expired and the key is no longer valid, the required MBMS Service Key can be requested as described in Section 6.3.2.2 MSK request procedures of [TS 33.246]. This occurs when:

· The service provider may configure the BM-SC to refrain from pushing the MSK update message to the UE and let the UE request for the MSK.

· Request of MSK(s) when the UE has missed a key update procedure e.g. due to being out of coverage.
The STKM and LTKM are MIKEY plus BCAST specific extensions as per [draft-mikey-oma] and the following sections.

6.3.1 Subscriber Key Establishment using a (R‑)UIM/CSIM

BCMCS uses pre-provisioning to establish a unique 128-bit Registration Key (RK) in the (R)-UIM/CSIM and the Subscription Manager (a functional entity, SM) prior to providing service.  This is referred to as the SmartCard Key within this specification. The SM performs accounting, authentication and authorization for BCMCS. The SM also calculates the TK (Temporary Key) derived from the RK.  (The TK it is equivalent to the MBMS SMK.) The TK is used to protect the BCMCS Access Key (BAK).  The SM may be the subscriber’s home AAA (H-AAA) or an independent entity.
6.4 Layer 2: Service Provisioning and LTKM delivery
To access a protected service a terminal must obtain the necessary LTKM(s). To receive the LTKM(s) the terminal must subscribe to or purchase a BCAST purchase item. Subscription MAY be achieved using one of the following Service Provisioning messages, as defined in [BCAST10-Services]:

· “Service Request”
· “Token Purchase Request”
Alternatively, subscription MAY be achieved via other channels, e.g. the user may subscribe to the service via a web portal/shop (see section 6.8.3 Editor please insert dynamic link for more details). 
Once the terminal has successfully subscribed to a service the BSM may indicate to the terminal that it must send a “Registration Request” message, as defined in [BCAST10-Services], to the BSM for the services to which it is subscribed, e.g. by setting the “registrationRequired” field in the Response message to “true” or by sending the Smartcard Profile trigger, as defined in [BCAST10-Services], to the terminal..Note that in the case where the “registrationRequired” field in either the Service or Token Purchase Response message is set to “false”, the BSM SHALL register the terminal to the corresponding service if the Service or Token Purchase Request was successful, e.g. the Service Provisioning procedure includes an implicit registration. Note that the “Registration Request” message corresponds to the MBMS “User Service Registration” message, as defined in [3GPP TS 33.246].

· 
· 

The BSM SHALL authenticate the sender of the Service Provisioning and/or Registration message(s) sent by the terminal, by following the procedure defined in section 6.3.2.1A of [3GPP TS 33.246], e.g. the BSM shall ensure that a valid SRK is used for in the HTTP DIGEST authentication. If authenticated is successful the request SHALL be acknowledged using an HTTP 200 OK message. Note that the requirement for a valid SRK also ensures that a valid SMK has been established. 

Following a successful service registration, the LTKMs corresponding to the services to which the terminal is subscribed SHALL be delivered by the BSM to the terminal as a result of a push or pull procedure as defined in sections 6.3.2.2 and 6.3.2.3 of [3GPP TS 33.246]. This provides support for the scenarios described below:

· The BSM MAY push an LTKM to the terminal in order to provide a new SEK/PEK to a terminal or to update the Key Validity data (KV) associated with a SEK or PEK that has previously been delivered. Pushing LTKMs to registered terminals allows the BSM to spread the delivery of SEKs/PEKs required by a large number of users to manage network congestion, e.g. the BSM determines when the LTKM is pushed to the terminal.  Pushing an LTKM to a terminal to update the KV data provides a means to extend or reduce the lifetime of a SEK or PEK.
The “Registration” message, as defined in [BCAST10-Services], SHALL be sent by the terminal after the application is started and the terminal re-establishes connectivity to the interactive network associated with its service provider. This message indicates to the BSM that the terminal is available to receive any LTKMs that it may have missed while it was unreachable. Note that when a terminal establishes connectivity with an interactive network that is not associated with its service provider, e.g. in the case of roaming between cellular networks, the terminal MAY send the Registration message
The “Registration” message, as defined in [BCAST10-Services], SHALL always be sent by the terminal after it powers on or after it re-establishes connectivity to the interactive network, and indicates to the BSM that the terminal is available to receive any LTKMs that it may have missed while it was unreachable. The sending of the “Registration” message also ensures that the terminal establishes the necessary IP connectivity required to enable the BSM to push the LTKM(s) over UDP. Note that the “Registration Request” message corresponds to the MBMS “User Service Registration” message, as defined in [3GPP TS 33.246].

When the BSM wishes to push an LTKM, if the network is able to retrieve a valid IP address for the terminal, the LTKM can be pushed over UDP. Otherwise, the BSM can use the BSM Solicited Pull Procedure Initiation over SMS Bearer feature described below to deliver the LTKM.
· The terminal SHALL request the LTKM associated to a particular service when the terminal realises that it has missed an LTKM update, e.g. due to being out of coverage. The terminal SHALL use the “LTKM Request” message, as defined in [BCAST10-Services], to request the missed LTKM.  Note that the “LTKM Request” message corresponds to the MBMS “MSK Request message”, as defined in [3GPP TS 33.246]. 
· The BSM MAY trigger the terminal to request the current LTKM for a particular service. This process SHALL be as defined for the “BM-SC solicited pull procedure” in section 6.3.2.2.4 of [3GPP TS 33.246]. The solicited pull procedure can be used to provide a means to update the terminal with a new SEK/PEK when:

· the SMK is no longer valid, e.g. the BSM can respond to the “Registration Request” message from the terminal with an HTTP 401 WWW Authenticate message, thereby initiating a new run of GBA; 

· the terminal is not trusted to provide acknowledgment of LTKM delivery, e.g. with the solicited pull procedure the BSM can assume successful delivery if the terminal does not repeat the “Registration Request”  message.  
When a terminal has successfully unsubscribed from a BCAST service using an “Unsubscribe Request”, as defined in [BCAST10-Services], or via other means like a web shop, the BSM MAY invalidate the SEK/PEKs on the terminal that are associated with the relevant purchaseItemID and that are not used by any other purchase items to which the device is subscribed. The BSM invalidates SEKs/PEKs  by sending an LTKM with invalid Key Validity data, i.e. the lower bound is greater than the upper bound, where the bounds define the allowed  range of either TEK or TimeStamp values.. 

Note that once a purchaseItemID has expired, i.e. the content associated with this purchaseItemID has been broadcast, the terminal SHALL remove the purchaseItemID from all subsequent “RegistrationRequest” and “Deregistration request” messages, as defined in [BCAST10-Services], sent to the BSM.


· 
· 
· 
The figure below shows the MIKEY message format used to deliver LTKMs in BCAST. It corresponds to the MIKEY message as defined by [3GPP TS 33.246] together with a BCAST extension payload as defined in [draft-mikey-oma]. This BCAST extension payload is detailed in section 6.4.1. 
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Figure 2 – The Logical Structure of the MIKEY Message used to deliver SEKs / PEKs. The use of brackets is according to cf. section 1.3 of RFC 3830 (MIKEY)

The MBMS extension payload is defined in [3GPP TS 33.246] and reproduced below for convenience:

	Key Domain sub-payload

	Key Type ID sub-payload (MSK ID)


For the Smartcard Profile, the following BCAST parameters SHALL be inserted in the BCAST MIKEY LTKM message:

Table 1: BCAST fields in BCAST MIKEY message for LTKM

	BCAST Field
	MIKEY field
	MIKEY field location

	SEK / PEK ID
	MSK ID
	MBMS EXT

	SEK / PEK
	MSK
	KEMAC


All fields in the BCAST MIKEY LTKM message SHALL be populated as defined in [3GPP TS 33.246] with the above mapping for BCAST parameters.

The BCAST LTKM Extension, defined in Section Error! Reference source not found., can be used to provide "pay per time" and "pay per view" features, which are currently not supported by MBMS. The following modifications apply if the BCAST LTKM MIKEY message includes in the OMA BCAST EXT payload the security_policy_extension (security_policy_ext_flag set to 1). Otherwise the MBMS MIKEY MSK message definition applies.

The Key Validity Data subfield in the KEMAC payload in the OMA BCAST MIKEY message defines the Key Validity interval for SEK/PEK in terms of TIMESTAMP interval:

From (32-bits): 
Lower limit of Timestamp (“TS low”) 

To (32bits):
Upper limit of Timestamp (“TS high”) 

Note: In the MBMS MIKEY MSK message, the Key Validity Data subfield in the KEMAC payload is defined in term of sequence number interval (i.e. lower limit of MTK ID and upper limit of MTK ID, where MTK ID is 16bits in length). 

In the sections below, the following terms are used: 

Resending check: The sending of the same TEKs key is allowed and allows a faster zapping procedure. This resending of the same TEK is detected using the TEK_ID (MTK ID) field of the MBMS EXT payload. This shall not be confused with the detection of replay attacks which uses the TS field in the STKM message. For each STKM sent, even if this STKM carries the same TEK than the previous STKM message, the TS field is increased.

Anti-replay processing or verification: This procedure is used to detect replay attacks. This procedure uses the TS field in the STKM or LTKM message. Messages with a counter (TS field) less than or equal to the current counter raise a freshness failure. Depending of the security_policy_extension type this failure result in a discard of the message or a detection of a play-back of the content.

Anti-replay verification failure: This occurs when LTKM or STKM messages contain a counter in TS field less than or equal to the current counter.

Replay protection: This is the function which processes the anti-replay verification.

Key Validity Data check: The Key Validity Data check verifies that the PEK/SEK key is still valid. This procedure uses the Key Validity Data field in the KEMAC payload of the LTKM. For MBMS key management the Key Validity Data is defined as an interval of sequence number (i.e. lower limit of MTK ID and upper limit of MTK ID). For BCAST key management (LTKM with OMA BCAST EXT payload), the Key Validity Data is defined as an interval of STKM timestamps (i.e. Lower limit of Timestamp (“TS low”) and Upper limit of Timestamp (“TS high”). A failure occurs when the timestamp in the STKM received is higher than the TS high and lower than the TS low.

Freshness failure: The freshness failure occurs when the anti-replay verification fails. 

Message validation: The Message Validation check consists of the verification of integrity of the message, using the SMK for the LTKM and SEK/PEK for STKM. This procedure is described in the Section 7.1.1.6 for MSK messages and Section 7.1.1.8 for MTK messages of the [3GPP TS 31.102].

Play-back counter: An internal counter in the USIM that contains the number of play-backs authorized.
Change 3:  As below
6.7.1 Content Protection of recorded material using the Smartcard Profile

This section describes how streamed content encrypted at the content level using ISMACryp and recorded in the adapted PDCF together with STKM track can be re-read locally. Content protection is indicated by the protection_after_reception value in the STKM.  The Smartcard Profile mechanisms for service protection can be used as described briefly for content protection. Unless indicated otherwise standard MBMS mechanisms are used.  The description below mentions only GBA_U, but GBA_ME can be used also for Content Protection of recorded material using the USIM.
1. Read the first STKM from the STKM track and send it to the Smartcard if using GBA_U via the Secure Authenticated Channel (SAC) between the terminal and smartcard as defined in [ETSI TS 102.484] and [3GPP TS 33.110] (unless the Terminal Binding Key is required in which case the SAC is optional) or move to step 6
2. If the TEK is returned then decrypt the encrypted content

3. Repeat 1 to 2 until the end of the file or until the TEK is not returned (this is indicated by a failure message sent by the smartcard)

4. If the TEK is not returned then go to 5.

5. Identify the MBMS Service Protection Description via the RightsIssuerURL in the OMADRMCommon HeadersBox. Obtain the appropriate information regarding the BSM for the service and the User Service ID (this is the GlobalPurchaseItemID || PurchaseDataID) and KeyDomainID.

6. Identify the SEK/PEK from the recorded STKM track
7. Identify the Timestamp field (TS) from the current STKM in the STKM track
8. Identify the Timestamp (TS) from the last STKM in the STKM track
9. Mutually authenticate with the Rights Issuer (BSM) and establish an HTTPS tunnel as described in Section Error! Reference source not found.
10. Request the SEK/PEK from the BSM using the “Token Purchase Request” message, as defined in [BCAST10-Services].
11. Receive the LTKM with the requested SEK/PEK from the NAF Server
12. Read the first STKM from the STKM track and send it to the smartcard if using GBA_U.

13. Receive the TEK and decrypt the encrypted content
14. Read the next STKM from the STKM track and send it to the USIM if using GBA_U

15. Receive the TEK and decrypt the encrypted content

16. Repeat 14 to 15 until the end of the file
The following must be noted when using the above mechanism:

· The “Token Purchase Request” message used in step 10 above is specific to a BCAST client and can only be understood by a BCAST BSM. Hence the Service Provider must ensure the RightsIssuerURL allows the BSM to know the request is from a BCAST client. The LTKM containing tokens and / or PPV / PPT permissions, received in response to the “Token Purchase Request” message, has to be understood by the Smartcard. 
· The MBMS replay protection mechanisms mean any “rewind” forces a new SEK/PEK request unless TEKs are buffered in the terminal. Hence buffering is recommended until end of play.
· The OMA General Extension and the new smartcard security policies permit to authorize replay content according the security policy associated to the SEK/PEK.
· The Timestamp (TS) lower and upper limits allow a finer management of rights on the server side rather than basing charging on the full duration of the program defined by the TEK ID.

· The Rights Issuer (BSM) must keep a history of SEK/PEKs.

· The delivery of the STKM must only be done through a Secure Authenticated Channel to ensure TEKs are returned via a secure channel and not in the clear, unless the Terminal Binding Key is used in which case the SAC is optional.
The above mechanisms SHOULD be respected for terminals using content protection with the Smartcard Profile (see Section Error! Reference source not found.).

6.8 SG Signalling (Description of Service Access)

6.8.1 SG Signalling Using MBMS for Key Acquisition

The Service Guide (SG) provided by OMA BCAST provides information regarding available services and allows a user to subscribe to or acquire purchase items. For example, information regarding available services is delivered via the Service fragments, and information regarding available purchase items is delivered via the PurchaseItem fragments and PurchaseData fragments. Each fragment contains its own unique identifier. GlobalPurchaseItemID is defined in the PurchaseItem fragment and PurchaseDataID is defined in the PurchaseData fragment. The concatenation of GlobalPurchaseItemID and PurchaseDataID results in a parameter equivalent to the MBMS User Service ID defined in MBMS. 
The Access fragment also clearly identifies the type of protection offered (service protection or content protection or both) and the supported key management systems, e.g. the DRM Profile or the Smartcard Profile. In the case of the (U)SIM Smartcard Profile two possible entry points exist:

· via the MBMS USD (section 0) or 

· via the combination of RightsIssuerURI and Service Protection Description file (section 0).

The PurchaseChannel fragment can be linked to a PurchaseItem fragment to provide further information via the PortalURL or indicate to the terminal that it must contact the PortalURL for any subscription (see section Error! Reference source not found.), rather than send a Service Request directly to the RightsIssuerURI. 
6.8.1.1 MBMS USD used as entry point

If the MBMS USD is used as the entry point, it SHALL contain the relevant service information required by the terminal to register to for the services that it is advertising. For convenience these steps are summarised below: 
1. During the MBMS announcement procedure, the terminal receives the full domain name of the BSM (BM-SC) from which it can deduce the IP address to send the “Registration Request” and “LTKM Request” messages, as defined in [BCAST10-Services]. Note that the Smartcard Profile “Registration Request” and “LTKM Request” messages correspond to the MBMS “User Service Registration” and “MSK Request” messages respectively.
2. The terminal sends a “Registration Request” message to the BSM (BM-SC) for the services to which it is subscribed. As defined in [BCAST10-Services], the following information SHALL be included in the “Registration Request” message:
· Indication that the UE requests to register to the MBMS User Service;

· One or more MBMS User Service ID(s), where each MBMS User Service ID corresponds to a concatenation of GlobalPurchaseItemID and PurchaseDataID.

In this situation the RightsIssuerURI contained in the Access fragment and the BaseCID contained in the Service fragment are to be ignored as the relevant parameters are provided in the MBMS USD fragments. This is summarised in the table below.

Table 2: Parameters used when using MBMS USD

	Parameter
	Value / Description

	Session Description Reference Type
	MBMS USD.

	RightsIssuerURI
	Not used / ignored.

MBMS USD contains a Service Protection Description.

	BaseCID
	Not used / ignored as applies to DRM Profile only.

Provided in the MBMS USD (via the UserServiceDescription service ID = MBMS User Service ID). Equivalent information is provided in the PurchaseItem and PurchaseData fragments.


6.8.1.2 Session Description used as entry point

In this scenario the Session Description provided with the Access fragment contains both an SDP and an MBMS Service Protection Description auxiliary fragment.  The BCAST Service Guide provides the GlobalPurchaseItemID and PurchaseDataID used to create the MBMS User Service ID.
The SDP file provides information on the data and STKM streams. This would typically be the case for a non-MBMS bearer used to deliver the data, with the interactive communication channel  being used to provide LTKMs. The TEK delivery could be done in-band with the data. Depending on the bearer, this could be an MBMS or non-MBMS network.
The information on service protection SHALL be identified by RightsIssuerURI and SHALL be formatted as an MBMS Service Protection Description ([3GPP TS 26.346] Section 11.3).

The Service Protection Description SHALL be delivered as an AuxiliaryDescription fragment inside the Session Description along-side the Access fragment. For each instance of a Key Management System in an Access fragment, the RightsIssuerURI SHALL identify and match one of the Session Description Reference URIs provided in the same Access fragment.

Registration to the service is achieved by sending the “Service Request” message as explained above in Section 0.
The relevant parameters are summarised in the table below.

Table 3:  Parameters used when using Session Description

	Parameter
	Value / Description

	Session Description Reference Type
	SDP.

	RightsIssuerURI
	Used to reference an MBMS Service Protection Description carried along with the Access fragment.

	BaseCID
	Not used / ignored as applies to DRM Profile only. 

Equivalent information is provided in the PurchaseItem and PurchaseData fragments of the BCAST Service Guide [BCAST10-ESG].


Change 4:  As below
6.9.2 Signalling Protocols used for Smartcard Profile

This section explains how the information presented above MAY be sent or requested for the Smartcard Profile during the Registration Procedure, as defined in [BCAST10-Architecture]. Note that the Smartcard Profile “Registration Procedure” corresponds to the “MBMS User Service Registration Procedure” defined in [3GPP TS 33.246] The Figures below summarise the possible messages exchanged. Italics are used to indicate the parameters / messages related to the BCAST_Client_ID. The first Figure illustrates the case where the BSM requests the BCAST_Client_ID. The second Figure illustrates the case where the Terminal sends its BCAST_Client_ID to the BSM.
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Figure 3 – Mutual Authentication and Service Registration when BSM requests BCAST_Client_ID
Note to Editor: The diagram has been changed but change bars are not shown!
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Figure 4 – Mutual Authentication and Service Registration when Terminal sends BCAST_Client_ID
Note to Editor: The diagram has been changed but change bars are not shown!
The following sections describe the messages in more detail.
6.9.2.1 Certificate-based mutual authentication between Terminal and Rights Issuer (NAF Server)
Before initiating a Registration procedure, the terminal and the BSM MAY establish a HTTPS tunnel with certificate-based mutual authentication between the terminal(ME) and the BSM (application server) as described in TS [3GPP TS 33.222] Section 5.5 “Certificate based mutual authentication between UE and application server” for Release 6. This SHALL be done if the terminal intends to send a BCAST Client ID at the start of Registration procedure as described below.
6.9.2.2 Terminal sending BCAST_Client_ID at start of MBMS User Service Registration
The BCAST_Client_ID identifier MAY be sent automatically by the terminal in the initial “Registration Request” at the beginning of the Registration procedure. If the terminal sends a BCAST_Client_ID it SHALL do so through an HTTPS tunnel, as described above in Section 0.

The BCAST_Client_ID SHALL be sent using the following notation:

User-Agent:BCAST_Client_ID=BCAST_Client_ID
Where:

"BCAST_Client_ID=" is text allowing the server to identify the BCAST client ID and BCAST_Client_ID is the actual value.

BCAST_Client_ID is Base64 encoded.

If the terminal does not send the BCAST_Client_ID in the initial “Registration Request”, then the BSM(Rights Issuer) MAY ask for it as described below in Section 0.
6.9.2.3 BSM Requesting BCAST_Client_ID
If the terminal has NOT sent the BCAST_Client_ID in the initial “Registration Request”, the BSM(Rights Issuer) MAY request the BCAST client identifier using the following request:

HTTP/1.1 403 Not acceptable

Server: BCAST NAF Server

Date: Thu, 08 Jan 2004 10:13:18 GMT

send_BCAST_Client_ID

where send_BCAST_Client_ID is text.

6.9.2.4 Terminal Sending BCAST_Client_ID to BSM following Request
Upon reception of the request for the BCAST client id, the terminal MAY be incapable of sending this identifier (as it is optional). 

If the terminal recognizes the request for a BCAST_Client_ID (as defined in Section Error! Reference source not found.), it SHOULD establish an HTTPS tunnel with the BSM as described in Section 0 and then send the BCAST_Client_ID using the following response:

GET / HTTP/1.1

User-Agent: BCAST_Client_ID=BCAST_Client_ID
Date: Thu, 08 Jan 2004 10:13:18 GMT

Where "BCAST_Client_ID=" is text allowing the server to identify the BCAST client ID and BCAST_Client_ID is the actual value.

BCAST_Client_ID is Base64 encoded.

If the BCAST Client does not have a BCAST_Client_ID it is recommended that the above message is sent using an empty User-Agent entry without establishing an HTTPS tunnel. Note that this may result in the BSM refusing registration.

6.9.2.5 BSM Accepting BCAST_Client_ID
If the BCAST_Client_ID provided by the terminal to the BSM (Rights Issuer) is deemed acceptable, then the BSM SHALL respond with the “Registration Response” message, as defined in [BCAST10-Services], indicating success. 
Change 5:  As below

New change in R01 below
6.6.1.3 Rights Management using the Smartcard Profile for Content Protection of Streams
If the OMA General Extension payload is not present, the SEK/PEK in Smartcard Profile is based on an implicit "play once" right. However, this functionality can be used by the BSM to enable more complex rights constraints and usage e.g. unlimited access to rights (SEK/PEK) for a given time period or for a given number of times. In all cases, where the LTKM OMA EXT BCAST is not present, Smartcard profile terminals are forced to request a new SEK/PEK for every access to content. In case of OMA General Extension payload is present in the LTKM, the rights management follows the rules of the security_policy_extension value (e.g. SEK/PEK Pay per Time, User Pay per View,..).
Alternatively, the BCAST MIKEY LTKM extensions allow more extended rights to be provided, such as PPV or PPT, as explained in the LTKM Section Error! Reference source not found.. In order to request the tokens and / or rights required to provide PPT and PPV functionality,
 the "Token Purchase Request" message defined [BCAST10-Services] SHALL be used. 
If broadcast streams are protected and need content protection rights, this is signaled via ProtectionType in the SG and via the protection_after_reception values in the STKM. For the Smartcard Profile, this means there SHALL be mutual terminal-server authentication and there SHALL be a secure authenticated channel as described above and there SHALL be the standard smartcard BSM authentication (Section Error! Reference source not found.), before the delivery of key material.

Hence the following steps SHOULD be followed when requesting key material for content protected streams:

17. Identify the Rights Issuer URI and Key ID

18. Initiate mutual terminal BSM authentication (see Section 0)

19. Initiate mutual smartcard BSM authentication (see Section 0)

20. Establish / enable the secure authenticated channel between the smartcard and terminal (see Section 0)

21. Request the appropriate SEK or PEK using the "Token Purchase Request" message in [BCAST10-Services] (see Section 0).  The requested key identifier is the SEK / PEK ID or MSK Identifier, i.e. Key Domain ID || MSK ID (3+4=7 bytes).
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