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1 Reason for Change

This CR proposes an alternative resolution for comment SG-F-235:
	SG-F-235
	2007.02.16
	T
	5.4.3.1
	Source: Ericsson

From: BCAST-2007-0252 
Comment: 

The error handling needs to be clarified. For example, how should the server behave in the following cases:.

- If a requests is received for fragmentIDs that don't exist

- A request contains an unrecognized parameter

- A request contains. invalid combinations or cardinality of parameters

- A request is received but failures in the backend prevent the request from being responded to
Proposed Change: 
Explain  which HTTP status code should be used for each type of error:
404    Not found

Used when no fragment or sgdd matches the given search criteria

406 Not Accepted

Used when the request contained unrecognized parameters or invalid combinations of parameters.

500 Internal Server Error

A failure in the server prevents the request from being met

200     OK   

The request was successful and data is sent in the response body
	Status: OPEN




The resolution above is misuse / semantic overloading of HTTP error codes. For example, error code “404” means that there was no agent found at server to handle the request.

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This CR is proposed to BCAST for agreement as resolution for comment SG-F-235.
6 Detailed Change Proposal

Change 1:  Changes to section 5.4.3 (change to TS Service Guide)
5.4.3
Delivery over the Interaction Channel

If a terminal has access to the Interaction Channel, then it SHALL support one or more mechanisms for accessing the Service Guide over Interaction Channel as defined by the provisions of this section.

The following gives a brief overview on the ways of requesting Service Guide over the Interaction Channel in the light of use cases enabled:

· Terminal can request Service Guide fragments by their identifiers. This requires that the terminal knows the identifiers of the fragments prior to request. Consequently, the terminal can use this request to update the version of the fragments it already has or to retrieve fragments declared in the Service Guide Delivery Descriptor it had acquired earlier.

· Terminal can request Service Guide Delivery Descriptors by their identifiers. This requires that the terminal knows the identifiers of the Service Guide Delivery Descriptors prior to request. Consequently, the terminal can use this request to update the version of the Service Guide Delivery Descriptors.

· Terminal can specify within the request whether it wants responses as SGDDs or SGDUs. This way the terminal can either get the declarations of fragments, the fragments itself or both.

· Terminal can request Service Guide Delivery Descriptors by using the grouping criteria present in Service Guide Delivery Descriptors as request criteria. This way the terminal can request all Service Guide Delivery Descriptors fulfilling the given criteria. If the terminal also requested to have the fragments, it will receive the fragments that are available over Interaction Channel.

· Terminal can request Service Guide fragments by using the attributes / elements present in Service Guide fragments as request criteria. This way the terminal can request all Service Guide fragments fulfilling the given criteria. If the terminal also requested to have the SGDDs, it will receive the SGDDs that declare the fragments.

· Terminal can request Service Guide fragments and/or Service Guide Delivery Descriptors without any specific criteria or identifiers. This way terminal can request “any” view of Service Guide and let network to decide which set to provide to terminal.

· Terminal can request all Service Guide fragments and/or Service Guide Delivery Descriptors. This way terminal can request the widest possible view to Service Guide.

5.4.3.1
Rules applicable to all requests and responses
When requesting either Service Guide fragments or Service Guide Delivery Descriptors over Interaction Channel, the terminal and network SHALL comply with the following rules:

· The terminal SHALL originate requests. The network SHALL respond to requests.

· The request SHALL be made using ‘POST’ method of HTTP/1.1

· The parameters associated with the request SHALL be communicated as name-value -pairs following the conventions defined in section 17.13 of [HTML4.01] for submitting HTML form data by the ‘POST’ method using the "application/x-www-form-urlencoded" encoding type. More specifically, once encoded as "application/x-www-form-urlencoded", the parameters to be passed from terminal to system SHALL be communicated in the ‘message-body’ of HTTP/1.1 ‘Request’ message as defined in section 5 of [RFC 2616]. 

· Within a single request, the terminal MAY include multiple name-value pairs. As defined by [HTML4.01] these name-value pairs SHALL be delimited by an ‘&’.

· Within the request, the terminal MAY specify the requested format of response. 

· When the terminal requests only Service Guide Delivery Descriptors the ‘message-body’ of HTTP/1.1 request SHALL be prefixed with “type=sgdd”. 

· When the terminal requests only Service Guide Delivery Units the ‘message-body’ of HTTP/1.1 request SHALL be prefixed with “type=sgdu” 

· When the terminal requests Service Guide Delivery Descriptors and all Service Guide fragments declared within the Service Guide Delivery Descriptors that are available over Interaction Channel, the ‘message-body’ of HTTP/1.1 request SHALL be prefixed with “type=sgdd+sgdu”. 

· The response to the request SHALL be HTTP/1.1 response with status ‘200 OK’. 
· The response SHALL have HTTP header field ‘Content-Type’ set to “text/xml”
· The HTTP payload of response SHALL contain one instance of element “SgResponse”. See 5.4.3.1.1 for the definition of element “SgResponse”.
· The element “SgResponse” carries the status code associated with the response.

· If Service Guide Delivery Descriptors are returned with the response, those SHALL be carried within the element “SgResponse”.
· The element “SgResponse” MAY be immediately followed by one Service Guide Delivery Unit. If Service Guide fragments are returned with the response, those SHALL be encapsulated in that Service Guide Delivery Unit.










5.4.3.2.1 Definition of element “SgResponse”

	Name
	T
y
p
e
	C
a
t
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g
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y
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r
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n
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l
i
t
y
	Description
	Data Type

	SgResponse
	
	
	
	Delivers the status of response to interactive Service Guide request. Also contains Service Guide Delivery Descriptors associated with the response.
	

	status
	A
	M
	1
	Declares status of the interactive Service Guide delivery response using ‘GlobalStatusCode’ defined in the section 5.1.4.of [BCAST10-Services]. The following status codes SHALL NOT be used:
001-006, 009-016, 019, 022, 024-027

	unsigned
Byte

	ServiceGuideDeliveryDescriptor
	E
	O
	0..N
	Service Guide Delivery Descriptor. See 5.4.1.5.2
	complexType


5.4.3.2
Unspecific request for retrieving service guide over Interaction Channel

If the terminal supports unspecific request for retrieving service guide over Interaction Channel, the terminal SHALL request Service Guide fragments and Service Guide Delivery Descriptors over the Interaction Channel as follows:

· When terminal requests Service Provider’s default view to Service Guide, the ‘message-body’ of HTTP/1.1 request message SHALL contain no data.

· The ‘Request-URI’ of HTTP POST request SHALL be set to the Service Guide entry point address (URL).
· The response of the request MAY contain Service Guide Delivery Descriptors, Service Guide fragments or both.

5.4.3.3
Requests for specific Service Guide Delivery Descriptors

If the terminal supports requests for specific Service Guide Delivery Descriptors, the terminal SHALL request specific Service Guide Delivery Descriptors over the Interaction Channel as follows:

· When terminal requests individual Service Guide Delivery Descriptors by their identifiers, the ‘message-body’ of HTTP/1.1 request message SHALL contain name-value pair, using "sgddID" as the key and the attribute ‘id’ of the requested fragment as the value .

· When terminal requests Service Guide Delivery Descriptors with criteria other than SGDD identifier, the ‘message-body’ of HTTP/1.1 request message SHALL contain name-value pairs, using <key> as the key representing the criteria and the <value> as the value from the domain of the criteria. Furthermore, terminal SHALL support the following assignments for the <key> and <value> fields:

· <key>
: 
“tgc-start” 
<value>
: 
Attribute ‘startTime’ associated with element ‘TimeGroupingCriteria’ used within SGDD
Meaning
: 
Terminal requests SGDD grouped with ‘TimeGroupingCriteria’, whose ‘startTime’ equals 

to <value>.
Note
:
This <key> SHALL be used if and only if <key> “tgc-end” is used.

· <key>
: 
“tgc-end” 
<value>
: 
Attribute ‘endTime’ associated with element ‘TimeGroupingCriteria’ used within SGDD
Meaning
: 
Terminal requests SGDD grouped with ‘TimeGroupingCriteria’, whose ‘endTime’ equals 

to <value>.
Note
:
This <key> SHALL be used if and only if <key> “tgc-end” is used.

· <key>
: 
“ggc” 
<value>
: 
Value of element ‘GenreGroupingCriteria’ used within SGDD.
Meaning
: 
Terminal requests SGDD grouped with ‘GenreGroupingCriteria’, whose value equals 

to <value>.

· <key>
: 
“srvc” 
<value>
: 
Value of element ‘ServiceCriteria’ used within SGDD.
Meaning
: 
Terminal requests SGDD grouped with ‘ServiceCriteria’, whose value equals to <value>.

· <key>
: 
“bsms” 
<value>
: 
Value of element ‘BSMSelector’ used within SGDD. The value is given as the following 

structure:



If ‘type’ equals “1”: 


“1+”<mobileCountryCode>”+”< mobileNetworkCode>”+”<networkSubsetCode>”+”


<networkSubsetCodeRangeStart>”+”< networkSubsetCodeRangeEnd >”+”


<serviceProviderCode>”+”<corporateCode>”



If ‘type’ equals “2”: 


“2+”<nonSmartCardCode> 

Meaning
: 
Terminal requests SGDD grouped with ‘BSMSelector’, whose value equals to <value>.

· <key>
: 
“complete” 
<value>
: 
“true”
Meaning
: 
Terminal requests a complete set of SGDDs.

· <key>
: 
“user” 
<value>
: 
User id. 
Meaning
: 
Terminal requests a set of SGDDs personalized to the user associated with user 


identification of <value>.

· The ‘Request-URI’ of HTTP POST request SHALL be set to the Service Guide entry point address (URL).
· The response of the request MAY contain Service Guide Delivery Descriptors, Service Guide fragments or both.

5.4.3.4
Requests for specific Service Guide fragments

If the terminal supports requests for specific Service Guide fragments, the terminal SHALL request specific Service Guide fragments over the Interaction Channel as follows:

· When terminal requests individual Service Guide fragments by their identifiers, the ‘message-body’ of HTTP/1.1 request message SHALL contain name-value pair, using "fragmentID" as the key and the attribute ‘id’ of the requested fragment as the value. 

· When terminal requests Service Guide fragments associated to an SGDD, the ‘message-body’ of HTTP/1.1 request message SHALL contain name-value pair, using "sgddID" as the key and the attribute ‘id’ of the SGDD as the value. 

· When terminal requests Service Guide fragments with criteria other than the fragment identifier or SGDD identifier, the ‘message-body’ of HTTP/1.1 request message SHALL contain name-value pairs, using <key> as the key representing the criteria and the <value> as the value from the domain of the criteria. These name-value pairs SHALL be delimited by a ‘&’. Furthermore, terminal SHALL support the following assignments for the <key> and <value> fields:

· <key>
: 
“globalServiceID” 
<value>
: 
Attribute ‘globalServiceId’ used within ‘Service’ fragment 
Meaning
: 
Terminal requests Service Guide fragment associated with ‘Service’ fragments 


having ‘globalServiceId’ equal to <value>.

· <key>
: 
“globalContentID” 
<value>
: 
Attribute ‘globalContentId’ used within ‘Content’ fragment 
Meaning
: 
Terminal requests Service Guide fragment associated with ‘Content’ fragments 


having ‘globalContentId’ equal to <value>.

· <key>
: 
“validFrom”
<value>
: 
Attribute ‘validFrom’ used within Service Guide fragments
Meaning
: 
Terminal requests Service Guide fragments whose attribute ‘validFrom’ is greater or equal to the 

<value>

· <key>
: 
“validTo”
<value>
: 
Attribute ‘validTo’ used within Service Guide fragments 
Meaning
: 
Terminal requests Service Guide fragments whose attribute ‘validTo’ is less or equal to the 

<value>

· <key>
: 
“contentType”
<value>
: 
Attribute ‘contentType’ used within ‘Content’ fragment
Meaning
: 
Terminal requests Service Guide fragments associated with ‘Content’ fragments having

‘contentType’ equal to <value>.

· <key>
: 
“serviceType”
<value>
: 
Attribute ‘serviceType’ used within ‘Service’ fragment
Meaning
: 
Terminal requests Service Guide fragments associated with ‘Service’ fragments having

‘serviceType’ equal to <value>.

· <key>
: 
“genre”
<value>
: 
Element ‘genre’ used within Service Guide fragments
Meaning
: 
Terminal requests Service Guide fragments and fragments associated to them whose element 

‘genre’ equal to <value>.

· <key>
: 
“fragmentEncoding”
<value>
: 
Possible values listed in Table X3 under ‘fragmentEncoding’.
Meaning
: 
Terminal requests Service Guide fragments that are encoded with encoding scheme defined 

by <value>.

· <key>
: 
“fragmentType”
<value>
: 
Possible values listed in Table X3 under ‘fragmentType’.
Meaning
: 
Terminal requests Service Guide fragments of that are of type <value>.

· <key>
: 
“all” 
<value>
: 
“true”
Meaning
: 
Terminal requests all available Service Guide fragments.

· The following applies for the selection of the target for the request:
· Upon the terminal requesting an individual Service Guide fragment by its identifier the terminal does this as follows: In case the terminal had acquired an SGDD that declared the fragment in question and the element ‘AlternativeAccessURL’, the ‘Request-URI’ of HTTP POST request SHALL be set to ‘AlternativeAccessURL’.

· In any other case, the ‘Request-URI’ of HTTP POST request SHALL be set to the Service Guide entry point address (URL)
· In the response the requested Service Guide fragments SHALL be encapsulated in a SGDU as defined in section 5.4.1.3. 

Change 2:  New status code entries (change to TS Services)

	Code
	Status

	000
	Success

The request was processed successfully.

	001
	Device Authentication Failed

This code indicates that the BSM was unable to authenticate the device, which may be due to the fact that the device is not registered with the BSM, or that inappropriate security credentials were submitted by the device.

In this case, the user may contact the BSM, and establish a contract, or get the credentials in place that are used for authentication.

	002
	User Authentication Failed

This code indicates that the BSM was unable to authenticate the user, which may be due to the fact that the user is not registered with the BSM, or that inappropriate security credentials were submitted by the user.

In this case, the user may contact the BSM, and establish a contract, or get the credentials in place that are used for authentication. Alternatively, if offered another opportunity, the user may re-enter the security credentials required for user authentication.

	003
	Purchase Item Unknown

This code indicates that the requested service item is unknown. This can happen e.g. if the device has a cached service guide with old information.

In this case, the user may re-acquire the service guide.

	004
	Device Authorization Failed

This code indicates that the device is not authorized to get Long-Term Key Messages from the RI.  For example, the device certificate was revoked in the case of the DRM Profile, or because trust relationship could not be established between the terminal and the BSM, in the case of the Smartcard Profile.



	005
	User Authorization Failed

This code indicates that the user has not subscribed to the requested broadcast service, in the case of either the DRM Profile or the Smartcard Profile.  In this case, the user may be given an opportunity to contact the BSM operator for service subscription.”.

	006
	Device Not Registered

This code indicates that the device is not registered with the RI that is used for the transaction.in the case of the DRM Profile, or that the device is not registered with the BDS-SD or the BSM, in the case of the Smartcard Profile..

In this case, the device may automatically perform the registration, and, if the registration is successful, re-initiate the original transaction.


	007
	Server Error

This code indicates that there was a server error, such as a problem connecting to a remote back-end system.



	008
	Mal-formed Message Error

This code indicates that there has been a device malfunction, such as a mal-formed XML request.

In such a case, the transaction may or may not (e.g. if there is an interoperability problem) succeed if it is re-initiated later.

Note: This code can also be used between network entities

	009
	Charging Error

This code indicates that the charging step failed (e.g. agreed credit limit reached, account blocked).
The user may in such a case contact the BSM operator.

Note: This code can also be used between network entities.

	010
	No Subscription

This code indicates that there has never been a subscription for this service item, or that the subscription for this item has terminated.

The user may in such a case issue a service request for a new subscription.

	011
	Operation not Permitted

This code indicates that the operation that the device attempted to perform is not permitted under the contract between BSM and user.

The user may in this case contact BSM operator and change the contract.

Note: This code can also be used between network entities.

	012
	Unsupported version

This code indicates that the version number specified in the request message is not supported by the network. 

In this case, the user may contact the BSM operator.

Note: This code can also be used between network entities.

	013
	Illegal Device

This code indicates that the device requesting services is not acceptable to the BSM. E.g. Blacklisted.

In this case, the user may contact the BSM operator.

	014
	Service Area not Allowed

This code indicates that the device is not allowed services in the requested area due to subscription limits

In this case, the user may contact the BSM operator or subscribe to the applicable service.

	015
	Requested Service Unavailable

This code indicates that the requested service is unavailable due to transmission problems.

In this case, the request may re-initiated at a later time.

Note: This code can also be used between network entities.

	016 
	Request already Processed

This code indicates that an identical request has been previously processed. 

In this case, the user or the entity may check to see if the request had already been processed (i.e. received an LTK), if not retry the request.

	017
	Information Element Non-existent 

This code indicates that the message includes information elements not recognized because the information element identifier is not defined or it is defined but not implemented by the entity receiving the message. 

In this case related entities should contact each other.

	018 
	Unspecified

This code indicates that an error has occurred which cannot be identified.

In this case related entities should contact each other. 

	019 
	Process Delayed

Due to heavy load, request is in the cue, waiting to be processed.

In this case the user or entity should wait for the transaction to complete.

Note: If this error occurs between network entities, the system should wait for the transaction to complete.

	020
	Generation Failure

This code indicates that the request information (message) could not be generated. 

In this case the user or entity should retry later.

	021
	Information Invalid

This code indicates that the information given is invalid and cannot be used by the system.

In this case the request should be rechecked and sent again.

	022
	Invalid Request

This code indicates that the requesting key materials and messages (e.g., LTKM) are not valid and can not be fulfilled.

In this case the request should be rechecked and sent again.

	023
	Wrong Destination

This code indicates that the destination of the message is not the intended one.

In this case the request should be rechecked and sent again.

	024
	Delivery of Wrong Key Information

This code indicates that the delivered key information and messages (e.g., LTKM) are invalid.

In this case the request should be rechecked and sent again.

	025
	Service Provider ID Unknown

This code indicates a confliction when the Visited or Home Service Provider requests a message to the Home or Visited Service Provider.  

	026
	Service Provider BSM_ID Unknown

This code indicates a confliction when the Visited or Home Service Provider BSM requests a message to the Home or Visited Service Provider BSM.

	027
	Already in Use

This indicates requested setup value is already used in the Network Entity.  Response message may contain the recommended value to use.

	028
	No Matching Fragment
No fragment or SGDD matches the given request criteria.

	029 ~ 127
	Reserved for future use

	128 ~ 255
	Reserved for proprietary use
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