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1 Reason for Change

BCAST has discussed which version of HTTPS is to be used for BCAST and agreed that HTTPS based on SSL 3.0 and HTTPS based on TLS 1.0 SHALL be used for BCAST Network Entities and BCAST Terminal.

This CR just shows the required changes to TS-SPCP
In R01, SSL is changed to SSL3.0.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

If Group agree this CR, then the proposed change will be reflected to the latest version of TS SPCP.
6 Detailed Change Proposal

Change 1:  Section 2.1 Normative Reference
a. Normative References
	[3GPP TS 26.346]
	“Multimedia Broadcast/Multicast Service (MBMS); Protocols and codecs”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 26.346, http:// www.3gpp.org/

	[3GPP TS 31.101]
	“UICC-terminal interface; Physical and logical characteristics”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 31.101, http:// www.3gpp.org/

	[3GPP TS 31.102]
	“Characteristics of the Universal Subscriber Identity Module (USIM) application”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 31.102, http:// www.3gpp.org/

	[3GPP TS 33.220]
	“Generic Authentication Architecture, Generic Bootstrapping Architecture”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 33.220, http:// www.3gpp.org/

	[3GPP TS 33.222]
	“Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 33.222, http://www.3gpp.org/

	[3GPP TS 33.246]
	“Security of Multimedia Broadcast/Multicast Service”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 33.246, http://www.3gpp.org/

	[3GPP TS 51.011]
	“Specification of the Subscriber Identity Module - Mobile Equipment (SIM-ME) interface”, rd Generation Partnership Project, Technical Specification 3GPP TS 51.011, http://www.3gpp.org/

	[3GPP2 C.S0065]
	“cdma2000 Application on UICC for Spread Spectrum Systems”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 C.S0065, http://www.3gpp2.org/

	[3GPP2 S.S0083-A]
	“Broadcast-Multicast Service Security Framework”, http://www.3gpp2.org/

	[3GPP2 X.S0022]
	“Broadcast and Multicast Service in cdma2000 Wireless IP Network”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 X.S0022, http://www.3gpp2.org/

	[BCAST10-Architecture]
	"Mobile Broadcast Services Architecture", Open Mobile Alliance™, OMA-AD- BCAST-V1_0, http://www.openmobilealliance.org/

	[BCAST10-BCMCS-Adaptation]
	"Broadcast Distribution System Adaptation – 3GPP2/BCMCS", Open Mobile Alliance™, OMA-TS-BCAST_BCMCS_Adaptation-V1_0, http://www.openmobilealliance.org/

	[BCAST10-Distribution]
	"File and Stream Distribution for Mobile Broadcast Services ", Open Mobile Alliance™, OMA-TS-BCAST_Distribution-V1_0, http://www.openmobilealliance.org/

	[BCAST10-DVBH-IPDC-Adaptation]
	"Broadcast Distribution System Adaptation – IPDC over DVB-H", Open Mobile Alliance™, OMA-TS-BCAST_DVB_Adaptation-V1_0, http://www.openmobilealliance.org/

	[BCAST10-ESG]
	"Service Guide for Mobile Broadcast Services", Open Mobile Alliance™, OMA-TS-BCAST_ServiceGuide-V1_0, http://www.openmobilealliance.org/

	[BCAST10-MBMS-Adaptation]
	"Broadcast Distribution System Adaptation – 3GPP/MBMS", Open Mobile Alliance™, OMA-TS-BCAST_MBMS_Adaptation-V1_0, http://www.openmobilealliance.org/

	[BCAST10-Services]
	"Mobile Broadcast Services", Open Mobile Alliance™, OMA-TS-BCAST_Services-V1_0, http://www.openmobilealliance.org/

	[draft-srtp-rcc]
	IETF Internet draft draft-lehtovirta-srtp-rcc-06, work in progress

	[draft-mikey-oma]
	IETF Internet draft draft-dondeti-msec-mikey-genext-oma, work in progress

	[DRMCF-v2.0]
	“DRM Content Format V2.0”, Open Mobile Alliance™, OMA-DRM-DCF-V2_0, http://www.openmobilealliance.org/

	[DRMDRM-v2.0]
	“DRM Specification V2.0”, Open Mobile Alliance™, OMA-DRM-DRM-V2_0, http://www.openmobilealliance.org/

	[DRM Enabler-v2.0]
	OMA-DRM-V2_0 enabler, Open Mobile Alliance™, http://www.openmobilealliance.org/

	[ETSI EN 300 468 V1.6.1]
	Digital Video Broadcasting (DVB); Specification for Service Infor-mation (SI) in DVB systems, November 2004, http://www.etsi.org/

	[ETSI TS 102.484]
	"Secure Channel between a UICC and an End Point Terminal", ETSI SmartCard Platform, http://www.etsi.org/ 

	[FIPS197]
	ADVANCED ENCRYPTION STANDARD (AES), Federal Information Processing Standards Publication 197, http://csrc.nist.gov/publications/fips/

	[FIPS198]
	The Keyed-Hash Message Authentication Code (HMAC), Federal Information Processing Standards Publication 198, http://csrc.nist.gov/publications/fips/

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[ISMACRYP11]
	"ISMA 1.0 Encryption and Authentication, Version 1.1", release version URL:http://www.isma.tv

	[ISO-3166]
	“Codes for the representation of names of countries and their subdivisions”, URL: http://www.iso.org/iso/en/prods-services/iso3166ma/index.html

	[OMA Push]
	OMA-Push-V2_1 enabler, Open Mobile Alliance™, http://www.openmobilealliance.org/

	[RFC2045]
	“Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies”, N. Freed, N. Borenstein, November 1996, URL:http://www.ietf.org/rfc/rfc2045.txt

	[RFC2104]
	“HMAC: Keyed-Hashing for Message Authentication”, H. Krawczyk, M. Bellare, R. Canetti, February 1997, URL:http://www.ietf.org/rfc/rfc2104.txt

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2246]    
	“The TLS Protocol, Version 1.0”, T. Dierks, C.Allen, January 1999, URL:http://www.ietf.org/rfc/rfc2246.txt   

	[RFC2327]
	"SDP: Session Description Protocol", M. Handley, V. Jacobson, April 1998, URL:http://www.ietf.org/rfc/rfc2327.txt

	[RFC2401]
	“Security Architecture for the Internet Protocol”, S. Kent, R. Atkinson, November 1998, URL:http://www.ietf.org/rfc/rfc2401.txt

	[RFC2404]
	“The Use of HMAC-SHA-1-96 within ESP and AH”, C. Madson, R. Glenn, November 1998, URL:http://www.ietf.org/rfc/rfc2404.txt

	[RFC2406]
	“IP Encapsulating Security Payload (ESP)”, S. Kent, R. Atkinson, November 1998, URL:http://www.ietf.org/rfc/rfc2406.txt

	[RFC2451]
	“The ESP CBC-Mode Cipher Algorithms”, R. Pereira, R. Adams, November 1998, URL:http://www.ietf.org/rfc/rfc2451.txt

	[RFC2617]
	“HTTP Authentication: Basic and Digest Access Authentication”, J. Franks, P. Hallam-Baker, J. Hostetler, S. Lawrence, P. Leach, A. Luotonen, L. Stewart, June 1999, URL:http://www.ietf.org/rfc/rfc2617.txt

	[RFC3237]
	“Requirements for Reliable Server Pooling”, M. Tuexen, Q. Xie, R. Stewart, M. Shore, L. Ong, J. Loughney, M. Stillman, January 2002, URL:http://www.ietf.org/rfc/rfc3237.txt

	[RFC3566]
	“The AES-XCBC-MAC-96 Algorithm and Its Use With IPsec”, S. Frankel, H. Herbert, September 2003, URL:http://www.ietf.org/rfc/rfc3566.txt

	[RFC3602]
	“The AES-CBC Cipher Algorithm and Its Use with IPsec”, S. Frankel, R. Glenn, S. Kelly, September 2003, URL:http://www.ietf.org/rfc/rfc3602.txt

	[RFC3640]
	“RTP Payload Format for Transport of MPEG-4 Elementary Streams”, J. van der Meer, D. Mackie, V. Swaminathan, D. Singer, P. Gentric, November 2003, URL:http://www.ietf.org/rfc/rfc3640.txt

	[RFC3664]
	“The AES-XCBC-PRF-128 Algorithm for the Internet Key Exchange Protocol (IKE)”, P. Hoffman, January 2004, URL:http://www.ietf.org/rfc/rfc3664.txt

	[RFC3711]
	“The Secure Real-time Transport Protocol (SRTP)”, M. Baugher, D. McGrew, M. Naslund, E. Carrara, K. Norrman, March 2004, URL:http://www.ietf.org/rfc/rfc3711.txt

	[RFC3830]
	“MIKEY: Multimedia Internet KEYing”, J. Arkko, E. Carrara, F. Lindholm, M. Naslund, K. Norrman,  August 2004,  URL:http://www.ietf.org/rfc/rfc3830.txt

	[RFC4281]
	"The Codecs Parameter for Bucket Media Types", R.Gellens, D. Singer, P. Frojdh, November 2005, URL:http://www.ietf.org/rfc/rfc4281.txt

	[RFC4301]
	“Security Architecture for the Internet Protocol”, S. Kent and K. Seo, December 2005, URL:http://www.ietf.org/rfc/rfc4301.txt

	[RFC4568]
	"Session Description Protocol (SDP) Security Descriptions for Media Streams", F. Andreasen, M. Baugher, D. Wing, July 2006, URL:http://www.ietf.org/rfc/rfc4568.txt

	[SIMULCRYPT]
	ETSI TS 103 197 (V1.5.1): Digital Video Broadcasting (DVB); Head-end implementation of DVB SimulCrypt

	[XBS DRM extensions-v1.0]
	"OMA DRM v2.0 Extensions for Broadcast Support", Open Mobile Alliance™, OMA-TS-DRM-XBS-V1_0, http://www.openmobilealliance.org/

	[SSL30]
	“SSL 3.0 Specification”, Netscape Communications, November 1996, URL:http://wp.netscape.com/eng/ssl3/draft302.txt    


Change 2:  Section 6.9
Security: Message integrity and authentication is guaranteed by using certificate-based mutual authentication between UE and Application Server for access to NAF using HTTPS as specified in [3GPP TS 33.222], where HTTPS SHALL be based on .SSL3.0 [SSL30] and TLS 1.0 [RFC2246]. 

. 

Change 3:  Section 13.1.2.1
HTTPS that SHALL be based on .SSL3.0 [SSL30] and TLS 1.0 [RFC2246] SHALL be used to secure the interface between the BSD/A the BSM. All the messages defined over the SP‑4 interface are XML documents. The XML schema definition is specified in ‎Appendix D.
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