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1 Reason for Change

	ID
	Open Date
	Type
	Section
	Description
	Status

	XXX
	15/02/2007
	T
	7.1
	Source: Gemalto

Form: #0253

Comment: 

Chapter 7 describes the STKM common attributes for DRM and Smart-card profile. In this chapter the parental-rating Access Criteria descriptor is defined. This descriptor is usable for Smart-card profile, the use of it needs to be described in the STKM processing part. Associated parental code should be introduced in the LTKM to enable this control and transmit necessary information to enforce these access criteria.

Proposed Change:
Associated CR for parental control enforcement.
	Status: OPEN 




This CR brings a solution for the enforcement of access condition in the smartcard profile.
The parental control should be enabled or disabled by the parent of the user. This enabling and the level granted for the child could be sent as a part of the right in the LTKM.
The age of the user is also usable for this enforcement and could be sent by the LTKM as well.

This solution has the advantage to be controlled remotely without handling of the device

This CR brings modification on the LTKM format and processing and on the STKM processing.
For the enforcement of this parental control the handset SHALL only support the response of AUTHENTICATE command defined in the AppendixE and the standard commands defined in ETSI TS 102 221 that are already supported by handset for GSM functions: VERIFY PIN, CHANGE PIN and UNBLOCK PIN 
The terminal MAY implement an additional parental control filtering.
R01: addition of a co-signer
R02: Add Telecom Italia as co-signer
R03: Adds the unconditional PINCODE request to user for some rating-values to be compliant to some country regulation laws. 
Changes some “Otherwise” that makes the text unclear.
Add a new co-signer

R04: Add change in 6.5.1 result of discussions with Vodafone to allow a parental control filtering in the terminal.
R05: Following the conf call of 26th of March 2007, add a default setting on the parental control parameters in the card. Simplify the description. Add operations on PINCODE. Add a transmission of a PIN to reinitialize the user PINCODE. Add an Appendix to the spec to define a response to authenticate command in the form of BER-TLV. This response is used for parental control to transmit to the terminal the key reference of PINCODE, the rating_level and level_granted stored in the smartcard. The BER_TLV response offer flexibility to OMA BCAST to define various status codes for BCAST without a registration in 3GPP. The BER_TLV for security_policy_extension is also defined to transmit to the terminal the status code: lack of credit in the purse.
R06: Following the confcalls of 2nd of April and 3rd of April, two notes have been added concerning the definition of PINCODE defined and PINCODE initialized, Mechanisms have been added to ensure that the PINCODE is requested when the terminal is switched off or when the MobileTV session is stopped (interruption in the STKM transmission to the Smartcard). BCAST rating-type has been added as requested during the 2nd April Conf call.
 The response of Authenticate command for the MSK Update Mode has been added also to be able to return the status code ‘lack of credit in the purse’ on the reception of a LTKM. Introduction of these responses with these status codes in the LTKM and STKM processing.
Add 2 co-signers.
R07: 
change parental_control_pin from 64 bits to 128 bits
change the mandatory statement for the enforcement of parental control in smartcard to optional

add a sentence to explicitly say that the support of access criteria descriptor in LTKM is optional for server.

Change the processing of parental control enforcement when there is no rating_type matching in the smartcard with the rating_type received in the STKM. In this case the processing ends successfully and the TEK are computed.
Add a sentence to explicitely say that the PINCODE function is optional in smartcard.
Add the rating_type/level_granted list stored in smartcard in the response of Authenticate command for MSK update mode for OMA BCAST operation, for the terminal to display to the user the rating type/value in the smartcard.
Impact on Backward Compatibility

Shouldn’t have any backward compatibility since this is the first version of the BCAST enabler.

2 Impact on Other Specifications

None identified.

3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

The Cr applies on the OMA-TS-BCAST_SvcCntProtection-Interim-Draft-20061218-D. 

It is proposed to introduce the changes in a new version of the BCAST document.

5 Detailed Change Proposal
Change 1:  Changes to section 6.4.2.2
Long Term Key Message Extension Data

The Long Term Key Message Extension payload is defined in Table 1.

Table 1: Format of LTKM for Smartcard Profile
	Long_Term_Key_Message_Extension

_Description
	Length
	Type

	Long_term_key_message_extension() {
	
	

	

	
	

	

protocol_version
	4
	uimsbf

	

security_policy_ext_flag
	1
	bslbf

	

reserved_for_future_use
	2
	uimsbf

	

terminal_binding_flag
	1
	bslbf

	if (security_policy_ext_flag == LTK_FLAG_TRUE) {
	
	

	

security_policy_extension
	4
	uimsbf

	

purse_flag
	1
	bslbf

	

access_control_flag
	1
	uimsbf

	

reserved_for_future_use
	2
	uimsbf

	


	
	

	

cost_value
	16
	uimsbf

	         if (security_policy_extension == 0x06 || 0x07)  {
	
	

	

        number_play_back
	8
	uimsbf

	

        }
	
	

	         if (purse_flag == LTK_FLAG_TRUE) {
	
	

	
     
        purse_mode
	1
	bslbf

	

        token_value
	31
	uimsbf

	     

       }
	
	

	If (access_control_flag == LTK_FLAG_TRUE) {
	
	

	Reserved_for_future_use
	8
	bslbf

	number_of_access_control_descriptors
	8
	uimsbf

	access_control_descriptor_loop() {
	
	

	access_control_descriptor()
	
	

	}
	
	

	}
	
	

	

}
	
	

	if (terminal_binding_flag == LTK_FLAG_TRUE) {
	
	

	

TerminalBindingKeyID
	32
	uimsbf

	

RightsIssuerURILength
	8
	uimsbf

	

RightsIssuerURI
	8*RightsIssuerURILength
	bslbf

	

}
	
	

	}
	
	


Constant Values

LTK_FLAG_FALSE
0

LTK_FLAG_TRUE
1
Coding and Semantics of Attributes

protocol_version (4 bits):  This field indicates the protocol version of this key stream message.

The device SHALL ignore messages that have a protocol_version number it doesn’t support. 

If the protocol version is set to 0x1 the format specified in this version of the specification SHALL be used. If set to anything else than 0x1, then the format is beyond the scope of this version of the specification.

security_policy_ext_flag (1 bit): This field indicates whether or not a security extension payload is carried in this LTKM. 0 indicates no security extension payload is present and the MBMS security policy applies, 1 indicates a security extension payload is present and the security policy associated with the security_policy_extension applies. 
If the security_policy_ext_flag is equal to 1, the counter in TS field in STKM messages is used to detect replay attacks and key validity data check while the TEK ID field of the EXT payload is used to detect the resending of the same TEK keys otherwise, the 3GPP MBMS [3GPP TS 33.246] applies.

terminal_binding_flag (1 bit):  This field indicates whether or not terminal binding applies for the STKM streams protected by the SEK or PEK transported in this LTKM. 0 indicates it is not used, 1 indicates it is used.

security_policy_extension (4 bits): This field indicates the security policy extension.

Let in the following CxN be the value computed as “cost_value" times "number_play_back".

In the table below:

Purse associated to a service means that the purse is associated to a SEK/PEK key group.

Global purse means that the purse is associated to the SMK key

	Value
	Description

	0x00
	Pay Per Time with purse associated to a service and play-back of content not allowed

In this mode, the USIM uses the purse associated with the SEK/PEK Key Group to implement charging based on the number of TEKs decrypted. Replay protection is enabled.

	0x01
	Pay Per Time with purse associated to a service and play-back of content allowed

In this mode, the USIM uses the purse associated with the SEK/PEK Key Group to implement charging based on the number of TEKs decrypted. Replay protection is disabled. 

	0x02
	Pay Per Time with global purse and play-back of content not allowed

In this mode, the USIM uses the purse associated with the SMK to implement charging based on the number of TEKs decrypted. Replay protection is enabled.

	0x03
	Pay Per Time with global purse and play-back of content allowed

In this mode, the USIM uses the purse associated with the SMK to implement charging on the number of TEKs decrypted. Replay protection is disabled. 

	0x04
	Subscription mode for a single play of content

In this mode the LTKM is processed as defined for MBMS in [3GPP TS 33.246] but using the OMA BCAST replay protection mechanism and key validity data format. No purse is used and the fields token_value and cost_value in the OMA BCAST Extension payload of LTKM message SHALL NOT be processed. Replay protection is enabled.  

	0x05
	Subscription mode for unlimited play-back of content 

In this mode The LTKM is processed as defined for MBMS in [3GPPTS 33.246] but using the OMA BAST key validity data format and with replay protection disabled. This allows a user to watch recorded content an unlimited number of times, provided that the SEK/PEK is not deleted. No purse is used and the fields token_value and cost_value in the OMA BCAST Extension payload of LTKM message SHALL NOT be processed.  

	0x06
	Pay Per View with purse associated to a service and pre-paid play-back of content 

In this mode, the USIM decreases the purse associated with the SEK/PEK Key Group by the value CxN at the reception of the right (i.e. LTKM reception). The play-back counter associated with the SEK/PEK is updated with the value number_play_back 

	0x07
	Pay Per View with global purse and pre-paid play-back of content

In this mode, the USIM decreases the purse associated with SMK by the value CxN at the reception of the right (i.e. LTKM reception). The play-back counter associated with the SEK/PEK is updated with value number_play_back 

	0x08
	Pay Per View with purse associated to a service and play-back of content allowed

In this mode, the USIM decreases the purse associated with the SEK/PEK Key Group by the cost_value when a freshness failure is detected.

	0x09
	Pay Per View with global purse and play-back of content allowed

In this Pay per view mode, the USIM decreases the purse associated with the SMK by the cost_value when a freshness failure is detected.

	0x0A …0x0D
	Reserved for future standardization.

	0x0E …0x0F
	Reserved for proprietary implementation


Cost_value (16 bits):  If the security_policy_extension is set to 0x00 or 0x01 or 0x02 or 0x03, the cost_value field indicates the number of tokens per TEK decrypted by the USIM to decrement from the associated purse.. If the security_policy_extension is set to 0x06 or 0x07 or 0x08 or 0x09, the cost_value field indicates the number of tokens per play-back to decrement from the associated purse. For security_policy_extension values 0x04, 0x05 this field is not used.

Number_play_back (8bit): If the security_policy_extension is set to 0x06 or 0x07, or 0x08 or 0x09 the number_play_back field indicates the maximum number of times content recorded under a SEK/PEK can be played back, otherwise this field is not used.

purse_flag (1 bit): This field indicates whether or not a purse extension is carried in this LTKM. 0 indicates no purse data is present, 1 indicates purse data is present and the USIM SHALL perform appropriate update of the purse indicated by the purse_mode. 

purse__mode (1 bit): This field indicates the purse update mode.

	Value
	Description

	0x00
	Set mode

In this mode, the purse SHALL be set to token_value.

	0x01
	Purse mode

In this mode, the token_value SHALL be added to the purse.


token_value (31 bits): This field indicates the number of tokens.
Access_control_flag (1bit): This field indicates whether or not an access_control_descriptor is carried in this LTKM. LTK_FLAG_FALSE indicates that no access_control_descriptor is present, LTK_FLAG_TRUE indicates that at least one access_control_descriptor is present in the LTKM.
Server MAY support access_control_descriptor. In case server doesn’t support access_control_descriptor, the access_control_flag SHALL be set to LTK_FLAG_FALSE.
Number_of_access_control_descriptor (8bits):This field indicates the number of access_control_descriptor present in the LTKM
Access_control_descriptor_loop
	Tag
	8
	uimsbf

	Length
	8
	uimsbf

	Value
	8xlength
	bit string


The access control descriptor loop is an extension mechanism to allow the addition of new access controls associated to access_criteria carried in STKM in future versions of this specification. The secure function SHALL ignore access control descriptors that it doesn’t support.

A single access control descriptor can carry one or more access controls.

The following access control descriptors have been defined:

parental_control – This descriptor enables an access  restriction based on a content rating . The descriptor tag for this descriptor is 1.  The value for this descriptor is encoded as follows:

Table 2: parental_control Access Control Descriptor

	parental_control descriptor
	Length
	Type

	
	
	

	update_mode
	1
	

	parental_control_PIN_flag
	1
	

	Reserved_for_future_use
	1
	

	number_of_rating_types
	5
	uimsbf

	For (i=0; i < number_of_rating_types; i++) {
	
	

	rating_type
	8
	uimsbf

	
	
	

	
	
	

	
	
	

	
	
	

	level_granted
	8
	uimsbf

	
	
	

	
}
	
	

	if (parental_control_PIN_flag == LTK_FLAG_TRUE) {
	
	

	parental_control_PIN
	128
	uimsbf

	}
	
	





update_mode (1 bit): This field indicates whether the rating_value and rating_type pairs should be added to or deleted from the list stored in the secure function. If the update mode is set to LTK_FLAG_TRUE the rating_value and rating_type pairs are added to the list. If the update mode is set to LTK_FALG_FALSE the rating pairs are deleted from the list.
parental_control_PIN_flag (1 bit): This field indicates the presence of a pincode in the message.

number_of_rating_types (5bits): this field indicates the number of rating types transmitted within the descriptor.
rating_type (8bits): This field indicates the rating_type.. See section 7.1 table xx (note for the editor: to add this link) for the coding of this field. 


level_granted (8 bits): This field is an integer with the meaning that is dependent on the rating_type. 
For rating_type different from 0x00, this level_granted is the maximum rating_value authorized to the user. rating value are defined in section 7.1 table xx (note for the editor: to add this link).
The level_granted associated to the rating_type 0x00 is the age of the user and for this case the coding of rating_value is two digits in 4-bit Binary Coded Decimal (BCD)

As an example 11 year’s old is coded as “0x11”
parental_control_PIN (128 bits): The parameter is used to initialize of the UNBLOCK PIN for the parental control PINCODE in the secure function . The UNBLOCK PIN is used if the parental PINCODE has been forgotten by the user. This field contains the cryptogram of the PIN. 
The ciphering of the PIN SHALL be based on the SMK. 
The ciphering algorithm used SHALL be AES-CM-128
The input message SHALL consist of the UNBLOCK PIN padded with 0 for the 64 Most Significant Bits to obtain an input message of 128 bits: 0 (64 bits) || PIN
TerminalBindingKeyID (32 bits):  This field contains the identifier of the Terminal Binding Key. See Section Error! Reference source not found. for further details.  This field is ignored by the USIM as it is used only by the terminal.

RightsIssuerURILength (8 bits):  This field specifies the length in bytes of the Rights Issuer URI specified below.  This field is ignored by the USIM as it is used only by the terminal.

RightsIssuerURI (Variable Length):  This field is the URI of the Rights Isssuer that can be contacted to obtain the Terminal Binding Key. See Section Error! Reference source not found. for further details.  This field is ignored by the USIM as it is used only by the terminal.

Change 2:  Changes to section 6.4.4
6.4.4 OMA BCAST LTKM Processing
The following text describes the processing of the MIKEY LTKM using the GBA_U variant of the USIM Smartcard Profile. Following MBMS [3GPP TS 33.246] GBA_ME implementations of the USIM Smartcard Profile can be supported. For a GBA_ME implementation the behaviour described in the following text as being executed by the USIM SHALL be executed by a secure element on the terminal. This includes the storage of SEK/PEK and associated data. 

In case of GBA_U variant of the USIM Smart-card profile, MIKEY anti-replay processing or validity data check SHALL NOT be performed by the OMA BCAST terminal.
When the OMA BCAST LTKM message arrives at the terminal, it is transported to the (U)SIM/(R-)UIM/CSIM for processing. If the message does not include an OMA EXT BCAST payload, the (U)SIM/(R-)UIM/CSIM performs the MBMS security procedure (MSK Update Mode) as described in Section 7.1.1.6 of [3GPP TS 31.102] specification.  Otherwise, the following procedure applies:
First, the (U)SIM/(R-)UIM/CSIM performs the message validation using the SMK (MUK) as described in [3GPP TS 31.102]. After a successful message validation, the (U)SIM/(R-)UIM/CSIM processes the OMA EXT BCAST payload:

· If the security_policy_extension is set to 0x00 or 0x01, the (U)SIM/(R-)UIM/CSIM stores the received SEK/PEK (if KEMAC Key Data sub-payload is present), the validity data, the security_policy_extension and the cost_value.  If the purse_flag is set to 1, the (U)SIM/(R-)UIM/CSIM then updates the purse associated with the SEK/PEK Key Group with the “token_value” according to the received purse_mode value.

· If the security_policy_extension is set to 0x02 or 0x03, the (U)SIM/(R-)UIM/CSIM stores the received SEK/PEK (if KEMAC Key Data sub-payload is present), the validity data, the security_policy_extension and the cost_value.  If purse_flag is set to 1, the (U)SIM/(R-)UIM/CSIM then updates the purse associated with the SMK with the token_value according to the received purse_mode value.

Let in the following CxN be the value computed as “cost_value" times "number_play_back".

· If the security_policy_extension is set to 0x06, the (U)SIM/(R-)UIM/CSIM SHALL decrease the purse associated with the SEK/PEK Key Group ID by the CxN value. 
If this operation fails, the (U)SIM/(R-)UIM/CSIM SHALL return the response to the terminal for the current AUTHENTICATE  command corresponding to OMA BCAST operation for security_policy_extension operation (see AppendixE) with a status code corresponding to ‘lack of credit in the service purse ’ or return the status word ‘91xx’ to indicate that a proactive command is pending (e.g. DISPLAY TEXT, SEND SMS) in order to inform the user of the lack of credit in the purse.

Otherwise, the (U)SIM/(R-)UIM/CSIM stores the received SEK/PEK (if KEMAC Key Data sub-payload is present), the key validity data, the security_policy_extension and sets a SEK/PEK play-back counter to number_play_back value.  If the purse_flag is set to 1, the (U)SIM/(R-)UIM/CSIM SHALL update the purse associated with the SEK/PEK Key Group with the token_value according to the received purse_mode value.

In this mode, the purse associated with SEK/PEK Key Group is decreased by the cost of the multiple play-back at the reception of the current LTKM. This is a pre-paid mode. The purse is a specific purse associated to a service.

· If the security_policy_extension is set to 0x07, the (U)SIM/(R-)UIM/CSIM SHALL decrease the purse associated with the SMK by the CxN value.
If this operation fails, the (U)SIM/(R-)UIM/CSIM SHALL return the response to the terminal for the current AUTHENTICATE  command corresponding to OMA BCAST operation for security_policy_extension operation (see AppendixE) with a status code corresponding to ‘lack of credit in the user purse ’ or return the status word ‘91xx’ to indicate that a proactive command is pending (e.g. DISPLAY TEXT, SEND SMS) in order to inform the user of the lack of credit in the purse.

Otherwise, the (U)SIM/(R-)UIM/CSIM stores the received SEK/PEK (if KEMAC Key Data sub-payload is present), the key validity data, the security_policy_extension and sets a SEK/PEK play-back counter to number_play_back value. If the purse_flag is set to 1, the (U)SIM/(R-)UIM/CSIM SHALL update the purse associated with the SMK with the token_value according to the received purse_mode value.

In this mode, the purse associated with SMK is decreased by the cost of the multiple play-back at the reception of the current LTKM. This is a pre-paid mode. The purse is a global purse, not associated to a specific service.

· If the security_policy_extension is set to 0x08, the (U)SIM/(R-)UIM/CSIM stores the received SEK/PEK (if KEMAC Key Data sub-payload is present), the key validity data, the security_policy_extension, the number_play_back and the cost_value.  If the purse_flag is set to 1, then the (U)SIM/(R-)UIM/CSIM updates the internal purse associated with the SEK/PEK Key Group with the token_value according to the received purse_mode value.

In this mode, the purse associated with SEK/PEK is decreased only at the consumption of the content (at each play-back). The purse is a specific purse associated to a service.

· If the security_policy_extension is set to 0x09, the (U)SIM/(R-)UIM/CSIM stores the received SEK/PEK (if KEMAC Key Data sub-payload is present), the key validity data, the security_policy_extension, the number_play_back and the cost_value.  If the purse_flag is set to 1, then the (U)SIM/(R-)UIM/CSIM updates the internal user purse associated with the SMK with the token_value according to the received purse_mode value.

In this mode, the purse associated with SMK is decreased only at the consumption of the content (at each play-back). The purse is a global purse, not associated to a specific service.

· If the security_policy_extension value indicates that the replay protection is enabled (i.e.  security_policy_extension equals to 0x00  or 0x02 or 0x04), the (U)SIM/(R-)UIM/CSIM shall set the anti-replay counter (used to detect STKM replay attacks) to a value equal to “TS low”  found in the Key Validity Data subfield of the KEMAC payload in the OMA BCAST MIKEY LTKM.
· If access_control_flag is set to LTK_FLAG_TRUE, the LTKM contains at least one access_control_descriptor. For the present specification, only one access_control_descriptor is defined for LTKM: the Parental_control_descriptor. 
· If the parental_control_descriptor is present in the LTKM, 
If update_mode is set to LTK_FLAG_TRUE, the rating_type and associated level_granted transmitted in the LTKM are added to any rating_type and associated level_granted values that exist in the secure function. For a given rating_type received in the LTKM, if a level_granted value is already stored for this same rating_type, the incoming level_granted value SHALL replace the old one. 
If the update_mode is set to LTK_FLAG_FALSE, all rating_type values stored in the secure function that match a rating_type value transmitted in the LTKM SHALL be erased. Deleting a rating_type from the secure function SHALL also erase the associated level_granted value. 
This list of rating_type/level_granted pairs is associated to the SMK used to protect the LTKM. 
A default setting for rating_type/level_granted pairs specific to service provider MAY be possible during the card manufacture. 
If the parental_control_PIN is present in the message (parental_control_PIN_flag set to LTK_FLAG_TRUE, the secure function re-initializes the UNBLOCK PIN of the PIN used for parental control with the deciphered value of parental_control_PIN received in LTKM.
The response of the AUTHENTICATE command in the case of parental_control_descriptor is present in the LTKM with an update of the list of rating_type/level_granted pairs is the  response of AUTHENTICATE  command corresponding to an MSK Update Mode for OMA BCAST operation for security_policy_extension operation (see AppendixE) with the list of the rating_type and level_granted values stored in the smartcard after this update. 
NOTE:  The Key Validity Data subfield in the KEMAC payload in the OMA BCAST MIKEY message defines the Key Validity interval for SEK/PEK in terms of STKM TIMESTAMP interval:

From (32-bits): 
Lower limit of Timestamp (“TS low”) 

To (32bits):
Upper limit of Timestamp (“TS high”) 

NOTE:  There is one internal anti-replay counter per SEK/PEK to support replay protection for STKM delivery

NOTE:  To avoid security failures during the key validity data and anti replay verifications, the Timestamp field (TS) in STKM message associated with a key group shall not be reset during the key group life (e.g. with a TEK update period equals to 1 seconds, the key group life is 136 years.   If a resending of TEK in the interval of the TEK update is used, the TS is increased for each duplicate TEK. In this case using a resending period of 100ms the key group life is reduced to 13,6 year which remains acceptable).

NOTE:
The policy of replacing Key Domain records when no more empty records are available in EFMSK is (U)SIM/(R-)UIM/CSIM specific (e.g. delete Groups from visited Key Domains first). When SEK/PEK is set up with an OMA BCAST policy extension it should be possible to store a variable number (e.g. typically 2) of SEK/PEK per Key Domain ID/Key Group ID pair in the (U)SIM/(R-)UIM/CSIM. In this case where OMA BCAST extension is used, the SEK/PEK should be preserved at least until the end of the Key validity or until the associated play-back-counter is equal to zero.  Finally, if the V-bit in the HDR field of the received OMA BCAST LTKM message is set then the (U)SIM/(R-)UIM/CSIM shall produce a OMA BCAST LTKM Verification Message as described in Section Change 1: .  In this case the response is the SEK/PEK BCAST verification message.

Change 3:  










Change 4:  Changes to section 6.5.1

…..

The terminal SHALL support the processing of all fields included in the EXT BCAST for STKM with the exception of the access criteria descriptor. The terminal MAY support the processing of access criteria descriptors.  
The terminal SHALL implement all necessary processing and SHALL support associated messaging to handle smartcard based access criteria enforcement:

For the smartcard based parental control enforcement, the terminal SHALL implement pincode requested processing (described in requesting pincode part in 6.5.2.1), operation on Pincode (described in operation on pincode in smartcard part in 6.5.2.1)  and associated messaging to handle smartcard parental control with the related processing as defined in 6.5.2. and 6.5.2.1 (i.e: proactive command DISPLAY TEXT, response of AUTHENTICATE  command corresponding to OMA BCAST operation for parental control operation (see AppendixE), VERIFY PIN, CHANGE PIN, UNBLOCK PIN defined in TS 102 221)
If the Smartcard supports the use of the EXT BCAST payloads, the Smartcard MAY process and enforce the access criteria defined in this specification (if it is transmitted in the EXT BCAST for STKM) as defined in section 6.5.2. Note that MBMS MIKEY implementations [3GPP TS 33.246] will ignore the EXT BCAST for STKMs and therefore will not support the enforcement of the access criteria.
If the Parental Rating access criteria are transmitted in the STKM the following applies:

If the Smartcard supports the use of EXT BCAST payloads and supports the enforcement of parental rating, parental rating enforcement SHALL be done by the Smartcard as explained in section 6.5.2.1. Note that MBMS MIKEY implementations [3GPP TS 33.246] will ignore the EXT BCAST for STKMs and therefore will not support the enforcement of the access criteria. 
If the Terminal supports the enforcement of the Parental Rating Access Criteria Descriptor it SHALL do so by not sending an STKM to the Smartcard if the STKM contains a rating more restrictive than that which the user of the device is authorised to access. Whether or not Terminal enforcement is used is implementation specific. For example a terminal MAY choose to enforce the Parental Rating Access Criteria when it identifies that the Smartcard does not support the EXT BCAST payloads.  Alternatively, Terminal enforcement MAY be used in parallel with the Smartcard enforcement mechanism to provide an additional, locally controlled restriction on access. Note that in this case the most restricted level from the smartcard or the terminal will apply.
Change 5:  Changes to section 6.5.2

6.5.2 OMA BCAST STKM Processing
When the OMA BCAST STKM message arrives at the terminal, the terminal SHALL NOT perform MIKEY anti-replay processing or validity data check. This verification will take place in the USIM card and will depend on the security_policy_extension stored with the associated SEK/PEK key. 

The terminal SHALL perform the resending check according to 3GPP MBMS [3GPP TS 33.246] before sending the STKM to USIM by comparing the TEK ID field in the Extension payload received in the STKM with the ID of the current TEK buffered in the terminal. This procedure avoids a decrease of the purse in the USIM in case of pay-per-time security policy modes, when duplicate TEKs are sent in the interval of TEK renewal. If the TEK ID extracted from the Extension payload is less than or equal to the current TEK ID, the message SHALL NOT be sent to the USIM. Otherwise, the STKM is sent to the USIM and the following procedure applies:
On reception of the OMA BCAST MIKEY STKM message the USIM first retrieves the SEK/PEK with the Key Domain ID and the SEK/PEK ID found in MBMS Extension payload of the OMA BCAST MIKEY message and performs the message validation as described in [3GPP TS 31.102]. 
After a successful message validation, the USIM checks for the presence of a stored security policy extension associated to the SEK/PEK used to authenticate the STKM. 

If no security policy extension is present the SEK/PEK is processed according to [3GPP TS 31.102] otherwise the following procedure applies:

First the secure function checks for the presence of access criteria in the message and enforces the access criteria. For the current version of the specification the only access criteria defined is for parental control. See section 6.5.2.1 for the enforcement of parental control. 
If the processing of the parental control access criteria ends with failure the secure function SHALL abort the processing of the STKM. If the secure function is located on the Smartcard it SHALL either send a response to the terminal for the current AUTHENTICATE  command corresponding to OMA BCAST operation for parental control operation (see AppendixE) with a status code corresponding to ‘User not authorized’ and with the rating_type corresponding to the rating_type of the current program and the level_granted for this rating_type stored in the smartcard. or SHALL send the proactive command ‘DISPLAY TEXT’ (as described in [3GPP 31.111] or [3GPP2 C.S.0035-A]) in order to inform the user 
· of the level_granted stored in the card for the rating_type received in the STKM 
· and that they are not allowed to view this service as they are not authorized to view services with the associated rating transmitted in the STKM 
The terminal SHALL support the proactive command ‘DISPLAY TEXT’.
If the processing of the parental control access criteria ends with success, the USIM performs a key validity data check by comparing the received Timestamp field (TS) in the OMA BCAST STKM message with the stored key validity data, in the form of Timestamp interval “TS low” and “TS high” of the associated SEK/PEK. If the received TS is lower than “TS low” or is greater than “TS high”, then the USIM SHALL return the status word '6985' (Conditions of use not satisfied). 

If the security_policy_extension is equal to 0x00 or 0x02 or 0x04, the USIM SHALL compare the received Timestamp field (TS) with the stored anti replay value of the associated SEK/PEK. If the received TS is equal or lower than the internal stored anti replay value, then the USIM returns the status word '9865' (Key freshness failure). Otherwise, the stored anti replay counter SHALL be set to the received TS value.

Note: Less than or equal is to be taken in the meaning of RFC1982. If the less than or equal relation is undefined in the sense of RFC1982, the message should be considered as being replayed and shall be discarded.

If the security_policy_extension is equal to 0x06 or 0x07 or 0x08 or 0x09, the USIM SHALL perform the anti replay verification described above except that the Key freshness failure SHALL NOT be returned to the terminal.The Key freshness failure in these cases is used to detected the play-back of content and the action performed depends on the security_policy_extension value.

If the security_policy_extension equals to 0x00 or 0x01 or 0x02 or 0x03, the USIM SHALL decrement the purse associated with the SEK/PEK key group or SMK by the stored cost value associated with that SEK/PEK. Then, the USIM returns the decrypted TEK and Salt key (if Salt key is available).

If the security_policy_extension is equal to 0x04 or 0x05 then, the USIM returns the decrypted TEK and Salt key (if Salt key is available).

If the security_policy_extension is equal to 0x06 or 0x07 and the play-back counter is not equal to zero and an anti-replay verification failure is detected by the USIM, the play-back counter SHALL be decreased by one and the anti-replay counter of the associated SEK/PEK SHALL be set to the lower limit (TS low) of the SEK/PEK key validity data payload. Then, the USIM returns the decrypted TEK and Salt key (if Salt key is available). The USIM SHOULD delete the SEK/PEK when the associated play-back counter is equal to zero and a Key freshness failure is detected, this situation occurring when all play-back allowed are already consumed and a new play-back occurs.

If the security_policy_extension is equal to 0x08 and the play-back counter is not equal to zero and an anti-replay verification failure is detected by the USIM, the purse associated with the SEK/PEK Key Group SHALL be decremented by the cost_value associated with that SEK/PEK. The play-back counter SHALL be decreased by one and the anti-replay counter of the associated SEK/PEK  SHALL be set to the lower limit (TS low) of the associated key validity data. Then, the USIM returns the decrypted TEK and Salt key (if Salt key is available). The USIM SHOULD delete the SEK/PEK when the associated play-back counter is equal to zero and a Key freshness failure is detected. 

If the security_policy_extension is equal to 0x09 and the play-back counter is not equal to zero and an anti-replay verification failure is detected by the USIM, the purse associated with the SMK SHALL be decremented by the cost_value associated with the SEK/PEK, the play-back counter SHALL be decreased by one and the anti-replay counter of the associated SEK/PEK is set to the lower limit (TS low) of the key validity data. Then, the USIM returns the decrypted TEK and Salt key (if Salt key is available). The USIM SHOULD delete the SEK/PEK when the associated play-back counter is equal to zero and a freshness failure is detected. 

For the security_policy_extension modes using the purse or the play-back counter, the USIM SHALL abandons the function in cases where the purse cannot be decreased by the cost_value or play-back counter is invalid or equals zero.. If the secure function is located on the Smartcard, when the purse of the service cannot be decreased the Smartcard SHALL return the response to the terminal for the current AUTHENTICATE  command corresponding to OMA BCAST operation for security_policy_extension operation (see AppendixE) with a status code corresponding to ‘lack of credit in the service purse ’. When the user purse cannot be decreased the Smartcard SHALL return the response to the terminal for the current AUTHENTICATE  command corresponding to OMA BCAST operation for security_policy_extension operation (see AppendixE) with a status code corresponding to ‘lack of credit in the user purse ’ . When the play-back counter is invalid or equals zero, the Smartcard SHALL return the response to the terminal for the current AUTHENTICATE  command corresponding to OMA BCAST operation for security_policy_extension operation (see AppendixE) with a status code corresponding to ‘Play_back counter invalid or equal to zero ’. 
If the V-bit in the OMA BCAST STKM message is equal to 1, the USIM shall not send a verification message as a response. 

For GBA_U based implementation, upon reception of the STKM the terminal sends the message to the USIM which identifies/generates SEK or PEK to decrypt the encrypted TEK. The USIM/(R )UIM then sends back TEK in the clear to the terminal.  If a TBK is used, then the returned value is the TEK wrapped by the TBK. For GBA_ME based implementation the terminal handles the decryption of the TEK.
6.5.2.1 Enforcement of the parental control
The mechanisms described in this section are only designed for Smartcard.
On reception of an STKM that contains an access_criteria_descriptor, if the Smartcard supports the enforcement of the parental_control access descriptor, the enforcement of the parental control is processed as follow.








Enforcement of parental control access condition consists on the check between the level_granted stored in the Smartcard against the rating_value received in the STKM for the same rating_type. 
The enforcement of the parental control is divided in several processing phases

1. Checking the rating_value: : The rating_value transmitted in the STKM is checked against the level_granted stored in the Smartcard for the same rating_type.
2. Checking if  PINCODE has been verified. 

3. Depending on the outcome of 2, a PINCODE request may be performed . During this step, a  PINCODE entered by the user is checked against a PINCODE stored by the Smartcard. 
4. 


1. Checking of rating_value
The Smartcard SHALL first compare the rating_type received in the STKM against all of the rating_type values stored in the Smartcard. 
Depending on the rating_value and the rating_type, the outcome is success or failure:

checking of rating_value: success


If there is a rating_type match, and the level_granted associated to this rating_type in the Smartcard is an equal or more restrictive value than the rating_value received in the STKM., the checking of rating_value ends with success.and



the processing of STKM resumes.
If there is no rating_type match, the user is authorized to view the content and the checking of rating_value ends with success and the processing of the STKM resumes.
checking of rating_value: failure 


If there is a match, and the level_granted associated to this rating_type is less restrictive than the rating_value received in the STKM., the checking of rating_value ends with failure.
If the checking of rating_value ends with failure and a PINCODE is not defined in the Smartcard, the Smartcard aborts the processing of STKM and indicates to the user that they are not allowed to view this content (see 6.5.2) . Note:  A PIN is defined in the Smartcard, when a local PIN (as defined in ETSI TS 102 221) has been assigned for the parental control function at the manufacture of the Smartcard. The PINCODE function is optional in the smartcard for the parental control.
If the checking of rating_value ends with failure and a PINCODE is defined in the Smartcard,, step 2 Checking if PINCODE has been verified is executed (see below). 




Example of STKM filtering based on STKM Parental control rating and Smartcard rating
	
	Smartcard

rating
	none
	-10
	-12
	-14
	-16
	-18

	STKM

parental rating
	BCAST "rating"
	0 (least restrictive)
	1
	2
	3
	4
	5 (most restrictive)

	none
	0 (least restrictive)
	O
	O
	O
	O
	O
	O

	-10
	1
	X
	O
	O
	O
	O
	O

	-12
	2
	X
	X
	O
	O
	O
	O

	-14
	3
	X
	X
	X
	O
	O
	O

	-16
	4
	X
	X
	X
	X
	O
	O

	-18
	5 (most restrictive)
	X
	X
	X
	X
	X
	O


Rating -16 means forbidden to those under 16

X means Smartcard blocks the STKM unless a valid PINCODE is provided

O means Smartcard accepts the STKM

Notion of restrictiveness: in the text, more restrictive means there are more constraints on having access to the content. This typically means the user age is higher, i.e. in the table above rating "-18" is more restrictive than "-10". Note that actual numerical values of rating_value for certain rating_types do not always follow a linear scale, either from less restrictive to more restrictive or vice-versa. The corresponding logical order (from least restrictive to most restrictive) is indicated in the rating_type table in order to indicate explicitly how these should be rated.

Table XXX shows the order of restrictiveness for each of the rating_types range of rating_values.The meaning of the rating_value is defined in section 7.1 table xx (note for the editor: to add this link).

	rating_type
	rating_value in order of increasing restrictiveness

	0
	1, 2, 3, 4, 5,…etc

	1
	4, 1, 2, 3

	2
	6, 5, 4, 3, 2, 1

	3
	6, 1, 2, 3, 4, 5

	4
	6, 5, 4, 3, 2, 1

	5
	2, 1

	6
	6, 5, 4, 3, 2, 1

	7
	7, 1, 2, 3, 4, 5, 6

	8
	6, 5, 4, 3, 2, 1

	9
	1, 2, 3, 4, 5

	10
	0x00, ….0xFF


2. Checking if PINCODE has been verified
If the checking of rating_value ends with failure and a PINCODE is defined in the Smartcard, the Smartcard SHALL check if the PINCODE has been verified previously for the same content. Two possibilities exist: the PINCODE has already been checked successfully, or the PINCODE check failed:

checking of PINCODE: success 

If the PINCODE has been previously verified with success, the parental control ends with success and the processing of STKM resumes.

The Smartcard SHALL NOT request that a PINCODE is entered if the PINCODE has been previously verified with success for the same content (i.e. when the SEK/PEK_ID and rating_type/rating_value pair is the same in the STKM). Information that the PINCODE has been verified SHALL be stored in the smartcard and SHALL be reset if the content changes (SEK/PEK_ID or rating_type/rating_value change in the incoming STKM), if the terminal is switched off and if the transmission of STKM has been interrupted. This interruption in the transmission MAY be detected by a gap in the timestamp value in the incoming STKM (width of the gap MAY be adjusted by the service provider at the manufacture stage of the Smartcard) against the value stored in the replay counter of the SEK/PEK_ID. 
checking of PINCODE: failure
If the PINCODE has not been verified or the verification process ended with failure, the Smartcard proceeds to request the PINCODE, as per step 3 Requesting PINCODE below.

3. Requesting PINCODE
If the Smartcard needs to request a PINCODE the following applies:
PINCODE has not been initialised:
If the PINCODE has not been initialized in the Smartcard, The Smartcard aborts the STKM processing sending a response to the terminal for the current AUTHENTICATE  command corresponding to OMA BCAST operation for parental control operation (see AppendixE) with a status code corresponding to ‘PINCODE not initialized’ and with the key reference corresponding to the PIN used for parental control in order to request to the terminal a PINCODE initialization processing. At the reception of this response, the terminal asks the user to initialize the PINCODE and sends this new PINCODE to the card using the APDU command CHANGE PIN defined in ETSI TS 102 221 on the PIN corresponding to the key reference value transmitted in the response of AUTHENTICATE command. After this step, the PINCODE is initialized
NOTE: The PINCODE is initialized in the Smartcard when the user has entered his proprietary PINCODE, deleting then the default PINCODE.

PINCODE has been initialised:
If the PINCODE is already initialized, the Smartcard aborts the STKM processing sending a response to the terminal for the current AUTHENTICATE  command corresponding to OMA BCAST operation for parental control operation (see AppendixE) with a status code corresponding to ‘PIN required’ and with the key reference corresponding to the PIN used for parental control in order to request to the terminal a PINCODE verification processing. At the reception of this response, the terminal asks the user to enter a PINCODE and sends this PINCODE to the card using the APDU command VERIFY PIN defined in ETSI TS 102 221on the PIN corresponding to the key reference value transmitted in the response of AUTHENTICATE command. 

Depending on whether the VERIFY PIN command is successful or fails, the following applies:


VERIFY PIN: success


If the VERIFY PIN ends with success, the terminal SHALL resend the STKM to the card for the computing of keys.
VERIFY PIN: failure
If the VERIFY PIN ends with failure, the terminal MAY request another entry of PINCODE (3 false entries will block the PIN), or wait until the next STKM is received.

Operation on PINCODE in the smartcard:
The PIN associated to the parental control is defined as a second application PIN (local PIN) as defined in ETSI TS 102 221. The key reference used for this PIN is transmitted in the response of the AUTHENTICATE command corresponding to unsuccessful command for parental control operation (see AppendixE).
The change of the PINCODE is controlled by the terminal using the APDU command CHANGE PIN defined in ETSI TS 102 221 and using the key reference received in the response of AUTHENTICATE command.
If the PINCODE is blocked in the Smartcard the terminal MAY unblock the PINCODE using the command UNBLOCK PIN defined in ETSI TS 102 221 and using the key reference received in the response of AUTHENTICATE command. The PINCODE for this function is the UNBLOCK PIN
Change 6:  Changes to section 7.1

Table 29: Rating Types

	rating_type
	Name
	Description
	rating_value

	0
	N/A
	ETSI EN 300 468 for the parental_rating_descriptor in DVB systems
	Minimum allowable age.

	1
	JapaneseAdmCommMotionPictureCodeEthicsParentalRatingCS
	Japanese Motion Picture Parental Rating
	1=PG12
2=R-15
3=R-18
4=None

	2
	ICRAParentalRatingCS
	Internet Content Rating Association Parental Rating
	1=Level4
2=Level3
3=Level2
4=Level1

5=Level0

6=None

	3
	MPAAParentalRatingCS
	MPAA Parental Rating
	1=G
2=PG
3=PG-13
4=R
5=NC-17
6=NR

	4
	ICRAParentalRatingNudityCS
	Internet Content Rating Association Parental Rating for Nudity
	1=Level4
2=Level3
3=Level2
4=Level1
5=Level0
6=None

	5
	RIAAParentalRatingCS
	RIAA Parental Rating
	1=Parental advisory
2=None

	6
	ICRAParentalRatingSexCS
	Internet Content Rating Association Parental Rating for Sex
	1=Level4
2=Level3
3=Level2
4=Level1
5=Level0
6=None

	7
	MPAAParentalRatingTVCS
	MPAA Parental Rating for TV
	1=TVY
2=TVY7
3=TVG
4=TVPG
5=TV14
6=TVMA
7=None

	8
	ICRAParentalRatingViolence
	
	1=Level4
2=Level3
3=Level2
4=Level1
5=Level0
6=None

	9
	GermanyFSK
	German Freiwillige Selbstkontrolle der Filmwirtschaft Rating System
	1=0 (Freigegeben ohne Altersbeschränkung)
2=6 (Freigegeben ab 6 Jahren)
3=12 (Freigegeben ab 12 Jahren)
4=16 (Freigegeben ab 16 Jahren)
5=18 (Keine Jugendfreigabe)

	10
	BCAST rating
	
	0x00: least restrictive

....

0xFF: Most restrictive


Add an Appendix E
Appendix E. Additional BCAST Response Parameter/data for the MBMS security context (Normative)
Appendix F. Additional Parameters and Data are defined for BCAST to the MBMS security context response. This parameters and data are used in case of failure in the processing of  MTK Generation Mode or MSK Update Mode for
· security_policy_extension

· parental control
MTK Generation Mode

OMA BCAST operation response:  security_policy_extension operation
	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘53’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2
	OMA BCAST operation response  tag = 'DF' 
	Code to be defined by 3GPP CT6
	1

	
	
	
	

	 (A+2)+1
	Security_policy_extension operation response Data Object  tag (‘80’)
	
	1

	(A+2)+2 to ((A+2)+1)+B (B ≤ 4)
	Security_policy_extension operation response Data Object length (L)
	
	B


	((A+2)+ 1)+B +1
	Status code 
	
	1

	


Status code coding:
· 0x01: lack of credit in the user purse
· 0x02: lack of credit in the service purse
· 0x03: Play_back counter invalid or equal to zero
OMA BCAST operation response:  Parental control operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘53’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2
	OMA BCAST operation response  tag (‘DF’)
	Code to be defined by 3GPP CT6
	1

	
	
	
	

	(A+2) +1
	Parental control operation response Data Object  tag (‘81’)
	
	1

	((A+2) +2) to ((A+2) +1)+B bytes (B ≤ 4)
	Parental control operation response Data Object length (L)
	
	B

	((A+2) +1)+B +1
	Status code 
	
	1

	((A+2) +1)+B +2
	Key reference of the second application PIN defined for the parental control
	
	1

	((A+2) +1)+B +3 
	Rating_type for the current program
	
	1

	((A+2) +1)+B +4
	Level_granted value for the current rating_type
	
	1

	


 Status code coding: 
· 0x00: User not authorized

· 0x01: PINCODE required
· 0x02: PINCODE not initialized
Key reference of the second application PIN coding:

The key reference are defined in the ETSI TS 102 221. The PIN used for the parental control SHALL be a second application PIN.
The value of the key references are ‘81’ to ‘88’

Rating_Type for the current program coding:
This field indicates the rating_type of the current program. See section 7.1 table xx (note for the editor: to add this link) for the coding of this field.

Level_granted value for the current rating_type coding:
This field indicates the level_granted value for the rating_type of the current program. See section 7.1 table xx (note for the editor: to add this link) rating_value column for the coding of this field.
MSK Update Mode

OMA BCAST operation response:  security_policy_extension operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘53’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2
	"OMA_BCAST operation" tag = 'DF' 
	
	1

	 (A+2)+1
	Security_policy_extension operation response Data Object  tag (‘80’)
	
	1

	(A+2)+2 to ((A+2)+1)+B (B ≤ 4)
	Security_policy_extension operation response Data Object length (L)
	
	B

	((A+2)+1)+B +1
	Status code 
	
	1

	((A+2)+1)+B +2
	Number of rating_types (n)
	
	1

	
	For (i=0; i < n; i++) {
	
	

	((A+2)+1)+B +3
	Rating_type
	
	1

	((A+2)+1)+B +4
	Level_granted
	
	1

	
	}
	
	

	((A+2)+1)+B +3 +(2*n) to ((A+2)+1)+B +3 +(2*n) +L- (2+2*n)
	MIKEY message (see note 1)
	
	L-(2+2*n)

	NOTE 1: Parameter present if a MIKEY verification message is returned.


Status code coding:

· 0x00: success

· 0x01: lack of credit in the user purse
· 0x02: lack of credit in the service purse

Number_of_rating_types

This field indicates the number of rating_types received in the current LTKM

Rating_type: 
This field indicates the rating_types stored in the smartcard after the update caused by the received LTKM. See section 7.1 table xx (note for the editor: to add this link) for the coding of this field.

Level_granted:
This field indicates the level_granted value stored in the smartcard after the update caused by the received LTKM and associated to the rating_type above. See section 7.1 table xx (note for the editor: to add this link) rating_value column for the coding of this field.
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