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1 Reason for Change

	SCP-0401
	2007.02.16
	E
	13.1.1
	Source: QUALCOMM

Form: OMA-BCAST-2007-0259
Comment:

Although this section provides some hints, it doesn’t clearly explain the role of the Simulcrypt not only with regards to SP-4, but in the overall key and content delivery architecture.

Proposed Change:
Add this sentence in the first paragraph, directly after the 1st sentence as follows:

“This section defines the use of a DVB Simulcrypt interface for SP-4. Essentially, the collective of Simulcrypt head-end components make up the equivalent BSD/A function.  In this way, multiple service providers (each represented by its BSM) can share the services of a single BSD/A provider as well as a single BDS network operator in the delivery of a single encrypted data stream.  However, each service provider can ensure that only its own subscribers can access that content delivered in such shared fashion.  All normative text below applies if interface SP-4 follows this section.”
	Status: OPEN


This CR tries to clarify the normative status of the options for SP-4. 
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed change for inclusion into the affected TS.
6 Detailed Change Proposal

Change 1:  Section 13
13.1. Interface SP-4

Interface SP-4 has three functions:

1) To deliver Service and Program key material from SP-M in the BSM to the SP-KD in the BSD/A for the service protection. 

2) To deliver the LTKM and/or Registration key material from SP-M in the BSM to SP-KD in the BSD/A, for subsequent broadcast distribution of these data..

3) To deliver of the STKM’s from the BSM to the BSD/A.

A BSM that support service and/or content protection SHALL support Interface SP-4. A BSD/A that support service and/or content protection SHALL support Interface SP-4.

Two options are given for Interface SP-4:

· Using DVB Simulcrypt based interfaces

· Using BCAST specific interfaces
Interface SP-4 MAY support DVB Simulcrypt as specified in 13.1.1. 
Interface SP-4 MAY support OMA BCAST specific signalling as specified in 13.1.2. 
Interface SP-4 SHALL support either DVB Simulcrypt as specified in 13.1.1. or OMA BCAST specific signalling as specified in 13.1.2..

13.1.1. Interface SP-4:  Adaptation of DVB Simulcrypt Head-End Interfaces to the OMA BCAST Environment

This section defines the use of a DVB Simulcrypt interface for SP-4. All normative text in this section (13.1.1 and sub-sections) applies if DVB-H Simulcrypt is supported over interface SP-4. In this case, support of the interfaces defined in Section ‎13.1.1.2 is MANDATORY.
Simulcrypting, from a device perspective, means that signalling is available that allows the device to acquire the necessary information based on the supported Key Management Systems (KMS), either the DRM Profile or the Smartcard Profile. Such signalling is obtained from the Service Guide descriptors and/or the SDP. It also allows multiple Service Providers to generate STKMs and LTKMs i.e. multiple BSMs in the BCAST architecture.

At head-end side, supporting both profiles has implication on the architecture. The final data-cast shall include all necessary information and some data, such as the TEK, have to be shared among the various KMS to ensure well formed STKM. Simulcrypt also defines interfaces between various entities in the head-end. The original Simulcrypt specifications have been extended by DVB to allow a full support of broadcast over IP. This section describes how the DVB Simulcrypt head-end interfaces are adapted to the OMA BCAST environment, where the system is considering IP transport and encryption with IPsec, SRTP or ISMACryp.
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