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1 Reason for Change

Following CR 626 on LTKM extensions, this CR aligns the LTKM handling section and does a general cleanup (layout / formatting) to make reading easier.
R01 removes PPV live 0x06 as this is the same as 0x04 subscription (aligned with 626R02). Token counter, TEK counter and playback counter are clarified as being per SEK/PEK ID and security_policy_extension.
Live and Playback separated.
R02 Cosigners added, clarify certain parameters are PER Key Validity. Clarify the verification / consumption reporting messages.
Numerous clarifications and corrections, too large to be listed here! Aligned with 626R03, status changed to Major Change.
R03 This version only shows changes to the original specification: Changes between revisions are not indicated (a version will be sent to the reflector that shows these changes).
There are a number of clarifications and editorial changes resulting from discussions in Seoul. These are mostly to do with reformating the sections on reporting messages to make a clear division between the message format and the message processing/construction. 
The technical changes between R02 and R03 are as follows:

1. In section 6.6.4.3 the setting of the STKM replay detection counter is defined – this was previously missing

2. The processing of the LTKM when an EXT BCAST payload is/is not present is clarified and the replay detection check in the terminal is removed (it is not needed as in BCAST the replay detection is done in the secure function).

3. Mirroring the change in CR626 the CR specifies that when the consumption reporting flag is set equal to 1 the verfication bit in the MIKEY header shall = 0. 
R04
Changes made following extensive discussions with a number of companies on how to support MBMS only Smartcards within a BCAST system for STKM processing. Changes made to CR 682 needed to be aligned for LTKM processing.
Changes to section 6.6.2 to make it clear that LTKMS addressed to BCAST cards must contain the EXT BCAST payload and LTKMS addressed to MBMS only smartcards MAY contain the EXT BCAST payload (which will be ignored by the Smartcard but parsed by the terminal), in which case the SPE flag must be set to false and KV data must be formatted correctly.
Changes to the processing on BCAST card in section 6.6.4 to make it dependent on card type and SPE flag (or presence of EXT BCAST payload).

Section 6.6.4.12 changed to correct deletion policies for MBMS only cards

2 Impact on Backward Compatibility

No impact as specification is candidate. Clarifications will hopefully enhance ease of implementation and interoperability.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST is asked to accept the proposed changes in BCAST 1.0.
6 Detailed Change Proposal

Change 1:  ABBREVIATIONS – ADD SPE, KV

3.3 (Editor please insert dynamic link) Abbreviations

	KV
	Key Validity

	SPE
	Security Policy Extension

	TS
	TimeStamp


Change 2:  SEK/PEK ID management

6.2 (Editor please insert dynamic link)Relationship between MBMS Security and the Smartcard Profile
As stated above, the Smartcard Profile uses the key management defined by 3GPP MBMS [3GPP TS 33.246 v7]. To clarify the relationship between the two specifications the following tables provide a mapping between the keys and key IDs used in [3GPP TS 33.246 v7] and this specification. The remainder of this specification uses the terminology defined for the Smartcard Profile.

Table 1: Mapping between MBMS keys and Smartcard Profile Keys

	MBMS key
	Smartcard Profile key

	MBMS User Key (MUK)
	Subscriber Management Key (SMK)

	MBMS Registration Key (MRK)
	Subscriber Request Key (SRK)

	MBMS Service Key (MSK)
	Service Encryption Key (SEK) 1

	MBMS Traffic Key (MTK)
	Traffic Encryption Key (TEK)


1 The Smartcard also supports the concept of a Program Encryption Key (PEK); see Section Error! Reference source not found. for further details.

Table 2: Mapping between MBMS key IDs and Smartcard Profile Key IDs

	MBMS
	Smartcard Profile

	Key ID
	Construction 
	Key ID
	Construction 

	MUK ID 
	MUK ID is received by combining IDi and IDr, where IDi is the identity of the initiator and the IDr is the identity of the responder. IDr is Bootstrapping –Transaction ID (B-TID) and IDi is the Network Application Function ID (without the Ua security protocol identifier), as defined in [3GPP TS 33.246 v7].
	SMK ID
	As for MUK ID

	MRK ID
	The B-TID is used as the username when MRK is used as the password within HTTP digest and so can be thought of as the MRK ID (although it is never defined as such within the MBMS specification). See [3GPP TS 33.246 v7] for further details. 
	SRK ID
	As for MRK ID

	MSK ID
	MSK ID is 4 bytes long and with byte 0 and 1 containing the Key Group part, and byte 2 and 3 containing the Key Number part. Every MSK is uniquely identifiable by its Key Domain ID and MSK ID where Key Domain ID = Mobile Country Code || Mobile Network Code, and is 3 bytes long (see [3GPP TS 33.246 v7] for further details).
	SEK/PEK ID
	As for MSK ID

	MTK ID
	MTK ID is 2 bytes long sequence number and is used to distinguish MTKs that have the same Key Domain ID and MSK ID. Every MTK is uniquely identifiable by its Key Domain ID, MSK ID and MTK ID (see [3GPP TS 33.246 v7] for further details).
	TEK ID
	As for MTK ID


The Smartcard Profile BSM provides the functionality that in MBMS is provided by the MBMS Broadcast-Multicast Service Centre (BM-SC) security functions. As such the Smartcard Profile BSM SHALL support the following MBMS BM-SC security functions: 

· Key Management function

· Key Request function

· Key Distribution function

· Membership function

as defined in [3GPP TS 33.246 v7], with the modifications described in this specification. Note that the Session and Transmission functionality is not required to be supported by the BSM as this functionality is provided by the BSDA. 

MBMS uses the Generic Bootstrapping Architecture (GBA) [3GPP TS 32.220] to establish a MUK and MRK between the BM-SC, an instance of a GBA Network Application Function (NAF), and the USIM/terminal. GBA requires the implementation of a Bootstrapping Server Function (BSF) to enable the bootstrapping procedure required to establish MUK and MRK.  Within this specification the (U)SIM Smartcard Profile BSM is assumed to support BSF functionality requied to establish SMK and SRK, which are equivalent to the MBMS MUK and MRK respectively.  However, the BSF may be shared between the BSM NAF and NAFs for other services.  

The (R‑)UIM/CSIM Smartcard Profile derives SMK and SRK from the SmartCard Key (i.e. RK) pre-provisioned on the (R‑)UIM/CSIM and in the BCMCS Subscription Manager (SM) function.  Within this specification the (R‑)UIM/CSIM Smartcard Profile BSM is assumed to support the SM functionality requied to establish SMK and SRK.
Smartcard Profile terminals SHALL support the key management functionality specified for MBMS terminals, as defined in [3GPP TS 33.246 v7], with the modifications described in this specification.  

(U)SIM Smartcard Profile Smartcards (i.e. (U)SIMs) SHALL support all key management functionality specified for MBMS capable (U)SIMs, as defined in [3GPP TS 31.102 v6] and MAY support the additions and modifications described in this specification. 

(R‑)UIM/CSIM Smartcard Profile Smartcards SHALL support the key management functionality specified for MBMS capable (U)SIMs related to the processing of MBMS MSK and MTK messages , as defined in [3GPP TS 33.102] and MAY support the additions and modifications described in this specification. (R‑)UIM/CSIM Smartcard Profile Smartcards SHALL support the functionality defined in [3GPP2 S.S0083-A] to derive the Temporary Key (TK) and Authentication Key (Auth-Key), which correspond to the SMK and SRK respectively, from the pre-provisioned Registration Key (RK).

The SEK/PEK ID are mapped to the MSK ID as described in the above table.  The SEK/PEK ID SHALL comply to the following rule:
Within a Key Group (i.e. SEKs/PEKs with the same Key Group part of the SEK/PEK ID), the Key Number part of the SEK/PEK ID SHALL increase for every new SEK/PEK used by the BSM. This guarantees that, within a same Key Group, a SEK/PEK ID will have a Key Number part greater than the Key Number part of a SEK/PEK ID belonging to a previously delivered SEK/PEK.

Change 3:  LTKM format

6.6.2 EXT BCAST for LTKM
To include Smartcard Profile specific information in LTKMs that can not be supported by the MBMS MSK message, a new MIKEY Extension payload MAY be included in the LTKM. For LTKMs this payload is referred to as the EXT BCAST for LTKMs. The EXT BCAST for LTKMs is used to transport additional information governing the use of the SEK/PEK carried within the LTKM. The EXT BCAST for LTKMs enables the following functionality:
· Pay-Per-View

· Pay-Per-Time

· Number of times the SEK/PEK can be used

· Send tokens to be added  to a purse in the USIM

· Service/program termination for a user and SEK/PEK ID key deletion
The BSM and BSD/A SHALL support the use of the EXT BCAST for LTKMs. The terminal SHALL support the use of the EXT BCAST for LTKMs. A BCAST Smartcard SHALL support the use of the EXT BCAST for LTKMs. 
As MBMS MIKEY implementations will ignore the EXT BCAST payload, if the BSM / BSD/A sends a LTKM to a MBMS only Smartcard, the LTKM MAY include the EXT BCAST payload, in which case the security_policy_ext_flag and consumption_reporting_flag SHALL be set to LTK_FLAG_FALSE. In all cases in which the BSM / BSD/A sends a LTKM to a MBMS only Smartcard, the KV data payload SHALL define the Key Validity interval for the SEK/PEK in terms of a specified interval of 16 bit TEK ID values.
In all cases in which the BSM / BSD/A sends a LTKM to a BCAST Smartcard, the LTKM SHALL include the EXT BCAST payload, the security_policy_ext_flag SHALL be set to LTK_FLAG_TRUE and the KV data payload SHALL define the Key Validity interval for the SEK/PEK in terms of a specified interval of 32 bit STKM Timestamp values.
How the BSM / BSD/A determines the capabilities of the Smartcard that it addressing is implementation specific,  

The EXT BCAST payload is an instance of the General Extension Payload for MIKEY defined in Section 6.15 of [RFC3830] and reproduced below for convenience: 

Table 10: Logical Structure of the MIKEY General Extension Payload

	Next Payload

	Type

	Length

	Payload Data


Note that the same fields are present in the EXT BCAST for LTKMs and the EXT BCAST for STKMs (defined in Section ‎6.7.1). The difference between the two EXT BCAST payloads is the Payload Data that they contain.
For the EXT BCAST for LTKMs the MIKEY General Extension Payload fields SHALL be populated as defined below:

Next Payload (8 bits): This field SHALL be populated as defined in [RFC3830]. No change is required.

Type (8 bits): This field defines a new type for MIKEY in addition to the existing types for MIKEY. The new type is named “OMA BCAST STKM/LTKM MIKEY General Extension” and is assigned the value of 5. 

Note: The actual value can be different than 5 as there are currently several extension header proposals in IETF and by the time an IETF draft is submitted the number allocated here (5) may already be taken by other proposals.

Length (16-bits): This field SHALL be populated as defined in [RFC3830]. No change is required.

Payload Data (Variable length): This field SHALL be populated with the Smartcard Profile LTKM Management Data as defined in Table 11.
Note to editor – the rest of the section is unchanged
Change 4:  LTKM delivey

6.6 Layer 2: Service Provisioning and LTKM Delivery
To access a protected service a terminal must obtain the necessary LTKM(s). To receive the LTKM(s) the terminal must subscribe to or purchase a BCAST purchase item. Subscription MAY be achieved using one of the following Service Provisioning messages, as defined in [BCAST10-Services]:

· “Service Request”

· “Token Purchase Request”

Alternatively, subscription MAY be achieved via other channels, e.g. the user may subscribe to the service via a web portal/shop (see Section Error! Reference source not found. for more details). 
The BSM SHALL authenticate the sender of the Service Provisioning and/or Registration message(s) sent by the terminal, by following the HTTP DIGEST authentication procedure defined in section 6.3.2.1A of [3GPP TS 33.246 v7], e.g. the BSM shall ensure that a valid SRK is used for in the HTTP DIGEST authentication. If authenticated is successful the request SHALL be acknowledged using an HTTP 200 OK message. Note that the requirement for a valid SRK also ensures that a valid SMK has been established. 

Following a successful service registration, the LTKMs corresponding to the services to which the terminal is subscribed SHALL be delivered by the BSM to the terminal as a result of a push or pull procedure as defined in sections 6.3.2.2 and 6.3.2.3 of [3GPP TS 33.246 v7]. This provides support for the scenarios described below:

· The BSM MAY push an LTKM to the terminal in order to provide a new SEK/PEK to a terminal. Pushing LTKMs to registered terminals allows the BSM to spread the delivery of SEKs/PEKs required by a large number of users to manage network congestion, e.g. the BSM determines when the LTKM is pushed to the terminal.  .
NOTE TO EDITOR rest of section is unchanged
Change 5:  LTKM verification message
6.6.3 LTKM Verification Message and Reporting Message Structure

Two types of messages can be sent by the secure function to the BSM in response to a received LTKM:
1. An LTKM Verification Message sent to confirm successful reception of an LTKM

2. An LTKM Reporting Message sent to:

a. report consumption of permissions in the secure function (see section 6.6.4.8)
b. or to indicate an overflow of a counter or purse during LTKM processing (see section 6.6.4.9) 
c. or to indicate that a security_policy_extension value is unsupported (see section 6.6.4.10).
The format of the LTKM Verification message and LTKM Reporting message is detailed in section 6.8.3.1 and 6.8.3.2 respectively.

LTKM Verification Message
The LTKM verification message SHALL be constructed as defined in section 6.4.5.2 of [3GPP TS 33.246 v7].
 



	

	

	

	

	


6.8.3.2   


LTKM Reporting Message Format
The LTKM Reporting message SHALL be formatted as defined below: 

Table 3: Logical Structure of the LTKM Reporting Message

	Common HDR

	EXT BCAST

	TS

	IDr

	V


The MAC included in the verification payload (V) is computed over both the initiator's and the responder's ID as well as the timestamp in addition to be computed over the response message as defined in RFC 3830 [9]. The key used in the MAC computation is the authentication key derived from SMK as described in RFC 3830 [9]. The EXT BCAST payload SHALL be formatted as defined in section 6.8.3.2.
The terminal SHALL forward the LTKM verification messages received from the secure function to the BSM/Permissions issuer.

EXT BCAST Reporting Management Data
The EXT BCAST Reporting Management Data payload is an instance of the General Extension Payload for MIKEY defined in Section 6.15 of [RFC3830]. The subtype is equal to 3 and the SubType specific data SHALL be populated as follows
NOTE THAT SUBTYPE PAYLOAD 3 does NOT CURRENTLY EXIST IN RFC

The EXT BCAST Reporting Management Data payload is included in an LTKM Reporting message. The parameters included in the payload are dependent on why the LTKM Reporting message is being sent by the secure function (see sections 6.6.4.8, 6.6.4.9 and 6.6.4.10 for further details).

Table 4: Format of the Smartcard Profile Reporting Management Data
	Smartcard Profile Reporting Management Data

	Length (bits)
	Type

	Reporting_management_data() {
	
	

	
	
	

	
consumption_reporting_flag
	1
	bslbf

	
overflow_flag
	1
	bslbf

	
unsupported_extension_flag
	1
	bslbf

	
not_found_flag
	1
	bslbf

	
reserved_for_future_use
	4
	uimsbf

	
	
	

	
if (consumption_reporting flag == LTK_FLAG_TRUE) {
	
	

	

security_policy_extension
	8
	uimsbf

	
	
	

	

reserved_for_future_use
	8
	uimsbf

	

if (security_policy_extension == 0x00 || 0x01 || 0x02 || 0x03|| 0x08 || 0x09) {
	
	

	
	
	

	


cost_value
	16
	uimsbf

	


reserved_for_future_use
	1
	bslbf

	


purse_value
	31
	uimsbf

	

}
	
	

	

if (security_policy_extension == 0x07) {
	
	

	


add_flag
	1
	bslbf

	


playback_counter
	7
	uimsbf

	

}
	
	

	

if (security_policy_extension ==  0x0B {
	
	

	


add_flag
	1
	bslbf

	


keep_credit_flag
	1
	bslbf

	


TEK_counter
	22
	uimsbf

	

}
	
	

	

if security_policy_extension == 0x0C) {
	
	

	


add_flag
	1
	bslbf

	


TEK_counter
	23
	uimsbf

	

}
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
}
	
	

	}
	
	


consumption_reporting_flag: Indicates whether or not that the message includes consumption reporting data.   If set to LTK_FLAG_TRUE the message contains consumption reporting data. If set to LTK_FLAG_FALSE the message does not contain consumption reporting data. 
overflow_flag: Indicates whether or not that the message includes an indication that an overflow occurred during the processing of an LTKM..If set to LTK_FLAG_TRUE the message contains overflow information. If set to LTK_FLAG_FALSE the message does not contain overflow information.
unsupported_extension_flag:Indicates that the secure function does not support the SPE sent in the LTKM if set to LTK_FLAG_TRUE. If set to LTK_FLAG_FALSE the message indicates that the SPE is supported by the secure function.
not_found_flag: Indicates whether or not the SEK/PEK ID, SPE and KV tuple contained in the received LTKM exist in the secure function. If set to LTKM_FLAG_TRUE the SEK/PEK ID, SPE and KV tuple does exist in the secure function. If set to LTKM_FLAG_TRUE the SEK/PEK ID, SPE and KV tuple does exist in the secure function. 
security_policy_extension The SPE value received in the LTKM message that triggered the secure function to send the LTKM Reporting Message. 
purse_flag: Indicates whether or not the message includes a purse payload. It is set to LTK_FLAG_TRUE if the SPE value is 0x00, 0x01, 0x02, 0x03,0x08 or 0x09, otherwise, it is set to LTK_FLAG_FALSE.

add_flag: The value of the add_flag associated to the instance of the SPE stored in the secure function identified by  SEK/PEK ID, KV and the SPE in the received LTKM 
keep_credit_flag: It is the keep_credit_flag value specific to the LTKM identified by the SEK/PEK ID, KV and the SPE.

cost_value: The cost_value associated to the instance of the SPE stored in the secure function identified by the SEK/PEK ID, KV and the SPE in the received LTKM.

TEK_counter: The value of the TEK counter associated to the instance of the SPE stored in the secure function identified by the SEK/PEK ID, KV and the SPE in the received LTKM.
playback_counter: The value of the playback counter associated to the instance of the SPE stored in the secure function identified by the SEK/PEK ID, KV and the SPE in the received LTKM.

purse_value: The number of tokens remaining in the relevant purse, i.e. the value of the user purse if the SPE is 0x02,0x03,0x08 or 0x09, or the value of the live_ppt_purse if the SPE value is 0x00 or the value of the playback_ppt_purse if the SPE value is 0x01.
Change 6:  LTKM processing section
6.6.4 OMA BCAST LTKM Processing
LTKMs are processed by a secure function located on either the Smartcard or the terminal. Following MBMS [3GPP TS 33.246 v7], where GBA_U is used the secure function is located on the Smartcard and where GBA_ME is used the secure function is located on the terminal.
The following sections define the processing of LTKMs in BCAST. To support both MBMS and BCAST Smartcards the following rules SHALL be adhered to:
If the Terminal receives an LTKM over the UDP port 4359 (i.e. the UDP port defined for BCAST) with an EXT BCAST payload, the Terminal SHALL send the LTKM to the secure function unless the security_policy_ext_flag or consumption_reporting_flag are set to LTK_FLAG_TRUE and secure function is located on the Smartcard and the Smartcard is an MBMS only Smartcard (as indicated by the presence of Service n°69 (MBMS Security) and the absence of Service n°75 (BCAST) from the USIM Service Table, i.e. the file EFUST defined in [3GPP TS 31.102]), in which case the LTKM SHALL be discarded.
If the Terminal receives an LTKM over the UDP port 4359 (i.e. the UDP port defined for BCAST), without an EXT BCAST payload or the LTKM contains a EXT BCAST payload with the security_policy_ext_flag set to LTK_FLAG_FALSE, the Terminal SHALL NOT send the LTKM to the secure function unless the secure function is located on the Smartcard and the Smartcard is an MBMS only Smartcard (as indicated by the presence of Service n°69 (MBMS Security) and the absence of Service n°75 (BCAST) from the USIM Service Table, i.e. the file EFUST defined in [3GPP TS 31.102]).
Note that the formating rules defined for LTKMs in section 6.6.2 Editor please insert dynamic link require that the BSM / BSD/A format the LTKM appropriately for the type of Smartcard (MBMS or BCAST) to which they are sending the LTKM.    


Note that the secure function SHALL be able to manage different LTKMs with the same SEK/PEK ID but with different Key Validity (KV) intervals and/or different security_policy_extensions values (SPEs).
1. 
2. 
3. 
4. 
5. 
6. 
7. 
Details on how parameters relating to the LTKM are to be updated when receiving an STKM are provided in the STKM processing section (6.7.1 Editor please insert dynamic link).

6.6.4.1 LTKM Terminal processing 
6.6.4.2 The Terminal SHALL process the LTKM as defined in section 6.4.6.1 of [3GPP TS 33.246 v7] but SHALL exclude step 2 - the anti replay check, i.e. the Terminal SHALL not check the Timestamp of the received LTKM against the stored LTKM replay detection counter. Unlike MBMS, in the Smartcard profile the LTKM replay detection check is performed by the secure function (see section 6.6.3.4).  





	
	

	
	



6.6.4.3 LTKM message validation

The secure function SHALL perform the message validation using the SMK (MUK) as described in [3GPP TS 31.102 v6] (including the update of the EFMUK and the check of the usage of the last successfully used MUK).  If the message validation is successful, then the LTKM replay detection procedure shall be executed. 
6.6.4.4 LTKM replay detection in the secure function
The secure function SHALL compare the received Time Stamp field (TS) with the stored LTKM replay detection counter associated with the given SMK (i.e. TS stored in the record associated to the SMK in the EFMUK).
	Success
	If the received TS is greater than the stored LTKM replay detection counter value, the stored LTKM replay detection counter SHALL be set to the received TS value. If the LTKM replay detection check ends in success, the secure function SHALL check whether it has already stored the SEK/PEK ID, i.e. whether it has previously successfully processed an LTKM containing the same SEK ID. If the SEK/PEK ID is not present the secure function SHALL set the STKM replay detection counter associated to the SEK/PEK ID to 0. If the SEK/PEK ID is present the secure function SHALL NOT update the STKM replay detection counter.     


	Failure
	If the received TS is equal or lower than the stored LTKM replay counter value, then the secure function SHALL return a failure to the terminal. If the secure function is located on the Smartcard, the return message SHALL take the form of the status word '9862' (Authentication error – incorrect MAC).


Note: Less than or equal is to be taken in the meaning of RFC1982. If the less than or equal relation is undefined in the sense of RFC1982, the message SHOULD be considered as being replayed and shall be discarded.
As described for MBMS in [3GPP TS 31.102 v6], the USIM stores the last successfully used MUK along with its MUK ID for further use.


6.6.4.5 SEK/PEK and SPE deletion 

If the Key Validity data in the LTKM is invalid, i.e. the lower bound (“TS low”)  is greater than the upper bound (‘TS High”), the secure function SHALL delete all instances of the SPE and their associated data (e.g. cost_value, TEK_counter etc) that matches the SEK/PEK ID and SPE value in the received LTKM .
Following the deletion of aone or more SPEs (and associated data) the secure function SHALL delete the SEK/PEK (and related data) if no other SPE are associated to the SEK/PEK ID.


· 
· 
· 
· 
· 
· 

· 
· 
· 
· 

6.6.4.6 LTKM processing based on security_policy_extension (SPE)
Further details on the parameters used below can be found in sections 6.8.4.13 and 6.8.4.14 below.
SPE = 0x00 (Token PPT Live)

The secure function SHALL store the received SEK/PEK (if the KEMAC Key Data sub-payload is present), SEK/PEK ID, the KV data, and the SPE and the cost_value.
	live_ppt_purse
	If purse_flag is set to LTK_FLAG_TRUE, the secure function SHALL update the live_ppt_purse with the token_value according to the received purse_mode value:
· If the purse_mode is set to LTK_FLAG_FALSE, the live_ppt_purse SHALL be set to token_value.

· If the purse_mode is set to LTK_FLAG_TRUE, the token_value SHALL be added to the live_ppt_purse.
	 

	live_ppt_purse overflow
	If an overflow occurs on the live_ppt_purse during this update (live_ppt_purse > 0x7FFFFF), then:

· execute section 6.6.4.9
	



Details on the LTKM parameters updated when receiving an STKM are given in the STKM processing section 6.7.1.

SPE = 0x01 (Token PPT Playback)
The secure function SHALL store the received SEK/PEK (if the KEMAC Key Data sub-payload is present), the SEK/PEK ID, the KV data, and the SPE and the cost_value.
	playback_ppt_purse
	The token_value is stored in the playback_ppt_purse associated to the SEK/PEK key group and SPE.
If purse_flag is set to LTK_FLAG_TRUE, the secure function SHALL update the live_ppt_purse with the token_value according to the received purse_mode value:

· If the purse_mode is set to LTK_FLAG_FALSE, the playback_ppt_purse SHALL be set to token_value.

· If the purse_mode is set to LTK_FLAG_TRUE, the token_value SHALL be added to the playback_ppt_purse.

	playback_ppt_purse overflow
	If an overflow occurs on the playback_ppt_purse during this update (playback_ppt_purse > 0x7FFFFF), then:

· execute section 6.6.4.9.


Details on the LTKM parameters updated when receiving an STKM are given in the STKM processing section 6.7.1.


SPE = 0x02 or 0x03 (User Token PPT)
The secure function SHALL store the received SEK/PEK (if the KEMAC Key Data sub-payload is present), the SEK/PEK ID, the KV data, the SPE and the cost_value..
	user_purse
	If purse_flag is set to LTK_FLAG_TRUE, the secure function SHALL update the user_purse with the token_value according to the received purse_mode value:

· If the purse_mode is set to LTK_FLAG_FALSE, the user_purse SHALL be set to token_value.

· If the purse_mode is set to LTK_FLAG_TRUE, the token_value SHALL be added to the user_purse.

	user_purse

overflow
	If an overflow occurs on the purse during this update (user purse > 0x7FFFFFFF), then:

· execute section 6.6.4.9.






Details on the LTKM parameters updated when receiving an STKM are given in the STKM processing section 6.7.1.


SPE = 0x04 or 0x05 (Subscription/PPV)
The secure function SHALL store the received SEK/PEK (if the KEMAC Key Data sub-payload is present), the SEK/PEK ID, the KV data and the SPE.
Details on the LTKM parameters updated when receiving an STKM are given in the STKM processing section 6.7.1.

SPE = 00x07 (PPP Playback)

The secure function SHALL store the received SEK/PEK (if the KEMAC Key Data sub-payload is present), the SEK/PEK ID, the KV data and the SPE.
	current_TS_counter
	The current_TS_counter is initialised to the LTKM validity "TS high".

	playback counter
	If the same SPE with the same SEK/PEK ID and KV exists and the add_flag is set to LTK_FLAG_FALSE, the playback counter SHALL be set to number_playback.

If the same SPE with the same SEK/PEK ID and KV exists and the add_flag is set to LTK_FLAG_TRUE, the number_playback SHALL be added to the playback counter.

If the KV is new for the SEK/PEK ID and SPE, the playback counter SHALL be set to number_playback..

	playback counter overflow
	If an overflow occurs on the playback counter during this update (playback counter > 0x7F), then:

· execute section 6.6.4.9


Details on the LTKM parameters updated when receiving an STKM are given in the STKM processing section 6.7.1.



SPE = 0x08 or 0x09 (User Token PPV / PPP)
The secure function SHALL store the received SEK/PEK (if the KEMAC Key Data sub-payload is present), the SEK/PEK ID, the KV data, the SPE, and the cost_value.
	current_TS_counter
	The current_TS_counter is initialised to the LTKM validity "TS high".

	user_purse
	If purse_flag is set to LTK_FLAG_TRUE, the secure function then updates the user_purse with the token_value according to the received purse_mode value:
· If the purse_mode is set to LTK_FLAG_FALSE, the user_purse SHALL be set to token_value.

· If the purse_mode is set to LTK_FLAG_TRUE, the token_value SHALL be added to the user_purse.

	user_purse

overflow
	If an overflow occurs on the purse during this update (user_purse > 0x7FFFFFFF), then:

· execute section 6.6.4.9




Details on the LTKM parameters updates when receiving an STKM are given in the STKM processing section 6.7.1.


SPE = 0x0A (Key deletion)
If the KV Data subfield in the KEMAC payload of the LTKM message indicates that the KV interval for a given SEK/PEK ID is “TS high”= “TS low”=0,  the Smartcard SHALL delete all the previously stored SEK/PEK with the same SEK/PEK ID and their related key material (i.e: KV data, SPEs, playback counter, TEK number and cost_value).

No STKM is associated to this LTKM.
SPE = 0x0C (PPT Live)
The secure function SHALL store the received SEK/PEK (if the KEMAC Key Data sub-payload is present), the SEK/PEK ID, the KV data, the keep_credit_flag value and the SPE value .
	TEK counter
	If the same SPE with the same SEK/PEK ID and KV exists and the add_flag is set to LTK_FLAG_FALSE, the TEK counter SHALL be set to number_TEKs.

If the same SPE with the same SEK/PEK ID and KV exists and the add_flag is set to LTK_FLAG_TRUE, the number_TEKs SHALL be added to the TEK counter.

If the KV is new for the SEK/PEK ID and SPE, the TEK counter SHALL be set to number_TEKs. 

	TEK counter overflow
	If an overflow occurs on the TEK counter during this update (TEK counter > 0x3FFFFF),
· execute section 6.6.4.9


Details on the LTKM parameters updated when receiving an STKM are given in the STKM processing section 6.7.1.

SPE = 0x0D (PPT Playback)
The secure function SHALL store the received SEK/PEK (if the KEMAC Key Data sub-payload is present), the KV data, and the SPE value.
	TEK counter
	If the same SPE with the same SEK/PEK ID and KV exists and the add_flag is set to LTK_FLAG_FALSE, the TEK counter SHALL be set to number_TEKs.

If the same SPE with the same SEK/PEK ID and KV exists and the add_flag is set to LTK_FLAG_TRUE, the number_TEKs SHALL be added to the TEK counter.

If the KV is new for the SEK/PEK ID and SPE, the TEK counter SHALL be set to number_TEKs.

	TEK counter overflow
	If an overflow occurs on the TEK counter during this update (TEK counter > 0x7FFFFF), 
· execute section 6.6.4.9


Details on the LTKM parameters updated when receiving an STKM are given in the STKM processing section 6.7.1.

6.6.4.7 parental_control_descriptor



If update_mode is set to LTK_FLAG_TRUE, the rating_type and associated level_granted transmitted in the LTKM are added to any rating_type and associated level_granted values that exist in the secure function. For a given rating_type received in the LTKM, if a level_granted value is already stored for this same rating_type, the incoming level_granted value SHALL replace the old one.
If the update_mode is set to LTK_FLAG_FALSE, all rating_type values stored in the secure function that match a rating_type value transmitted in the LTKM SHALL be erased. Deleting a rating_type from the secure function SHALL also erase the associated level_granted value.
This list of rating_type/level_granted pairs is associated to the SMK used to protect the LTKM.
A default setting for rating_type/level_granted pairs specific to service provider MAY be possible during the card manufacture. 

If the parental_control_PIN is present in the message (parental_control_PIN_flag set to LTK_FLAG_TRUE), the secure function re-initializes the UNBLOCK PIN of the PIN used for parental control with the deciphered value of parental_control_PIN received in LTKM.

The response of the AUTHENTICATE command in the case of parental_control_descriptor is present in the LTKM with an update of the list of rating_type/level_granted pairs is the response of AUTHENTICATE command corresponding to an MSK Update Mode for OMA BCAST operation for security_policy_extension operation (see ‎Appendix E Editor please insert dynamic link) with the list of the rating_type and level_granted values stored in the Smartcard after this update. 
6.6.4.8 LTKM Verification Message request
If the V-bit in the HDR field of the received LTKM is set equal to 1 then the secure function SHALL produce a LTKM Verification message with the format as described in Section 6.8.3.

6.6.4.9 Reporting consumption using the LTKM Reporting Message
If an LTKM contains a consumption_reporting_flag set equal to LTK_FLAG_TRUE the Verification bit of the MIKEY message SHALL be set equal to 0.
If the LTKM consumption_reporting flag is equal to LTK_FLAG_TRUE, the secure function SHOULD try and find a matching SEK/PEK ID, KV and SPE. 

The SEK/PEK ID, KV and the SPE of the LTKM containing of the received LTKM is used to identify a previously received LTKM. The data of that identified LTKM are sent back in the Reporting Message.

If successful, the secure function SHALL send a LTKM Reporting message as described in Section 6.8.3. with the following parameters:

· consumption_reporting_flag set to LTK_FLAG_TRUE

· overflow_flag set to LTK_FLAG_FALSE

· unsupported_extension_flag set to LTK_FLAG_FALSE

· not_found_flag set to LTK_FLAG_FALSE

· security_policy_extension set to the SPE of the LTKM requesting the message

· relevant SPE-specific parameters
If no matching SEK/PEK ID, KV and SPE is found the secure function SHALL send a LTKM Reporting message as described in section  6.8.3. with the following parameters:

· consumption_reporting_flag set to LTK_FLAG_FALSE

· overflow_flag set to LTK_FLAG_FALSE

· unsupported_extension_flag set to LTK_FLAG_FALSE

· not_found_flag set to LTK_FLAG_TRUE

This message exchange allows the server to retrieve the relevant stored parameters for the given SPE value (as defined in Table 4: Format of the Smartcard Profile Reporting Management Data) from the secure function, without updating the SEK/PEK. 

6.6.4.10 Reporting a counter or purse overflow during LTKM processing using the LTKM Reporting Message
6.6.4.11 During LTKM processing counters or purses can overflow due to the addition of a value sent in the LTKM (e.g. the counter/purse value may become larger than the maximum value that can be stored when the incoming value is added). When this arises; the following SHALL apply:

· the counter or purse that has overflowed SHALL remain unchanged, and

· an LTKM Reporting message SHALL be sent with the following parameters:

· consumption_reporting_flag set to LTK_FLAG_TRUE

· overflow_flag set to LTK_FLAG_TRUE

· security_policy_extension set to the SPE value of the LTKM that caused the overflow

· relevant SPE-specific parameters (as defined in Table 4: Format of the Smartcard Profile Reporting Management Data), which includes the unchanged parameter for which there was an overflow (e.g. for SPE 0x0C or 0x0D if the TEK counter overflows due to LTKM processing, the value of the TEK counter prior to LTKM processing and overflow is sent)
· Reporting 
6.6.4.12 unsupported SPE values using the LTKM Reporting Message
6.6.4.13 If an LTKM is received for which the SPE is NOT supported by the secure function, the secure function SHALL:
· return the status code ‘security policy extension not supported’ in the MBMS operation response Data Object
· send a LTKM Reporting message as described in Section 6.8.3. with the following parameters:

· consumption_reporting_flag set to LTK_FLAG_TRUE
· overflow_flag set to LTK_FLAG_FALSE

· unsupported_extension_flag set to LTK_FLAG_TRUE
· not_found_flag set to LTK_FLAG_FALSE

· security_policy_extension set to the SPE of the LTKM requesting the message

· relevant SPE-specific parameters (as defined in Table 4: Format of the Smartcard Profile Reporting Management Data)
6.6.4.14 There SHALL be no further processing of the LTKM containing the unsupported SPE.
6.6.4.15 Terminal_binding_flag
After the successful processing of an LTKM by the secure function (no integrity error due to integrity or validation or bootstrapping failure), if the terminal_binding_flag is set to LTK_FLAG_TRUE, the terminal SHALL store the TerminalBindingKeyID and the PermissionsIssuerURI.
6.6.4.16 









6.6.4.17 SEK/PEK deletion by the Terminal
If the secure function is located on the Smartcard, and the Smartcard is an MBMS only Smartcard the policy of deleting SEK/PEK records to free up space in the file in EFMSK SHALL be controlled by the Terminal, e.g. the Terminal SHOULD delete any SEKs/PEKs that are no longer needed. How the terminal decides which SEKs/PEKs are no longer needed is implementation specific.

6.6.4.18 Association between parameters and IDs stored in secure function
The following table gives the association between Smartcard Profile parameters used in the processing of LTKM or STKM and identifiers stored on the Smartcard, i.e. it indicates which parameters can be linked to which key identifiers (or identifier sub-parts).
Table 5: Association between Smartcard Profile Parameters and Key Identifiers
	
	SEK/PEK ID, KV and SPE
	SEK/PEK ID key group part and SPE
	SEK/PEK ID
	SMK ID
	NAF ID part of SMK ID

	SMK 
	
	
	
	X
	

	SEK/PEK 
	
	
	X
	
	

	Key validity data (STKM TS low & TS high)
	X
	
	
	
	

	SPE
	
	
	X
	
	

	cost_value
	0x02,0x03,0x08,0x09
	
	
	
	

	
	
	
	
	
	

	playback counter
	0x07
	
	
	
	

	kept TEK counter
	
	0x0C
	
	
	

	TEK counter
	0x0C, 0x0D
	
	
	
	

	LTKM replay detection counter
	
	
	
	X
	

	STKM replay detection counter
	
	
	X
	
	

	current_TS_counter
	0x07, 0x08,0x09
	
	
	
	

	user_purse
	
	
	
	
	0x02, 0x03, 0x08,0x09

	live_ppt_purse
	
	0x00
	
	
	

	playback_ppt_purse
	
	0x01
	
	
	


If the secure function is located on the terminal, or the secure function is located on the Smartcard and the Smartcard is BCAST Smartcard, it SHOULD be possible to store a variable number of SEK/PEK per Key Domain ID/Key Group ID pair in the Smartcard. 

6.6.4.19 Implementation notes

The first STKM sent by the network (BSD/A) for the associated SEK/PEK SHALL contain a timestamp (TS) value equal to or greater than “TS Low” + 1.

The Key Validity Data subfield in the KEMAC payload in the LTKM defines the Key Validity interval for SEK/PEK in terms of STKM TIMESTAMP interval:

From (32-bits):
Lower limit of Timestamp (“TS low”)

To (32bits):
Upper limit of Timestamp (“TS high”)

There is one internal STKM replay detection counter per SEK/PEK ID to support replay detection for STKM delivery.

To avoid security failures during the STKM key validity data and replay detection checks, the Timestamp field (TS) in STKM associated with a SEK/PEK key group SHALL only be reset when the SEK/PEK is updated.

The secure function SHALL be able to associate more than one SPE (and associated data) to a SEK/PEK ID. To uniquly identify the SPE to use during STKM or LTKM processing, the secure function SHALL the tuple: SEK/PEK ID, SPE value and KV data. Each instance of a SPE is associated to it its own associated data. Table 3 shows which stored data can be associated to which SPE. 

A separate playback counter is used for each SEK/PEK ID, KV and SPE (0x07) tuple. The playback counter is used for PPV without tokens and corresponds to the available number of plays left.

A separate TEK counter is used for each SEK/PEK ID, KV and SPE (0x0C or 0x0D) tuple. The TEK counter is used for PPT without tokens and corresponds to the available number of TEKs left.

A kept TEK counter is used for each SEK/PEK ID key group associated to a SPE 0x0C. It is used to allow unused TEKs to be brought forward.
A user purse is associated to the NAF ID of the BSM, i.e. the NAF-ID part of an SMK ID stored in the file EFMUK. The user_purse corresponds to the available number of tokens left that can be used by SPE 0x02, 0x03, 0x08 and 0x09.

A single LTKM replay detection counter is used to keep track of the Timestamp (TS) of the latest valid LTKM received for a given SMK. The LTKM replay detection for each SMK is stored in the file EFMUK.

A current_TS_counter is used for SPEs 0x07, 0x08 and 0x09 to detect whether or not a "playback" has occurred. This counter is local to a SEK/PEK ID, KV and a relevant SPE.


Change 7:  Annex E.2

E.2 MSK Update Mode

E.2.1 OMA BCAST operation response:  security_policy_extension operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘53’)
	As defined in TS 31.101 [11] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length (L)
	As defined in TS 31.101 [11] for BER-TLV data object
	A

	A+2
	"OMA_BCAST operation" tag = 'DF' 
	
	1

	 (A+2)+1
	Security_policy_extension operation response Data Object  tag (‘80’)
	
	1

	(A+2)+2 to ((A+2)+1)+B (B ≤ 4)
	Security_policy_extension operation response Data Object length (L)
	
	B

	((A+2)+1)+B +1
	Status code 
	
	1

	((A+2)+1)+B +2
	Number of rating_types (n)
	
	1

	
	For (i=0; i < n; i++) {
	
	

	((A+2)+1)+B +3
	Rating_type
	
	1

	((A+2)+1)+B +4
	Level_granted
	
	1

	
	}
	
	

	((A+2)+1)+B +3 +(2*n) to ((A+2)+1)+B +3 +(2*n) +L- (2+2*n)
	MIKEY message (see note 1)
	
	L-(2+2*n)

	NOTE 1: Parameter present if a MIKEY verification message is returned.


Status code coding:

· 0x00: success
· 0x01: security policy extension not supported
· 0x02: lack of credit in the live ppt  purse

· 0x03: lack of credit in the playback purse

· 0x04: lack of credit in the TEK counter 
· 0x05: lack of credit in the user purse

· 
· 
Number_of_rating_types

This field indicates the number of rating_types received in the current LTKM

Rating_type: 

This field indicates the rating_types stored in the Smartcard after the update caused by the received LTKM. See Error! Reference source not found. in Section Error! Reference source not found. for the coding of this field.

Level_granted:

This field indicates the level_granted value stored in the Smartcard after the update caused by the received LTKM and associated to the rating_type above. See Error! Reference source not found. in Section Error! Reference source not found. (rating_value column) for the coding of this field












�The text in this section should only refer to message format and not to message processing 


�text moved from previous section, changes shown.
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