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1 Reason for Change

According to SvcCntProtection Specification, Smartcard Profile Service Provisioning and/or Registration message(s) between BSM and terminal should follow HTTP DIGEST authentication procedure defined in section 6.3.2.1A of [3GPP TS 33.246 v7]. If no nonce is included in Authorization header or BSM chooses not to accept a previously used nonce, the Provisioning and/or Registration messages have to follow the complete 4-pass HTTP digest procedure, but in other conditions, it is not neccesary to do so because extra round trips for authentication challenges will lower the efficiency. A more simplified and specific mechanism of HTTP digest procedure for Smartcard Profile Service Provisioning and/or Registration message(s) is suggested in the document.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree and incorporate the proposed changes to the Service spec.
6 Detailed Change Proposal
5.1.6
Smartcard Profile Service Provisioning Messages 
This section shows the Smartcard Service Provisioning Messages. Those messages support the Service Provisioning function of BCAST Terminals with Smartcard Profile capability. Some of messages below are identical to those of General Service Provisioning Message.
The first message between BSM and terminal SHOULD follow 4-pass HTTP digest procedure. Then the server MAY present the nextnonce field in Authentication-Info Header so that the client will use it when constructing the Authorization header for its next request and thus 2-pass HTTP digest procedure will take place. One exception is that LTKM Reqeust procedure. The server may ignore Authorization header of the request and return a 401 response with a new nonce value. Thus a 4-pass HTTP digest procedure will take place to guarantee the authenticity of the reciever of LTKM.












NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 2)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 17)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

