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1 Reason for Change

CR347 was not fully reflected in SPCP. This corrects the spec. It is also made explicit the call flows apply to both service provisioning and registration messages.
See

http://member.openmobilealliance.org/ftp/Public_documents/BCAST/2007/OMA-BCAST-2007-0347-CR_BCAST_Client_ID_Service_Provisioning.zip
R01 as per minutes of conf call 5 Sept 07, BCAST service guide changed to BCAST SPCP doc to change
2 Impact on Backward Compatibility

No impact as specification is candidate. Clarifications will hopefully enhance ease of implementation and interoperability.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST is asked to accept the proposed changes in BCAST 1.0.
6 Detailed Change Proposal

Change 1:  diagram fix!
6.11.2 Signalling Protocols used for Smartcard Profile

This section explains how the BCAST_Client_ID presented above MAY be sent or requested for the Smartcard Profile during the BCAST service provisioning message sequence or Registration procedure as defined in [BCAST10-Services]. The Figures below summarise the possible messages exchanged. Italics are used to indicate the parameters / messages related to the BCAST_Client_ID. The first Figure illustrates the case where the BSM/Permissions Issuer requests the BCAST_Client_ID. The second Figure illustrates the case where the Terminal sends its BCAST_Client_ID to the BSM/Permissions Issuer.
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Figure 4 – Mutual Authentication and BCAST Service Provisioning or Registration Messages when BSM/Permissions Issuer requests BCAST_Client_ID
NOTE TO EDITOR: the figure above has been changed
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Figure 5 – Mutual Authentication and BCAST Service Provisioning or Registration Messages when Terminal sends BCAST_Client_ID
NOTE TO EDITOR: the figure above has been changed
The following sections describe the messages in more detail.
5.1.2.7 Certificate-based Mutual Authentication between Terminal and BSM/Permissions Issuer

Before initiating a BCAST Service Provisioning message or Registration request, the Terminal and the BSM/Permissions Issuer MAY establish a HTTPS tunnel with certificate-based mutual authentication between the Terminal and the application server as described in TS [3GPP TS 33.222 v6] Section 5.5 “Certificate based mutual authentication between Terminal and application server” for Release 6. This SHALL be done if the Terminal intends to send a BCAST Client ID at the start of BCAST Service Provisioning message or Registration request as described below.
5.1.2.8 Terminal Sending BCAST_Client_ID at start of BCAST Service Provisioning Message or Registration Request

The BCAST_Client_ID identifier MAY be sent automatically by the Terminal in the initial HTTP Post Request during the start of the BCAST Service Provisioning message or Registration request as defined in [BCAST10-Services].  If it sends a BCAST_Client_ID it SHALL do so through an HTTPS tunnel, as described above in Section ‎6.11.2.

The BCAST_Client_ID SHALL be sent using the following notation:

User-Agent:BCAST_Client_ID=BCAST_Client_ID
Where:

"BCAST_Client_ID=" is text allowing the server to identify the BCAST client ID and BCAST_Client_ID is the actual value.

BCAST_Client_ID is Base64 encoded.

If the Terminal does not send the BCAST_Client_ID in the HTTP Post Request, then the BSM/Permissions Issuer MAY ask for it as described below in Section ‎6.11.2.
5.1.2.9 BSM/Permissions Issuer Requesting BCAST_Client_ID
If the Terminal has NOT sent the BCAST_Client_ID in the HTTP Post Request, the BSM/Permissions Issuer MAY request the BCAST client identifier using the following request:
Table 28: BSM/Permissions Issuer Requesting BCAST_Client_ID

HTTP/1.1 403 Not acceptable

Server: BCAST BSM
Date: Thu, 08 Jan 2004 10:13:18 GMT

send_BCAST_Client_ID

where send_BCAST_Client_ID is text.

5.1.2.10 Terminal Sending BCAST_Client_ID to BSM/Permissions Issuer following Request
Upon reception of the request for the BCAST_Client_ID, the terminal MAY be incapable of sending this identifier (as it is optional). 

If the terminal recognizes the request for a BCAST_Client_ID (as defined in Section ‎6.11.1), it SHOULD establish an HTTPS tunnel between the Terminal and BSM/Permissions Issuer as described in Section ‎6.11.2 and then send the BCAST_Client_ID using the following response:
Table 29: Terminal Sending BCAST_Client_ID to BSM/Permissions Issuer

GET / HTTP/1.1

User-Agent: BCAST_Client_ID=BCAST_Client_ID
Date: Thu, 08 Jan 2004 10:13:18 GMT

Where "BCAST_Client_ID=" is text allowing the server to identify the BCAST_Client_ID and BCAST_Client_ID is the actual value.

BCAST_Client_ID is Base64 encoded.

If the BCAST Client does not have a BCAST_Client_ID it is recommended that the above message is sent using an empty User-Agent entry without establishing an HTTPS tunnel. Note that this may result in the BSM/Permissions Issuer refusing registration.

5.1.2.11 BSM/Permissions Issuer Accepting BCAST_Client_ID
If the BCAST_Client_ID provided by the terminal to the BSM/Permissions Issuer is deemed acceptable, then the normal BCAST Service Provisioning or Registration Response message is sent, i.e. HTTP 200 OK as defined in [BCAST10-Services].

5.1.2.12 BSM/Permissions Issuer Refusing Access to Terminal
If the Terminal does not send a BCAST_Client_ID following the request from the BSM/Permissions Issuer, it MAY refuse access to the Terminal by sending an HTTP 403 Forbidden message.

If the BSM/Permissions Issuer refuses access to the Terminal after receiving its BCAST_Client_ID, it SHALL send an HTTP 403 Forbidden message.
6.11.3 Security Requirements on BCAST_Client_ID and Terminal Private Key
The BCAST_Client_ID SHALL be stored securely and updated accordingly following secure upgrades.

The Terminal private key SHALL also be stored securely.

If the BCAST_Client_ID is used by the BSM/Permissions Issuer to check the BCAST client version, then clearly the information provided by the terminal must be trusted. The BCAST_Client_ID SHALL be transported over a secure, authenticated channel between the terminal and the BSM/Permissions Issuer, as described in [3GPP TS 33.222 v6].
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