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1 Reason for Change

The current specification of SDP fields in the service and content protection spec declares 4 fields. The `service provider` field should enable the terminal to select the correct STKM stream from a set of STKM streams that are announced in the SDP. However, currently the terminal has no way of making a relation between the declared value for the service provider field and a value stored or provisioned to the terminal. We believe this is a copy/paste bug from the IPDC specs when this feature was introduced. The proper way of relating such a field would be by referring to a BSMSelector that are declared in the SGDD. 
As such we have made a proposal to enable this functionality. 
In R01, small editorial changes are made.
In R02 the service provider field name can point to either a BSMSelector or to a MO entry <X>/ServiceProvider. The <X>/ServiceProvider text of the services spec is updated as well. 
In R03 further enhancements have been made to clarify the text. However, no functional changes are involved. The R03 changes are marked by NSN.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This Change Request is presented to OMA BCAST for agreement.

6 Detailed Change Proposal

Change 1:  OMA-TS-BCAST_SvcCntProtection-V1_0-20070816-C

Chapter 10.1
10.1 Protection Signaling in SDP
10.1.1 Description
SDP information is used to specify streaming sessions according to [RFC4566].

Additional information is required to identify parameters relative to key management: STKM streams, KMS versions, etc. These are defined below and SHALL be used to describe encrypted media streams and key streams (STKM and LTKM).  Note that, in the case of MBMS, such information can be signalled in the MBMS security description as per [3GPP TS 26.346 v7].

The table below defines the <field values> to be used for signal protection information.  These parameters are used for the signalling of media, short-term key message (STKM) and long-term key message (LTKM) streams. Their usage for the different streams will be explained in the following sections. A media stream can be protected by one or more STKM streams. Some other optional and stream specific parameters are introduced in the relevant sections.

Table 46: Protection Signalling in SDP

	Field name
	Category
	Type
	Purpose

	kmstype
	NM/TM
	String
	Identifies the Key Management system (KMS) used

(see Table 47 for supported KMSs)

	bcastversion
	NM/TM
	Decimal x.y
	Identifies the BCAST version x.y

	serviceproviders
	NM/TM
	String
	Identifies the service providers using the key stream, by referencing one or more BSMSelectors as declared in the SGDD in the SG [BCAST10_SG] and/or by referencing one or more <X>/ServiceProvider nodes as specified in [BCAST10-Services].
(see Table 49 for the syntax and semantics)

	streamid
	NM/TM
	UnsignedShort
	Unique non-zero integer identifying a particular key stream. Numbers are unique within a particular SDP session i.e. no global numbering is required.

Used to indicate which media stream is protected by the actual STKM stream.

	baseCID
	NO/TO
	AnyURI
	For the DRM Profile, part of the Service or Program CID used to identify the corresponding asset within an OMA DRM 2.0 Rights Object. The Service or Program CID is obtained from the BaseCID as described in Section ‎5.5.1.
The network and terminal SHALL support this field in case the DRM Profile is supported.


where, NM=Mandatory for network to support; NO=Optional for network to support; TM=Mandatory for terminal to support; TO=Optional for terminal to support
The tables below shows the corresponding <field values> for the <field names>:

Table 47: kmstype values

	Value (String)
	Semantics

	oma-bcast-drm-pki
	DRM Profile Key Management System

	oma-bcast-gba_u-mbms
	Smartcard Profile Key Management System, using 3GPP GBA_U to establish Layer 1 keys

	oma-bcast-gba_me-mbms
	Smartcard Profile Key Management System, using either 3GPP GBA_ME or 3GPP GBA_U to establish Layer 1 keys

	oma-bcast-prov-bcmcs
	Smartcard Profile Key Management System, using provisioned 3GPP2 BCMCS Symmetric Key Infrastructure 


Table 48: bcastversion values

	Value (Decimal x.y)
	Semantics

	1.0
	Current version in this specification is 1.0


Table 49: serviceproviders syntax and semantics
	
	Semantics

	[editor – pls delete this column]
	The value of the ‘serviceproviders’ SDP parameter is a list of URIs that reference the terminal's affiliated BSM or service providers.

The syntax of the ‘serviceproviders’ value is defined as follows: "<uri>("|"<uri>)* , where uri is defined as in [RFC3986].

The terminal’s affiliated BSM(s) are represented within the terminal as Management Objects with identifier ‘<X>/ BSMFilterCode’ or as codes on the Smartcard as defined by [3GPP TS 22.022], [3GPP2 C.S0068-0], [3GPP TS 31.102], [3GPP2 C.S0023-C], or [3GPP2 C.S0065-0]. The terminals' affiliated service provider(s) are represented within the terminal as Management Objects with identifier ‘<X>/ ServiceProvider’. 
Either all or none of the STKM streams SHALL have a ‘serviceproviders’ parameter instantiated in the SDP.

Either all or none of the LTKM streams SHALL have the ’serviceproviders’ parameter instantiated in the SDP. 

If all of the STKM streams or LTKM streams have the ’serviceproviders’ parameter instantiated in the SDP, the terminal SHALL only use STKM or LTKM streams for which either:

· the ‘serviceproviders’ parameter contains a URI referencing to the identifier of a BSMSelector as declared within the 'BSMList' of the SGDD of the SG [BCAST10_SG] with a BSMFilterCode that does match to any of the ‘<X>/BSMFilterCode’ entries within the terminal or any of the codes on the Smartcard

· or the ’serviceproviders’ parameter contains a URI that does match with any of the <X>/Serviceprovider entries within the terminal.

If none of the STKM streams or LTKM streams have a ’serviceproviders’ parameter instantiated in the SDP, the terminal MAY use any of the streams.

The network SHALL ensure that the sets of BSMSelector IDs and <X>/ServiceProvider values are disjoint.





Table 50: streamid values

	Value (Decimal)
	Semantics

	1, 2, 3, etc.
	Provides identification of media streams which can be used to associate an encrypted media stream with the corresponding STKM.

Each stream declared in the SDP will be uniquely numbered. Only non-zero positive integers are acceptable. It is RECOMMENDED that streams are numbered in increasing order. Duplicate streamids SHALL be ignored, i.e. only the first one SHALL be used.


Table 51: BaseCID values

	Value (String)
	Semantics

	<BaseCID>
	<BaseCID> is part of the Service or Program CID used to identify the corresponding asset within an OMA DRM 2.0 Rights Object. Upon reception of a STKM, the terminal can assemble the service_CID/program_CID/BCI and look up the SEK or PEK (wrapped inside a LTKM) as described in 5.5.3.


Change 2:  OMA-TS-BCAST_Services-V1_0-20070907-C  - Changes to the ‘ProviderID’ node

F.3.4 <X>/ServiceProvider

This leaf node specifies the Service Provider identifier for the BCAST Service.  It is e.g. used in the ‘serviceproviders’ field for protection signalling in SDP as per section 10.1.1 of [BCAST10-SrvContProt].
· Occurrence: ZeroOrMore
· Format: chr

· Access Types: Get

· Values: Identifier of the service provider, which MUST be in the form of a URI.
· Status: Required












�Note to editor: This name must also be changed in Figure 7
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