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6 Reason for Change

The OMA BCAST Smart Card profile lacks the possibility to delete SEK/PEK keys that are no longer needed. For the deletion management a text attribute file has been added in order to ask for user guidance when performing key deletion. The textual information allows full key management with the smart card using any terminal, there is no need to have the stored content on the terminal where the key deletion takes place in order to provide textual information to the user for key deletion. 
SEK/PEK keys associated with stored context are separated from SEK/PEK keys used for viewing live streaming in order to indicate that a SEK/PEK is associated with stored content, potentially in another terminal.

The OMA BCAST DF has been created in order to separate the BCAST functions and storage from other operations in a USIM. The OMA BCAST DF also prepares for the implementation of the SAC which is currently being specified by ETSI SCP TEC.
Annex E has been modified to correspond to the modified command processing.

7 Impact on Backward Compatibility

-
8 Impact on Other Specifications

-
9 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

10 Recommendation

It is proposed to introduce the changes in a new version of the BCAST document.

11 Detailed Change Proposal

Change 1:  Chapter 6.5
6.5 Layer 1: Subscriber Key Establishment
6.5.1    Subscriber Key Establishment using a (U)SIM

This layer enables the establishment of two shared keys to secure communiction between the BSM and the terminal: The Subscriber Management Key (SMK), which is used to protect the delivery of SEK/PEKs within LTKM from the BSM to the terminal, and the Subscriber Request Key (SRK), which is used to secure communication between the terminal and the BSM. The SMK corresponds to the MBMS User Key (MUK) while the SRK corresponds to the MBMS Request Key (MRK), where the MBMS keys are as defined in [3GPP TS 33.246 v7]. 

The (U)SIM Smartcard Profile is based on MBMS security and therefore SMK and SRK are derived by running the GBA bootstrap procedure, as defined in Section 6.1 “Using GBA for MBMS” of [3GPP TS 33.246 v7].  The relationship of the BSM to the GBA NAF and BSF elements is described in Section ‎4.5.2. (U)SIM Smartcard Profile Smartcards shall only allow commands related to the OMA BCAST security context, e.g. AUTHENTICATE command operations, to be executed when the terminal has selected the OMA BCAST directory, DF OMA BCAST. For OMA BCAST related operations, AUTHENICATE command and parental PIN verification the terminal shall select DF OMA BCAST.
6.6.4 OMA BCAST LTKM Processing
LTKMs are processed by a secure function located on either the Smartcard or terminal. Following MBMS [3GPP TS 33.246 v7], for the Smartcard profile the location of the secure function is determined by whether GBA_U or GBA_ME is used to establish SMK/SRK. Where GBA_U is used the secure function is located on the Smartcard and where GBA_ME is used the secure function is located on the terminal.
When the OMA BCAST LTKM arrives at the terminal, the terminal first checks whether an EXT BCAST payload is present. If the EXT BCAST payload is not present or the EXT BCAST payload is present and the security_policy_extension_flag is set to 0x00, the terminal shall process the LTKM as defined in section 6.4.6.1 of [3GPP TS 33.246 v7]. In all other cases the terminal shall process the LTKM as defined in section 6.4.6.1 of [3GPP TS 33.246 v7] omitting the MBMS replay protection check, i.e. the terminal SHALL NOT check the Time Stamp (TS) payload in the LTKM against the stored replay counter associated with the given SMK. If the terminal processing of LTKM is successful the LTKM shall be transported to the secure function for further processing using the AUTHENTICATE command.  If the LTKM does not include an EXT BCAST payload, the secure function performs the MBMS security procedure (MSK Update Mode) according to Section 6.5.3 of [3GPP TS 33.246 v7].  Otherwise, the following procedure applies:
First, the secure function performs the message validation using the SMK (MUK) as described in [3GPP TS 31.102 v6].  If the message validation is successful, then the replay counter associated with the SEK/PEK (for subsequent detection of attempted STKM replay) SHALL be initialized with the value “TS Low” in the Key Validity Data.  In addition, the secure function processes the LTKM based on the value of the security_policy_extension as follows:

· If the consumption_reporting flag equals to 1, the only action to perform is to send a Verification message as described in Section ‎6.6.3. The Overflow flag SHALL be set to LTK_FLAG_FALSE. This mode allows the server to retrieve in the secure function, remaining tokens associated to a given purse, cost_value of a given SEK/PEK and/or remaining play-back number without change and update of SEK/PEK.

Otherwise:
The secure function processes the LTKM data and as a result of a successful LTKM processing, the SEK/PEK get stored in the smart card. The smart card stores the SEK/PEK ID and related information in a linear fixed type of file, EFTBCK ,with the content defined in the present document. The file ID and the record number is returned to the terminal in the response to the AUTHENTICATE command, see Annex E. The file is located under DF OMA BCAST in the (U)SIM ADF.
If more than one linear fixed file is used, due that more than 254 entries is needed, a reference file shall be contained in the OMA BCAST directory in order to indicate the file IDs of the SEK/PEK key ID information and the file ID of the associated text information. The structure of this reference file is similar to EFPBR as defined in TS 31.102 
EFTBCK, SEK/PEK BCAST Key IDs related to live broadcast and security information
	Identifier: '4FXX'
	Structure: Linear Fixed
	Optional

	
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


INVALIDATE
ADM


REHABILITATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to X
	SEK/PEK Key Information Data Object(s)
	M
	X bytes


-  SEK/PEK Key Information Data Object
The content and coding are defined below:

Coding of the SEK/PEK Key Information Data Object
	Length
	Description
	Coding
	Status

	1 to A bytes (A ≤ 2)
	SEK/PEK Key Information Data Object  tag
	As defined in [TS 31.101 v6] for BER-TLV structured files
	M

	1 to B bytes (B ≤ 4)
	SEK/PEK Key Information Data Object length
	As defined in [TS 31.101 v6] for BER-TLV structured files
	M

	1 byte
	SEK/PEK Key ID & TS Data Object tag  '80'
	
	M

	1 Byte
	SEK/PEK Key ID & TS Data Object Length
	
	M

	4 bytes
	1st SEK/PEK Key ID
	
	M

	4 bytes
	1st SEK/PEK Key ID TS
	
	M

	4 byte
	2nd SEK/PEK Key ID
	
	M

	4 byte
	2nd SEK/PEK Key ID TS
	
	M

	1 byte
	Security Policy Data Object Tag 'A0'
	
	O

	1 byte
	Security Policy Data Object length
	
	O

	C bytes
	Security Policy Data
	See below
	O


Coding of the Security Policy Data Object Tag 'A0'
	Length
	Description
	Coding
	Status

	1 Byte
	Security Policy Data Object Tag 'A0'
	
	M

	1 Byte
	Security Policy Data Object length
	
	M

	1 Byte
	Security Policy Extension Data Object Tag'81'
	
	M

	1 Byte
	Security Policy Extension Data Object Length
	
	M

	
	Security Policy Extension Data
	See table 12
	M

	1 Byte
	Parental Control Data Object Tag'82'
	
	O

	1 Byte
	Parental Control Data Object Length
	
	O

	
	Parental Control Data Object
	
	O

	1 Byte
	Number of replays left Data object tag'83'
	
	O

	1 Byte
	Number of replays left Data object length
	
	O

	1 Byte
	Number of replays left Data
	
	O

	1 Byte
	Purse Data Object tag '84'
	
	O

	1 Byte
	Purse data object length
	
	O

	5 Bytes
	Purse data
	
	O


Parental control Data Object Tag '82'

	Byte(s)
	Description
	Status
	Value
	Length

	1
	Tag
	M
	'82'
	1

	2
	Length
	M
	'03'
	1

	3
	Key reference of the second application PIN defined for the parental control
	M
	'81-88'
	1

	4
	Rating_type for the current program
	M
	See Table 31
	1

	5
	Level_granted value for the current rating_type
	M
	See Table 31
	1


This data object is only present if parental control is associated with the SEK/PEK. Multiple parental control data objects may be associated with the same SEK/PEK ID. In this case there are multiple occurances of this data object.
Number of Replays left Data Object Tag '83'

	Byte(s)
	Description
	Status
	Value
	Length

	1
	Tag
	M
	'82'
	1

	2
	Length
	M
	'01'
	1

	3
	Number of replays left
	M
	
	1


The UICC shall decrement the Number of replays left after each replay key generation. When the replay counter has reached the value 0 the terminal shall delete the key entry and possibly the associated content. This data object is only present if the SEK/PEK is associated with a limited number of play backs.

Purse Data Object Tag '84'

	Byte(s)
	Description
	Status
	Value
	Length

	1
	Tag
	M
	'82'
	1

	2
	Length
	M
	'01'
	1

	3
	Purse Mode
	M
	'XX'
	1

	4-7
	Purse Value
	M
	'0x00000000-0x7FFFFFFF'
	4


Purse Mode Coding


'01' = User Purse


'02' = Service Purse

This data object is only present if a purse is associated with a SEK/PEK.

· If the security_policy_extension is set to 0x00 or 0x01, the secure function stores the received SEK/PEK (if KEMAC Key Data sub-payload is present), the validity data, the security_policy_extension and the cost_value.  If the purse_flag is set to 1, the secure function then updates the purse associated with the SEK/PEK Key Group with the “token_value” according to the received purse_mode value.   If an overflow occurs on the purse during this update (i.e. purse value > 0x7FFFFFFF), then the purse SHALL remain unchanged and a verification message with the Overflow flag and the consumption_reporting_flag set to LTK_FLAG_TRUE SHALL be sent. The secure function generates a tag, SEK/PEK ID and stores the SEK/PEK ID using the created tag together with the purse mode and value information in EFTBCK. If a SEK/PEK ID already exist, the LTKM messages updates an existing SEK/PEK, the secure element shall update the content associated with the SEK/PEK ID in EFTBCK and not create a new tag. The updated tag value is retruned in the response to the AUTHENTICATE command (see Annex E).
· If the security_policy_extension is set to 0x02 or 0x03, the secure function stores the received SEK/PEK (if KEMAC Key Data sub-payload is present), the validity data, the security_policy_extension and the cost_value.  If purse_flag is set to 1, the secure function then updates the purse associated with the SMK with the token_value according to the received purse_mode value.  If an overflow occurs on the purse during this update (i.e. purse value > 0x7FFFFFFF), then the purse SHALL remain unchanged and a verification message with the Overflow flag and the consumption_reporting_flag set to LTK_FLAG_TRUE SHALL be sent. The secure function generates a tag, SEK/PEK ID and stores the SEK/PEK ID using the created tag together with the purse mode and value information in EFTBCK.
Let, in the following, CxN be the value computed as “cost_value" times "number_play_back".

· If the security_policy_extension is set to 0x06, check the purse-flag first. If the purse_flag is set to 1, then the secure function SHALL update the purse associated with the SEK/PEK Key Group with the token_value according to the received purse_mode value.  If an overflow occurs on the purse during this update (i.e. purse value > 0x7FFFFFFF) the purse SHALL remain unchanged and a verification message with the Overflow flag and the consumption_reporting_flag set to LTK_FLAG_TRUE SHALL be sent.

Otherwise, if the purse_flag is set to 0 and adequate token balance exists, then the secure function SHALL decrease the purse associated with the SEK/PEK Key Group ID by the CxN value.  That balance SHALL include, if applicable, update of the purse associated with the SEK/PEK Key Group (indicated by received purse_flag = 1 and the purse_mode value).  In addition, the secure function SHALL store the received SEK/PEK (if KEMAC Key Data sub-payload is present), the key validity data and the security_policy_extension, and SHALL set the SEK/PEK play-back counter to number_play_back value. The purse value associated with the SEK/PEK ID stored in EFTBCK is updated by the secure function.
Otherwise, should this operation fail due to insufficient token balance in the purse associated with the SEK/PEK Key Groups, the secure function SHALL return the response to the terminal for the current AUTHENTICATE  command corresponding to OMA BCAST operation for security_policy_extension operation (see ‎Appendix E) with a status code corresponding to ‘lack of credit in the service purse’ or return the status word ‘91xx’ to indicate that a proactive command is pending (e.g. DISPLAY TEXT, SEND SMS) in order to inform the user of the lack of credit in the purse.

In this mode, the purse associated with SEK/PEK Key Group is decreased by the cost of the multiple play-back at the reception of the current LTKM. This is a pre-paid mode. The purse is a service-level purse, with its tokens valid for consumption of a specific service under the subscription.

If the security_policy_extension is set to 0x07, check the purse-flag first. If the purse_flag is set to 1, then the secure function SHALL update the purse associated with the SEK/PEK Key Group with the token_value according to the received purse_mode value.  If an overflow occurs on the purse during this update (i.e. purse value > 0x7FFFFFFF) the purse SHALL remain unchanged and a verification message with the Overflow flag and the consumption_reporting_flag set to LTK_FLAG_TRUE SHALL be sent. The purse value associated with the SEK/PEK ID stored in EFTBCK is updated by the secure function.
· Otherwise, if the purse_flag is set to 0 and adequate token balance exists, the secure function SHALL decrease the purse associated with the SMK by the CxN value.  That balance SHALL include, if applicable, update of the purse associated with the SMK (indicated by received purse_flag = 1 and the purse_mode value).  In addition, the secure function SHALL store the received SEK/PEK (if KEMAC Key Data sub-payload is present), the key validity data and the security_policy_extension and SHALL set the SEK/PEK play-back counter to number_play_back value. The secure function generates a tag, SEK/PEK ID and stores the SEK/PEK ID using the created tag together with the purse mode and value information in EFTBCK.
Otherwise, should this operation fail due to insufficient balance in the associated SMK token purse, the secure function SHALL return the response to the terminal for the current AUTHENTICATE  command corresponding to OMA BCAST operation for security_policy_extension operation (see ‎Appendix E) with a status code corresponding to ‘lack of credit in the service purse’ or return the status word ‘91xx’ to indicate that a proactive command is pending (e.g. DISPLAY TEXT, SEND SMS) in order to inform the user of the lack of credit in the purse.

In this mode, the purse associated with SMK is decreased by the cost of the multiple play-back at the reception of the current LTKM. This is a pre-paid mode. The purse is a user-level purse, with its tokens valid for consumption of any service accessible by the user. The purse value associated with the SEK/PEK ID stored in EFTBCK is updated by the secure function.
· If the security_policy_extension is set to 0x08, the secure function stores the received SEK/PEK (if KEMAC Key Data sub-payload is present), the key validity data, the security_policy_extension, the cost_value, and sets the play-back counter to number_play_back value.  If the purse_flag is set to 1, then the secure function updates the internal purse associated with the SEK/PEK Key Group with the token_value according to the received purse_mode value.  If an overflow occurs on the purse during this update (i.e. purse value > 0x7FFFFFFF) the purse SHALL remain unchanged and a verification message with the Overflow flag and the consumption_reporting_flag set to LTK_FLAG_TRUE SHALL be sent. The secure function generates a tag, SEK/PEK ID and stores the SEK/PEK ID using the created tag together with the play back counter left value, purse mode and value information in EFTBCK.
In this mode, the purse associated with SEK/PEK is decreased only at the consumption of the content (at each play-back). The purse is a specific purse associated to a service.

· If the security_policy_extension is set to 0x09, the secure function stores the received SEK/PEK (if KEMAC Key Data sub-payload is present), the key validity data, the security_policy_extension, the number_play_back and the cost_value.  If the purse_flag is set to 1, then the secure function updates the internal user purse associated with the SMK with the token_value according to the received purse_mode value.  If an overflow occurs on the purse during this update (i.e. purse value > 0x7FFFFFFF) the purse SHALL remain unchanged and a verification message with the Overflow flag and the consumption_reporting_flag set to LTK_FLAG_TRUE SHALL be sent. The purse value associated with the SEK/PEK ID stored in EFTBCK is updated by the secure function.
In this mode, the purse associated with SMK is decreased only at the consumption of the content (at each play-back). The purse is a user purse, not associated to a specific service.

· If the security_policy_extension value indicates that the replay protection is enabled (i.e. security_policy_extension equals to 0x00  or 0x02 or 0x04), the secure function shall set the anti-replay counter (used to detect STKM replay attacks) to a value equal to “TS low”  found in the Key Validity Data subfield of the KEMAC payload in the OMA BCAST MIKEY LTKM.

· If the security_policy extension is set to 0x0A, and the Key Validity Data subfield in the KEMAC payload of the OMA BCAST MIKEY LTKM message indicates the Key Validity interval for a given SEK/PEK ID is “TS high”= “TS low”=0,  the (U)SIM/(R-)UIM/CSIM SHALL delete all the previously stored SEK/PEK with the same SEK/PEK ID and their related key material (i.e: key validity data, security policy extensions, number_play_back and cost_value).
· If access_control_flag is set to LTK_FLAG_TRUE, the LTKM contains at least one access_control_descriptor. For the present specification, only one access_control_descriptor is defined for LTKM: the Parental_control_descriptor. 

· If the parental_control_descriptor is present in the LTKM, 

If update_mode is set to LTK_FLAG_TRUE, the rating_type and associated level_granted transmitted in the LTKM are added to any rating_type and associated level_granted values that exist in the secure function. For a given rating_type received in the LTKM, if a level_granted value is already stored for this same rating_type, the incoming level_granted value SHALL replace the old one. The secure function updates the rating type and level associated with the SEK/PEK ID information that is stored in EFTBCK. 
If the update_mode is set to LTK_FLAG_FALSE, all rating_type values stored in the secure function that match a rating_type value transmitted in the LTKM SHALL be erased. Deleting a rating_type from the secure function SHALL also erase the associated level_granted value. The secure function updates the rating type and level associated with the SEK/PEK ID information that is stored in EFTBCK.
This list of rating_type/level_granted pairs is associated to the SMK used to protect the LTKM. 


If the parental_control_PIN is present in the message (parental_control_PIN_flag set to LTK_FLAG_TRUE, the secure function re-initializes the UNBLOCK PIN of the PIN used for parental control with the deciphered value of parental_control_PIN received in LTKM.

The response of the AUTHENTICATE command in the case of parental_control_descriptor is present in the LTKM with an update of the list of rating_type/level_granted pairs is the  response of AUTHENTICATE  command corresponding to an MSK Update Mode for OMA BCAST operation for security_policy_extension operation (see ‎Appendix E) indicating the SEK/PEK ID for which the rating_type and level_granted values stored in the Smartcard have been updatwed. 

Finally, if the V-bit in the HDR field of the received LTKM is set then the secure function SHALL produce a LTKM Verification Message as described in Section ‎6.6.3.
After the LTKM processing by the secure function, if the terminal didn’t receive an error due to integrity or validation or bootstrapping failure, and if the terminal_binding_flag of the LTKM is set to 1, the terminal stores the TerminalBindingKeyID and the PermissionsIssuerURI.

NOTE: The first STKM sent by the network (BSD/A) for the associated SEK/PEK SHALL contain a timestamp value equal to or greater than “TS Low” + 1

NOTE:  The Key Validity Data subfield in the KEMAC payload in the LTKM defines the Key Validity interval for SEK/PEK in terms of STKM TIMESTAMP interval:

From (32-bits): 
Lower limit of Timestamp (“TS low”) 

To (32bits):
Upper limit of Timestamp (“TS high”) 

NOTE:  There is one internal anti-replay counter per SEK/PEK to support replay protection for STKM delivery

NOTE:  To avoid security failures during the key validity data and anti replay verifications, the Timestamp field (TS) in STKM associated with a SEK/PEK key group SHALL only be reset when the SEK/PEK is updated.

NOTE:
If the secure function is located on the Smartcard, for SEKs/PEKs without a defined security policy extension only the SEK/PEK ID is stored in EFTBCK., the policy of deleting SEK/PEK entries to free up space in the file SHALL be controlled by the Terminal, e.g. the Terminal SHOULD delete any SEKs/PEKs that are no longer needed. How the terminal decides which SEKs/PEKs are no longer needed is implementation specific. 
The following table gives the association between Smartcard Profile parameters used in the processing of LTKM or STKM and SEK/PEK, SEK/PEK key group, or SMK, i.e. it indicates which parameters can be linked to which key identifiers.

Table 17: Association between Smartcard Profile Parameters and Key Identifiers
	
	SEK/PEK
	SEK/PEK key group
	SMK

	SEK/PEK ID
	X
	
	

	Key validity data (STKM TS low & TS high)
	X
	
	

	Security_policy_extension
	X
	
	

	Cost_value
	X
	
	

	SEK/PEK Key data
	X
	
	

	Play_back_counter
	X
	
	

	Anti-replay-counter
	X
	
	

	Token purse
	
	X
	X


For example, Cost_value and Play-back_counter can only be linked to a specific SEK/PEK, whereas Token purse can be either linked to a SEK/PEK key group or an SMK. Note that a Token purse linked to an SMK can therefore be used for all SEK/PEKs linked to that SMK.
6.6.5    Service purses and global purse

The pay-per-view and pay-per-time modes use purses in the Smartcard. 

Several purses are defined:

1. Purse associated to a service and then linked to a SEK/PEK key group

2. Global purse linked to the SMK that has been established during the registration step

According to security-policy-extension value, the purse associated to the service or the purse associated to the SMK will be used either during the LTKM processing and/or STKM processing (see Section ‎6.6.4 and Section ‎6.7.2).

If security policy extensions stored for a same SEK/PEK  ID imply that service purse or global purse could be used (e.g. security-policy-extension 0x00 and 0x02 available for a SEK/PEK), the service purse SHALL be used before the SMK purse.

If for some reason, the SMK (established during the last GBA run) is renewed, the remaining purse value associated to the old SMK SHALL be copied and associated to the new SMK.

Update of the purses is made at the reception of a LTKM with a security-policy-extension and when the purse_flag is set.

In this case the number of token indicated in the token_value will be 

· added to the purse indicated by the security-policy-extension and the SEK/PEK ID, if the purse_mode is 0x01 

· or used to set the purse if the purse_mode is 0x00

This update SHALL not be executed if:

· security_policy_ext_flag is set 

· AND purse_flag is set

· AND purse_mode is set

· AND V-bit flag in the MIKEY common header is set

· AND token_value is set to 0x7FFFFFFF

· AND cost_value is set to 0xFFFF

· AND no KEMAC Key Data sub-payload

Such case is used for the reporting of token consumption (see Section ‎6.6.3).
6.6.6    Association of text information with SEK/PEK key information

This file shall be present if DF OMA BCAST is present. In order to manage SEK/PEK keys the terminal stores a text attribute in EFTBCT. The terminal uses the same record that was indicated by the smart card in the response to the AUTHENTICATE command to store the SEK/PEK ID in EFTBCK. In this way a SEK/PEK ID is associated with a SEK/PEK key. The text information is used by the terminal to show broad cast services that are subscribed to and what content has been stored using this particular smart card. For SEK/PEK key deletion the terminal MAY ask user confirmation using the text information or allow the user to select which SEK/PEK key to be deleted by selecting it using the text information.
EFTBCT, Live Broadcast SEK/PEK BCAST Key text information
	Identifier: '4FXX'
	Structure: Linear Fixed
	Optional

	Record length: X bytes
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
PIN


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to X
	Text data object
	M
	X bytes


The text is associated with a specific key entry in EFBCK by using the same record number for storing the text information in EFTBCT that is used for storing the key ID in EFTBCK.

6.6.7   SEK/PEK key deletion

This file shall be present if DF OMA BCAST is present.The terminal shall delete SEK/PEK(s) that are no longer valid or not used. The SEK/PEK key deletion is performed using the MSK deletion mode as specified in [TS 31.102 v6]. The terminal issues the AUTHENTICATE command in the OMA BCAST DF indicating the key deletion mode. The terminal provides as an input in the AUTHENTICATE command the SEK/PEK ID of the SEK/PEK key to be deleted. The smart card deletes the SEK/PEK key and the SEK/PEK ID entry in EFTBCK and the associated security extension information.
6.6.8   Storing SEK/PEK information related to recorded or downloaded content

This file shall be present if DF OMA BCAST is present. In order to separate SEK/PEK(s) used to decrypt STKM(s) for receiving live broadcast from SEK/PEK(s) used to decrypt STKM(s) needed for play back of recorded information or downloaded information SEK/PEK(s) related to recorded information or downloaded content is stored in a separate file. This file is identical to EFTBCK.  

EFSCBCK, SEK/PEK BCAST Key IDs related to stored content and security information
	Identifier: '4FXX'
	Structure: Linear Fixed
	Optional

	Record length: X bytes
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
ADM


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to X
	SEK/PEK Key Information Data Object(s)
	M
	X bytes


-  SEK/PEK Key Information Data Object
The content and coding is as for EFTBCK.
It is possible to attach textual information to the SEK/PEK key IDs stored in EFSCBCK as it is for SEK/PEK IDs stored in EFTBCK. Textual information for SEK/PEKs related to recorded or down loaded content is stored in EFSCBCK. The record number used for storing the SEK/PEK ID in EFSCBCK is used by the terminal when storing the text information in EFSCBCK.
EFSCBCT, Stored Content SEK/PEK BCAST Key text information
	Identifier: '4FXX'
	Structure: Linear Fixed
	Optional

	Record length: X bytes
	Update activity: low

	Access Conditions:


READ
PIN


UPDATE
PIN


DEACTIVATE
ADM


ACTIVATE
ADM



	Bytes
	Description
	M/O
	Length

	1 to X
	Text data object
	M
	X bytes


The text is associated with a specific key entry in EFSCBCK by using the same record number for storing the text information in EFSCBCT that is used for storing the key ID in EFSCBCK.

When a recording is started the terminal sends the STKM message that is needed to decrypt the start of the recording to the smart card. In the AUTHENTICATE command it is indicated in the MBMS security context mode parameter. The smart card identifies the SEK/PEK needed to decrypt the STKM message and copies the content of the valid SEK/PEK key information data object from EFTBCKto EFSCBCK, the EFSCBCK file ID and record number is returned in the response to the AUTHENTICATE command. In a similar manner the smart card copies the associated text information in EFTBCT to EFSCBCT using the same record number as used for storing the SEK/PEK key ID in EFSCBCK. At the end of the recording the terminal sends the STKM containing the last part of the recoding to the smart card using the AUTHENTICATE command indicating end of recording, in the MBMS security context mode parameter. The smart card identifies the SEK/PEK associated and if the SEK/PEK has changed during the recording the smart card makes another copy of the valid SEK/PEK. If the SEK/PEK changes multiple times during the recoding the smart card creates a new entry in EFSCBCK and creates a copy of each of the valid SEK/PEK key IDs required to decrypt the STKM range and stores the associated SEK/PEK ID. 
The terminal uses the READ RECORD command as defined in [TS 31.101 v6] to read the information in EFTBCK, EFTBCT, EFSCBCK and EFSCBCT. The terminal uses the UPDATE RECORD command as defined in [TS 31.101 v6] to create/update information in EFTBCT and EFSCBCT.
Change 2:  Annex E
Appendix E. BCAST Command and Response Parameter/Data for the BCAST Security Context (Normative)

The BCAST security context is based on the MBMS context specified in [3GPP TS 31.102 v6] with additional parameters and data. These parameters and data are used in the BCAST context for indication command processing status corresponding to MBMS MTK Generation Mode or MSK Update Mode for

· security_policy_extension

· parental control

· location based restriction
· recording

The modifications in this appendix are mandatory when executing the AUTHENTICATE command only in or under DF OMA BCAST

E.1 AUTHENTICATE command parameters

The modifications to the MBMS related AUTHENTICATE command and parameters are listed in this section
E.1.1 MBMS security context (All Modes)

To support OMA BCAST recording the MBMS AUTHENTICATION mode table as specified in [3GPP TS 31.102 v6] has two additional values added coded as '05' and '06' for indication of start and stop of recording

Coding of MBMS Security Context Mode

	Coding
	Meaning

	'01'
	MSK Update Mode

	‘02'
	MTK Generation Mode

	'03'
	MSK Deletion Mode

	'04'
	MUK Deletion Mode

	'05'
	MTK Generation Mode, Start Recording

	'06'
	MTK Generation Mode, Stop Recording


E.2 AUTHENTICATE response parameters

E.2.1 MTK Generation Mode

E.2.1.1 OMA BCAST operation response:  security_policy_extension operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘73’)
	As defined in [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2
	MBMS operation response Data Object length 
	As defined in [3GPP TS 31.101 v6] for BER-TLV data object
	1

	3
	OMA BCAST operation response  tag = '80' 
	
	1

	4
	OMA BCAST operation response Data Object Length (A)
	
	1

	5 to 5+A
	OMA BCAST operation response Data Object
	
	A

	A+6
	Security_policy_extension operation response Data Object  tag (‘81’)
	
	1

	A+7
	Security_policy_extension operation response Data Object Length (B)
	
	1

	(A+8) to (A+B+7) 
	Security_policy_extension operation response Data Object 
	See table 12
	B

	A+B+8
	TEK Data Object tag ('86') (Note)
	
	1

	(A+B+9) to (A+B+8+C), (C ≤ 4)
	TEK Data Object Length (D)
	
	C

	(A+B+C+9) to (A+B+C+D+8)
	TEK Data Object
	
	D

	Note: The TEK data object is only present if the generation was successful
	


Valid OMA BCAST Operation Status Codes (Table E.1): 

0x01, 0x02, 0x03

OMA BCAST operation response Data Object Tag '80'

	Byte(s)
	Description
	Status
	Value
	Length

	1
	Tag
	M
	'80'
	1

	2
	Length
	M
	'01'
	1

	3
	OMA BCAST operation response Status Code
	M
	See table E.1
	1


Table E.1 Status code coding

	Value
	Description

	0x00
	successful

	0x01
	Lack of credit in the user purse

	0x02
	Lack of credit in the service purse

	0x03
	Playback counter invalid or equal to zero

	0x04
	User not authorized

	0x05
	PINCODE Required

	0x06
	PINCODE not initialized

	0x07
	Blackout

	0x08
	Specific permissions needed

	0x80
	Recording successfully started

	0x90
	Recording successfully ended

	0xFF
	Unsuccesfull


E.2.1.2.OMA BCAST operation response:  Parental control operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘73’)
	As defined in [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 
	MBMS operation response Data Object length 
	As defined in [3GPP TS 31.101 v6] for BER-TLV data object
	1

	3
	OMA BCAST operation response  tag (‘80’)
	
	1

	4
	OMA BCAST operation response Data Object Length (A)
	
	1

	5 to 5+A
	OMA BCAST operation response Data Object
	
	A

	A+6
	Parental control operation Data Object  tag (‘82’)
	
	1

	A+7
	Parental control operation Data Object length (B)
	
	1

	A+8 to A+7+B
	Parental control operation  Data Object
	
	B


Valid OMA BCAST Operation Status Codes (Table E.1): 

0x04, 0x05, 0x06
Parental control operation Data Object Tag '82'

	Byte(s)
	Description
	Status
	Value
	Length

	1
	Tag
	M
	'82'
	1

	2
	Length
	M
	'03'
	1

	3
	Key reference of the second level PIN defined for the parental control
	M
	'81-88'
	1

	4
	Rating_type for the current program
	M
	See Table 31
	1

	5
	Level_granted for the current rating_type
	M
	See Table 31
	1


Key reference of the second application PIN coding:

The key reference are defined in [3GPP TS 31.101 v6]. The PIN used for the parental control SHALL be a second application PIN.

The values of the key references are ‘81’ to ‘88’

Rating_Type for the current program coding:
This field indicates the rating_type of the current program. See Table 31 in Section ‎7.1 for the coding of this field.

Level_granted value for the current rating_type coding:
This field indicates the level_granted value for the rating_type of the current program. See Table 31 in Section ‎7.1 (rating_value column) for the coding of this field.
E.2.1.3 OMA BCAST operation response: Location based restriction operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘73’)
	As defined in TS [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2
	MBMS operation response Data Object length 
	As defined in TS [3GPP TS 31.101 v6] for BER-TLV data object
	1

	3
	OMA BCAST operation response  tag (‘80’)
	
	1

	4
	OMA BCAST operation response Data Object Length (A)
	
	1

	5 to 5+A
	OMA BCAST operation response Data Object
	
	A

	
	
	
	

	A+6
	Location based restriction operation response Data Object  tag (‘83’)
	
	1

	A+7
	Location based restriction operation response Data Object Length (B)
	
	1

	A+8 to A+8+B
	Location based restriction operation response Data Object 
	
	B


Valid OMA BCAST Operation Status Codes (Table E.1): 

0x07, 0x08

E.2.1.4 OMA BCAST operation response: Start Recording

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘73’)
	As defined in [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length
	As defined in [3GPP TS 31.101 v6] for BER-TLV data object
	A

	A+2
	"OMA_BCAST operation" tag = '80' 
	
	1

	A+3
	OMA BCAST operation response Data Object Length (B)
	
	1

	A+4 to A+4+B
	OMA BCAST operation response Data Object
	
	B

	A+B+5
	Key Storage Information Data Object Tag ('86')
	
	1

	A+B+6
	Key Storage Information Data Object Length (C)
	
	1

	A+B+7 to A+B+6+C
	Key Storage Information Data Object
	
	C

	Note 1: The Key Storage Information Data Object is not present if the status code is 0xFF


Valid OMA BCAST Operation Status Codes (Table E.1): 

0x0A, 0x0FF
Key Storage Information Data Object Tag '86'

	Byte(s)
	Description
	Status
	Value
	Length

	1
	Tag
	M
	'86'
	1

	2 to 3
	Key Information Storage File ID
	M
	'XX' See Note 1
	2

	4 to 5
	Textual Attribute File ID
	M
	'XX' See Note 1
	2

	6 to 7
	Key Information Storage Record Number
	M
	
	1

	Note 1: The file ID is assigned according to the rules defined in [3GPP TS 31.101 v6]


E.2.1.4 OMA BCAST operation response: Stop Recording

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘73’)
	As defined in [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length
	As defined in [3GPP TS 31.101 v6] for BER-TLV data object
	A

	A+2
	"OMA_BCAST operation" tag = '80' 
	
	1

	A+3
	OMA BCAST operation response Data Object Length (B)
	
	1

	A+4 to A+4+B
	OMA BCAST operation response Data Object
	
	B


Valid OMA BCAST Operation Status Codes (Table E.1): 

0x0B, 0x0FF
E.3. MSK Update Mode

E.3.1. OMA BCAST operation response:  security_policy_extension operation

	Byte(s)
	Description
	Coding
	Length

	1
	MBMS operation response Data Object tag (‘73’)
	As defined in [3GPP TS 31.101 v6] for BER-TLV data object
	1

	2 to 1+A bytes (A ≤ 4)
	MBMS operation response Data Object length
	As defined in [3GPP TS 31.101 v6] for BER-TLV data object
	A

	A+2
	"OMA_BCAST operation" tag = '80' 
	
	1

	A+3
	OMA BCAST operation response Data Object Length (B)
	
	1

	A+4 to A+4+B
	OMA BCAST operation response Data Object
	
	B

	A+B+5
	Key Storage Information Data Object Tag ('86')
	
	1

	A+B+6
	Key Storage Information Data Object Length (C)
	
	1

	A+B+7 to A+B+6+C
	Key Storage Information Data Object
	
	C

	 A+B+C+7
	Security_policy_extension operation response Data Object  tag (‘81’)
	
	1

	A+B+C+8
	Security_policy_extension operation response Data Object length (D)
	
	1

	A+B+C+9 to A+B+C+8+D
	Security_policy_extension operation response Data Object
	See Table 12
	D

	A+B+C+D+9 
	Ratings Data Object Tag ('84') (see note 2)
	
	1

	A+B+C+D+10
	Ratings Data Object Length (E)
	
	1

	A+B+C+D+11 to A+B+C+D+10+E
	Ratings Data Object
	
	E

	A+B+C+D+E+11 
	MIKEY message Data Object Tag ('85') (see note 1)
	
	1

	A+B+C+D+E+12 to A+B+C+D+E+11+F (F ≤ 4)
	MIKEY message Data Object Length (G)
	
	F

	A+B+C+D+E+F+12 to A+B+C+D+E+F+11+G
	MIKEY message Data
	
	G

	NOTE 1: Data object present if a MIKEY verification message is returned.

NOTE 2: Response data may contain multiple Ratings Data Objects


Key Storage Information Data Object Tag '86'

	Byte(s)
	Description
	Status
	Value
	Length

	1
	Tag
	M
	'86'
	1

	2 to 3
	Key Information Storage File ID
	M
	'XX' See Note 1
	2

	4 to 5
	Textual Attribute File ID
	M
	'XX' See Note 1
	2

	6 to 7
	Key Information Storage Record Number
	M
	
	1

	Note 1: The file ID is assigned according to the rules defined in [3GPP TS 31.101 v6]


Ratings Data Object Tag '84'

	Byte(s)
	Description
	Status
	Value
	Length

	1
	Tag
	M
	'84'
	1

	2
	Length
	M
	'02'
	1

	4
	Rating type
	M
	See table 31
	1

	5
	Level_granted
	M
	See table 31
	1


Valid OMA BCAST Operation Status Codes (Table E.1): 

0x00, 0x01, 0x02
Number_of_rating_types

The number of data objects with tag'84' indicates the number of rating_types received in the current LTKM

Rating_type: 

This field indicates the rating_types stored in the Smartcard after the update caused by the received LTKM. See Table 31 in Section ‎7.1 for the coding of this field.

Level_granted:

This field indicates the level_granted value stored in the Smartcard after the update caused by the received LTKM and associated to the rating_type above. See Table 31 in Section ‎7.1 (rating_value column) for the coding of this field.
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