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1 Reason for Change

Contribution ‘OMA-BCAST-2007-0798-INP_Service_Provisioning_URIs_and_BSM_FQDNs’ clarified the relationship between BSM (NAF) FQDN and other BCAST data/procedures like PermissionsIssuerURI, HTTP Digest, MIKEY LTKM, BSM solicited pull procedures, etc.

In particular, this contribution pointed out that the URI to which LTKM request or Registration request must be sent following the initiation of BSM solicited pull procedure (triggering respectively an LTKM request or Registration request) was unspecified. Several methods are possible today (meaning terminals behave differently today):
· Method 1: http://xx.xx.xx.xx/ : send the HTTP request to the IP address of LTKM over UDP sender. Problem: this does not work (i.e. no IP address is provided) if the procedure is initiated over SMS bearer.

· Method 2: http://IDi/ : send the HTTP request to the IP address resolved from BSM FQDN indicated in MIKEY IDi payload (NAF_Id without Ua security protocol identifier). Problem: this is a request to BSM host without path/query components.
· Method 3: http://PermissionsIssuerURI/ : retrieve from the Access fragments of Service Guide a PermissionsIssuerURI with host component matching BSM FQDN indicated in MIKEY IDi payload (NAF_Id without Ua security protocol identifier). Problem: consuming process, and what if several PermissionsIssuerURIs match BSM FQDN, and what if none matches ?
· Method 4: http://IDi/keymanagement?requesttype=msk-request and http://IDi/keymanagement?requesttype=register: construct a URI compatible with RequestURI defined in normative Appendix G of [TS 33.246v7], for respectively MSK request and Registration request.

The CR proposes Method 4 for BCAST 1.0. It has no drawback, and it besides makes BCAST compatible with MBMS (LKTM requests and Registration requests being true MBMS messages already, with regard to MIME type, XML payload, etc.).
[TS 33.246v7] allows the terminal to add URI parameters to the Request-URI. No other parameter than ‘requesttype’ is foreseen today, and BCAST extensions are better added to LTKM request and Registration request payloads than in the URI. Nevertheless, the CR keeps this Request-URI extensibility hook defined by 3GPP.

The CR also corrects a change of 2007-0588R02 not correctly reported in TS SvcCntProtection: “to request the current MSK”.
R01:

As suggested by NSN on the reflector, presence of ‘/keymanagement’ path component in the URI is now enforced. This is because a plain reference to TS 33.246 would not guarantee its presence as it is there more indicated than mandated. So “and defined as follows“ has been changed to “that SHALL be structured as follows”.
R02:

As commented by Qualcomm during Oct 31st CC, described content of MIKEY IDi payload content (NAF_Id without Ua security protocol identifier) has been made specific to (U)SIM Smartcard Profile, since NAF_Id is a GBA notion not applicable to (R-)UIM/CSIM Smartcard Profile.
2 Impact on Backward Compatibility

Implementations are likely to implement Methods 1, 2 or 3. Proposed Method 4 would harmonize terminals’ behaviour while avoiding the drawbacks of these methods.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To BCAST to review and agree proposed change.
6 Detailed Change Proposal

Change 1:  Specify URIs for the two BSM solicited pull procedures
6.6
Layer 2: Service Provisioning and LTKM Delivery
To access a protected service a terminal must obtain the necessary LTKM(s). To receive the LTKM(s) the terminal must subscribe to or purchase a BCAST purchase item. Subscription MAY be achieved using one of the following Service Provisioning messages, as defined in [BCAST10-Services]:

· “Service Request”

· “Token Purchase Request”

Alternatively, subscription MAY be achieved via other channels, e.g. the user may subscribe to the service via a web portal/shop (see Section 6.10.3 for more details). 
The BSM SHALL authenticate the sender of the Service Provisioning and/or Registration message(s) sent by the terminal, by following the HTTP DIGEST authentication procedure defined in section 6.3.2.1A of [3GPP TS 33.246 v7], e.g. the BSM shall ensure that a valid SRK is used for in the HTTP DIGEST authentication. If authenticated is successful the request SHALL be acknowledged using an HTTP 200 OK message. Note that the requirement for a valid SRK also ensures that a valid SMK has been established. 

Following a successful service registration, the LTKMs corresponding to the services to which the terminal is subscribed SHALL be delivered by the BSM to the terminal as a result of a push or pull procedure as defined in sections 6.3.2.2 and 6.3.2.3 of [3GPP TS 33.246 v7]. This provides support for the scenarios described below:

· The BSM MAY push an LTKM to the terminal in order to provide a new SEK/PEK to a terminal or to update the Key Validity data (KV) associated with a SEK or PEK that has previously been delivered. Pushing LTKMs to registered terminals allows the BSM to spread the delivery of SEKs/PEKs required by a large number of users to manage network congestion, e.g. the BSM determines when the LTKM is pushed to the terminal.  Pushing an LTKM to a terminal to update the KV data provides a means to extend or reduce the lifetime of a SEK or PEK.
The “Registration” message, as defined in [BCAST10-Services], SHALL be sent by the terminal after the application is started and the terminal re-establishes connectivity to the interactive network associated with its service provider. In addition, the “Registration” message SHALL be sent by the terminal in response to the Smartcard Profile Trigger message [BCAST10-Services]. This message indicates to the BSM that the terminal is available to receive any LTKMs that it may have missed while it was unreachable. Note that when a terminal establishes connectivity with an interactive network that is not associated with its service provider, e.g. in the case of roaming between cellular networks, the terminal MAY send the Registration message.

The sending of the “Registration” message also ensures that the terminal establishes the necessary IP connectivity required to enable the BSM to push the LTKM(s) over UDP. Note that the “Registration Request” message corresponds to the MBMS “User Service Registration” message, as defined in [3GPP TS 33.246 v7].
When the BSM wishes to push an LTKM, if the network is able to retrieve a valid IP address for the terminal, the LTKM can be pushed over UDP. Otherwise, the BSM can use the BSM Solicited Pull Procedure Initiation over SMS Bearer feature described below to deliver the LTKM.

· The terminal SHALL request the LTKM associated to a particular service when the terminal realises that it has missed an LTKM update, e.g. due to being out of coverage.  The terminal SHALL use the “LTKM Request” message, as defined in [BCAST10-Services], to request the missed LTKM.  Note that the “LTKM Request” message corresponds to the MBMS “MSK Request message”, as defined in [3GPP TS 33.246 v7].
· The BSM MAY trigger the terminal to request the current LTKM for a particular service. This process SHALL be as defined for the “BM-SC solicited pull procedure” in section 6.3.2.2.4 of [3GPP TS 33.246 v7]. The solicited pull procedure can be used to provide a means to update the terminal with a new SEK when:

· the SMK is no longer valid, e.g. the BSM can respond to the “Registration Request” message from the terminal with an HTTP 401 WWW Authenticate message, thereby initiating a new run of GBA; 

· the terminal is not trusted to provide acknowledgment of LTKM delivery, e.g. with the solicited pull procedure the BSM can assume successful delivery if the terminal does not repeat the “Registration Request”  message;  
· the UE has just registered to a User Service, and needs to initiate the delivery of the SEK/PEK
The terminal SHALL send the LKTM request to a Request-URI compliant with [3GPP TS 33.246 v7] section G.2.3, that SHALL be structured as follows:
http://IDi/keymanagement?requesttype=msk-request
where IDi is the BSM FQDN carried in the MIKEY IDi payload of the LTKM initiating the procedure (for the (U)SIM Smartcard Profile, IDi payload = NAF_Id without the Ua security protocol identifier). As specified in [3GPP TS 33.246 v7], the terminal MAY add additional URI parameters to the Request-URI.
When a terminal has successfully unsubscribed from a BCAST service using an “Unsubscribe Request”, as defined in [BCAST10-Services], or via other means like a web shop, the BSM MAY invalidate the SEK/PEKs on the terminal that are associated with the relevant purchaseItemID and that are not used by any other purchase items to which the device is subscribed. The BSM invalidates SEKs/PEKs by sending an LTKM with invalid Key Validity data, i.e. the lower bound is greater than the upper bound, where the bounds define the allowed range of either TEK or TimeStamp values. 

Note that once a purchaseItemID has expired, i.e. the content associated with this purchaseItemID has been broadcast, the terminal SHALL remove the purchaseItemID from all subsequent “RegistrationRequest” and “Deregistration request” messages, as defined in [BCAST10-Services], sent to the BSM.
Table 8 below shows the MIKEY message format used for LTKMs in the Smartcard Profile.  The message structure SHALL be identical to the MIKEY message used by MBMS to deliver the MBMS Service Key (MSK) (defined by [3GPP TS 33.246 v7]) apart from the addition of the (optional) EXT BCAST payload as defined in [draft-mikey-oma].  The EXT BCAST payload is described in Section 6.6.2. 
Table 8: The Logical Structure of the MIKEY Message used for LTKMs. The use of brackets is according to section 1.3 of RFC 3830 (MIKEY)

	Common HDR

	EXT MBMS

	{EXT BCAST}

	TS*

	MIKEY RAND

	IDi

	IDr

	{SP}

	KEMAC



* The TS (timestamp) field in the LTKM pertains strictly to the LTKM, for the purpose of LTKM replay detection.  It is not the same timestamp that exists in the STKM (the latter serves for replay detection of STKMs).

The structure of the EXT MBMS payload, depicted in Table 8 above, is defined in Section 6.4.4 “General extension payload” of [3GPP TS 33.246 v7] and reproduced below for convenience. For the Smartcard Profile LTKM the EXT MBMS payload is the extension payload defined in [3GPP TS 33.246 v7] for use with MBMS MIKEY MSK message.
Table 9: The Logical Structure of the EXT MBMS Payload

	Key Domain ID sub-payload

	Key Type ID sub-payload (MSK ID)


All fields in the Smartcard Profile LTKM, with the exception of the EXT BCAST payload and the modifications defined in this section, SHALL be populated as defined in [3GPP TS 33.246 v7] for the MBMS MSK message.  The mappings described in Section 6.2 for the Smartcard Profile parameters SHALL be used, i.e. SEK/PEK ID is mapped to MSK ID and SEK/PEK is mapped to MSK.

All fields in the BCAST MIKEY LTKM SHALL be populated as defined in [3GPP TS 33.246 v7] with the above mapping for BCAST parameters.

The EXT BCAST for LTKMs SHALL be populated as defined in Section 6.6.2.  If the LTKM message includes the EXT BCAST payload and the security_policy_ext_flag is set to LTK_FLAG_TRUE or the consumption_reporting flag is set to LTK_FLAG_TRUE, then the Key Validity data subfield of the KEMAC payload in the LTKM defines the Key Validity interval for the SEK/PEK in terms of a specified interval of STKM Timestamp values:

From (32-bits): 
Lower limit of STKM Timestamp (“TS low”) 

To (32bits):
Upper limit of STKM Timestamp (“TS high”) 

It should be noted that the use of STKM Timestamps to define Key Validity, as described above, is a deviation from the MBMS Security specification.
SP is present only when the LTKM addresses a streaming service which uses SRTP.  If the LTKM message does not include the EXT BCAST payload or when the security_policy_ext_flag is set to LTK_FLAG_FALSE and the consumption_reporting flag set to LTK_FLAG_FALSE, the standard Key Validity data is constructed as per [3GPP TS 33.246 v7], i.e. the Key Validity data subfield in the KEMAC payload is defined in terms of sequence number interval (i.e. lower limit of MTK ID and upper limit of MTK ID, where MTK ID is a 16 bits identifier).  

In the sections below, the following terms are used: (Note that, collectively, these apply to both LTKM and STKM processing)
Resending check: Resending LTKMs with the same key material is allowed provided the 32-bit counter timestamp in the TS field is increased, as mandated by MBMS [3GPP TS 33.246 v7].

Anti-replay processing or verification: This procedure is used to detect replay attacks for both LTKMs and STKMs, and for the case of STKM, presence of terminal intent to play back recorded content. This procedure operates by comparing the TS field in either the STKM or LTKM with the corresponding anti-replay counter in the Smartcard. Messages with a counter (TS field) less than or equal to the current counter raise a freshness failure. Depending on the security_policy_extension type, this failure results in a discard of the message or a detection of intent to play back recorded content.

Anti-replay verification failure (or freshness failure): This occurs when LTKM or STKMs contain a counter in TS field less than or equal to the current counter.

Replay protection: This is the function which processes the anti-replay verification.

Key Validity Data check: The Key Validity Data check verifies that the SEK/PEK key is still valid. This procedure uses the Key Validity Data field in the KEMAC payload of the LTKM. For MBMS key management the Key Validity Data is defined as an interval of sequence number (i.e. lower limit of MTK ID and upper limit of MTK ID). For BCAST key management (LTKM with a security-policy-extension in the OMA BCAST EXT payload), the Key Validity Data is defined as an interval of STKM timestamps (i.e. Lower limit of Timestamp (“TS low”) and Upper limit of Timestamp (“TS high”). A failure occurs when the timestamp in the STKM received is higher than the TS high or lower than the TS low.

Message validation: The Message Validation check consists of the verification of integrity of the message, using the SMK for the LTKM and SEK/PEK for STKM. This procedure is described in the Section 7.1.1.6 for MSK messages and Section 7.1.1.8 for MTK messages of the [3GPP TS 31.102 v6].

Play-back counter: An internal counter in the USIM that contains the number of play-backs authorized.
SEK/PEK key group: A group of SEK/PEKs that are identified by the same Key group part of the SEK/PEK ID. The SEK/PEK key group is uniquely identifiable by its Key Domain ID and Key group part of the SEK/PEK ID.

Note: Although Section 6.6 pertains to LTKM, anti-replay detection and message validation procedures apply equally to processing of LTKM and STKM.  Therefore references to STKM for these functions are also indicated in the above.  Section 6.7.2 describes in detail the Smartcard Profile security policies which depend jointly on the contents of the LTKM and STKM.

6.6.1
BSM Solicited Pull Procedure Initiation over SMS Bearer

The first message in the BSM solicited pull procedure referenced in Section 6.6 is sent over UDP, requiring the terminal to have a valid IP address. In networks in which it cannot be guaranteed that terminals maintain a valid IP address the BSM MAY trigger a solicited pull procedure by sending a LTKM over SMS to the terminal. That LTKM SHALL NOT include an MSK, but it SHALL be encoded according to this specification, with MSK ID Key Number part = 0, KEMAC Encr Data Len = 0, and V-bit in HDR not set. The SMS SHALL satisfy the following conditions:

· The SMS carries a WAP connectionless push (WDP/WSP encoding) as defined in [OMA Push] ;
· The WSP content type header contains the Content Type code registered by OMNA for ‘application/mikey’, i.e. the binary value 0x52;
· The WSP X-Wap-Application-Id header contains the binary code registered by OMNA for the PUSH Application ID identifying the BCAST Push client, as specified in [BCAST10-Distribution].

The terminal SHALL process this LTKM carried over SMS exactly as it processes the LTKMs carried over UDP that initiate a BSM solicited pull procedure. That means the message SHALL trigger the terminal to request the current MSK for the specified Key Group over UDP, and the terminal SHALL send the LKTM request to the Request-URI specified in section 6.6 for the case of BSM solicited pull procedure initiated over UDP.
Support for this BSM solicited pull procedure initiation over SMS bearer is:

· for the BSM: optional;

· for BCAST terminal: mandatory if Smartcard Profile using (U)SIM is supported, optional otherwise.
6.6.2
BSM Solicited Pull Procedure to initiate the Registration procedure

If the terminal receives a BM-SC Solicited Pull message, formatted as defined in [3GPP TS 33.246 v7], that contains an MSK ID Key Group part = 1, the terminal SHALL initiate a Registration procedure [BCAST10-Services] with the MBMS User Service ID = “allServices
” and SHALL not send an LTKM Request.  If the terminal is already in a “Registered state” with the BSM the terminal SHALL re-register to the BSM. Note that according to [3GPP TS 33.246 v7] the MSK ID Key Number part in a BM-SC Solicited Pull message SHALL always be set equal to 0. The BM-SC Solicited Pull message used to initiate the Registration procedure SHALL therefore contain an MSK ID where the Key Group part set equal to 1 and Key Number part are set = 0. There is no change in the processing required by the Smartcard, i.e. the message is processed as a ‘normal’ BM-SC Solicited Pull message. The MSK ID Key Group value ‘1’ SHALL be reserved in BCAST and SHALL not be used for live services.
The terminal SHALL send the Registration request to a Request-URI compliant with [3GPP TS 33.246 v7] section G.2.1, that SHALL be structured as follows:

http://IDi/keymanagement?requesttype=register
where IDi is the BSM FQDN carried in the MIKEY IDi payload of the LTKM initiating the procedure (for the (U)SIM Smartcard Profile, IDi payload = NAF_Id without  the Ua security protocol identifier). As specified in [3GPP TS 33.246 v7], the terminal MAY add additional URI parameters to the Request-URI.
Note: the BSM Solicited Pull procedure can only be used after the keys SMK and SRK have been established between the terminal and the BSM, i.e. after GBA has been run. 
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