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1 Reason for Change

The current specifications do not prevent a BSM to make use of the same SEK over multiple services. This has the essential benefit to limit the number of LTKMs to distribute (as one LTKM could therefore cover a bundle of channels rather than a single channel).

The change below is a fix to the current management scheme of timestamp with regards to replay protection mechanism that interferes inadvertently with the bundling of services.

If this fix is not included in the first release of BCAST, this will limit the ability of BCAST to be used in big scale deployments as each channel will have to be protected with a specific service key. As a result the number of LTKMs to be distributed will come unmanageable.

Revision R01:

· Aligned the CR with the latest specifications

· Renamed global_service_id into stkm_stream_id, and reduced its size to 16bits
· Added further clarifications

Revision R02 (based on online and offline discussions):

· Added clarification about parental control
· Made clear the optional use of the stkm_stream_id
· Made the stkm_stream_id conditional to the access criteria section in the STKM
· Optimized the stkm_stream_id
Revision R03 (based on comments from Hanno Dietrich)

· Included stkm_stream_id in section 6.6.7.13 (change 8)
Revision R04 (based on comments from Anne-Marie Praden and Thierry Levesque)

· Fixed typos in table present in change 8
· Improved changes in Parental Control section (change 6)
· Made clarifications around the fact that a SEK could be used to protect more than one service (change 9 and 10)
· Made optional the support for the stkm_stream_id for the secure function
Revision R05 (based on comments from Anne-Marie Praden and Uwe Rauschenbach)

· Enforcing the use of the reserved value 0x00 if a key is not shared on multiple services.
· Softened statement related to the use of stkm_stream_id
Revision R06

· Fixed statement in change 1
2 Impact on Backward Compatibility

N/A since BCAST has not yet been released
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Group is requested to accept the changes proposed.

6 Detailed Change Proposal

Change 1:  Introduction of a channel identifier in STKMs to allow the SIM to distinguish channels
6.7.2 EXT BCAST for STKMs

To include Smartcard Profile specific information in STKMs that can not be supported by the MBMS MTK message, a new MIKEY Generic Extension Header payload SHALL be included in the STKM. This payload is reffered to as the EXT BCAST for STKMs. The EXT BCAST for STKMs is used to transport information related to the use of the TEKs contained within the STKM.

The terminal SHALL support the processing of all fields included in the EXT BCAST for STKM with the exception of the Access Criteria Descriptor. The terminal MAY support the processing of Access Criteria Descriptors.  

The terminal SHALL support the processing of the all fields included in the EXT BCAST for STKM with the exception of the Access Criteria Descriptor.  If the Smartcard supports the use of the EXT BCAST payloads, the Smartcard MAY process and enforce the access criteria (if it is transmitted in the EXT BCAST for STKM).  Note that MBMS MIKEY implementations [3GPP TS 33.246 v7] ignore the EXT BCAST for STKMs and therefore do not support the enforcement of the access criteria.
Table 22: Logical Structure of the MIKEY General Extension Payload

	Next Payload

	Type

	Length

	Payload Data


For the EXT BCAST for STKMs the fields of the MIKEY Generic Extension Header MUST contain the following data:

Next Payload (8 bits): This field SHALL be populated as defined in [RFC3830]. No change is required.

Type (8 bits): This field defines a new type for MIKEY in addition to the existing types for MIKEY. The new type is named “OMA BCAST STKM/LTKM MIKEY General Extension” and is assigned the value of 5. 

Length (16-bits): This field SHALL be populated as defined in [RFC3830]. No change is required.

Payload Data (Variable Length): The subtype is equal to 2 and the SubType specific data SHALL contain Smartcard Profile STKM Management Data defined below.
Table 23: Format of Smartcard Profile STKM Management Data
	Smartcard Profile STKM Management Data
	Length (in bits)
	Type

	short_term_key_message() {
	
	

	
selectors_and_flags {
	
	

	

protocol_version
	4
	uimsbf

	

protection_after_reception
	2
	uimsbf

	

terminal_binding_flag
	1
	uimsbf

	

access_criteria_flag
	1
	uimsbf

	

traffic_protection_protocol
	3
	uimsbf

	

traffic_authentication_flag
	1
	uimsbf

	
}
	
	

	
traffic_key_lifetime
	4
	uimsbf

	
if (access_criteria_flag == TKM_FLAG_TRUE) {
	
	

	

reserved_for_future_use
	2
	bslbf

	

stkm_stream_id
	6
	uimsbf

	

number_of_access_criteria_descriptors
	8
	uimsbf

	

access_criteria_descriptor_loop() {
	
	

	


access_criteria_descriptor()
	
	

	

}
	
	

	
}
	
	

	}
	
	


5.2.1.1 Coding and Semantics of Attributes
Section ‎7 introduces the coding and semantics of all attributes common between the DRM Profile and the Smartcard Profile. Any Smartcard Profile specific attributes are introduced below.
stkm_stream_id – uniquely identifies a service within a specified service bundle. In the event that a SEK/PEK is used on multiple STKM streams, the secure function will require distinguishing each STKM stream. As a result, in a deployment where service bundles are used, the combination of SEK/PEK ID and stkm_stream_id SHALL be used to uniquely identify an STKM stream. In deployments where service bundles are not used (i.e. each SEK/PEK is used on a service at most), the SEK/PEK ID SHALL be used to uniquely identify an STKM stream.
In deployments where each SEK/PEK is used for only one STKM stream, the stkm_stream_id SHALL be set to the reserved value 0x0 (if the access_criteria_flag is set to TRUE). The secure function and terminal shall then consider the value to be 0x0 in both cases if supporting service bundling.

terminal_binding_flag – indicates whether or not terminal binding is required for the Smartcard Profile. 0 indicates it is not required, 1 indicates it is required.
Change 2:  STKM Resending Check behavioral change

5.2.1.2 STKM Resending Check in the Terminal
Resending the same STKM allows faster changing between channels because the terminal does not have to wait for the arrival of a new STKM before being able to access the protected content, e.g. a new STKM/TEK may only be sent every minute, but the STKM/TEK is resent every 500ms meaning that the terminal has to wait a much shorter period for the required STKM/TEK after a channel change.

The terminal SHALL detect that a STKM has been resent by the BSM if the TEK_ID (MTK ID) field of the MBMS EXT payload as well as the STKM stream identifier (STKM stream identifier should only be used if service bundling is supported) are equal to the values contained in the last STKM sent by the terminal to the secure function.  The terminal SHALL NOT forward resent STKMs to the Smartcard.

This shall not be confused with the STKM replay detection check (described in Section ‎6.7.3.2), which uses the TS field in the STKM message. 

In MBMS for each STKM sent the TS field is increased, even if this STKM carries the same TEK as the previous STKM message.

However, in BCAST the server MAY resend the same STKM, containing the same TEK, without increasing the TS field. This avoids the need for generating new STKMs within the same crypto period.

Note: this is an improvement to the MBMS specification version 6 since BM-SC handling needs less processing for building subsequent authenticated STKM with the same key material included.

Filtering at the terminal side keeps the solution consistent with the MBMS replay protection, since in the terminal resending of the STKM/TEK is detected by checking the TEK_ID (MTK ID) field of the MBMS EXT payload.
Change 3:  STKM Replay Detection behavioral change
6.7.3.5        STKM Replay Detection in the Secure Function 

Following a successful STKM message validation check, the secure function SHALL perform the STKM replay detection check by comparing the received Time Stamp field (TS), i.e. the STKM TS, with the stored STKM replay detection counter value of the associated SEK/PEK. The conditions for success and failure are defined in the table below:
	Success
	If the received TS is greater than the stored STKM replay detection counter value, the replay detection check ends in success.

	Failure
	If the received TS is equal or lower than the stored STKM replay detection counter value, the replay detection check ends in failure.


Note: Less than or equal is to be taken in the meaning of RFC 1982 [RFC1982]. If the less than or equal relation is undefined in the sense of RFC 1982 [RFC1982], the message should be considered as being replayed and shall be discarded.

Note: A single STKM replay detection counter is used per SEK/PEK ID or combination of SEK/PEK ID and STKM stream (identified by the field in the stkm_stream_id in STKMs) if service bundles is supported, irrespective of the number of different instances of security policy extensions that are stored in the secure function for that SEK/PEK ID.
Change 4:  Clarification in the choice of the SPE when processing the STKM
6.7.3.6         Choice of the Security Policy Extension (SPE) for Processing the STKM
To select the security policy extension to use for the processing of the STKM the secure function SHALL first perform the STKM replay detection check, as defined in Section ‎6.7.3.5. 

STKM replay detection check succeeds:

If the STKM replay detection check results in success, i.e. if the STKM TS is greater than the corresponding STKM replay detection  counter, the secure function SHALL limit its choice of SPEs to those that allow access to LIVE content, i.e. 0x00, 0x02, 0x04, 0x08 and 0x0C) and SHALL continue to the Key Validity data check.

STKM replay detection check fails:

If the STKM replay detection check results in failure, i.e. if the STKM TS is less than or equal to the corresponding STKM replay detection counter, the secure function SHALL limit its choice of SPEs to those that allow the PLAYBACK of recorded content, i.e. 0x01, 0x03, 0x05, 0x07, 0x09 and 0x0D) and SHALL continue to the Key Validity data check.

Key Validity data check:

Once the STKM replay detection check has been completed the secure function SHALL complete the key validity data check by checking the received TS, i.e. the TS field in the STKM, against the Key Validity data associated to each applicable security policy extension, i.e. each LIVE or PLAYBACK security policy extension (dependent on the result of the STKM replay detection check) associated to the SEK/PEK. For each applicable security policy extension, if the received TS is equal to or lower than “TS low” or is greater than “TS high” the SPE fails the key validity data check and the SPE is not applicable to this STKM. 

When the secure function has completed the key validity data checks for all applicable SPEs, if no SPEs have passed the key validity data check, the secure function SHALL return a an error message to the terminal. If the secure function is located on the Smartcard, the message SHALL be the status word "9865" (Key freshness failure).

If only one applicable security policy extension passed the key validity data check, the secure function SHALL select that SPE for the processing of the STKM and SHALL process the message as defined in Section ‎6.7.3.7.  

If several applicable SPEs passed the key validity data check with different SPE values, the following priorities SHALL be used by the secure function to select the SPE to use to handle the incoming STKM:

For LIVE security policy extensions
1. SPE for a subscription mode (0x04) 

2. SPE for a pay-per-view (PPV) mode (0x04 or 0x08)

3. SPE for a pay-per-time (PPT) mode (0x00 or 0x02 or 0x0C)

For PLAYBACK security policy extensions
1. SPE for a subscription mode (0x05) 

2. SPE for a pay-per-play (PPP) mode (0x07 or 0x09)

3. SPE for a pay-per-time (PPT) mode (0x01 or 0x03 or 0x0D)

If a PPV or PPT permission for a given SEK/PEK exists without tokens and also with tokens, the priority SHALL be to use the LTKM without tokens.

Hence the following priority SHALL apply on the pay-per-view / pay-per-play and pay-per-time SPE:

· No tokens vs tokens PPT: SPEs 0x0C and 0x0D will take precedence over 0x00, 0x01, 0x02 and 0x03

· No tokens vs tokens PPV: SPEs 0x04 and 0x07 will take precedence over 0x08 and 0x09
The table below summarises the order of priority when choosing an LTKM SPE to use.

Table 24: LTKM security_policy_extension Priorities
	
	LIVE
	PLAYBACK

	Highest Priority
	0x04 (subscription)
	0x05 (unlimited playback)

	
	0x04 (PPV)
	0x07 (PPP)

	
	0x08 (user token PPV)
	0x09 (user token PPP)

	
	0x0C (PPT)
	0x0D (PPT)

	
	0x00 (service token PPT)
	0x01 (service token PPT)

	Lowest Priority
	0x02 (user token PPT)
	0x03 (user token PPT)


If several applicable SPEs passed the key validity data check with the same SPE value, the following rules SHALL be used by the secure function to select the SPE to use to handle the incoming STKM:

· the secure function SHALL select the SPE with the lowest “TS Low” value;

· if there is more than one SPE with the same SPE value and “TS Low” value, the secure function SHALL select the SPE with the lowest “TS High” value;

Change 5:  Clarification in the deletion of Expired Live SPE
6.7.3.8        Deletion of Expired LIVE Security Policy Extensions and SEK/PEK

The following text assumes that the STKM Message Validation check (see Section ‎6.7.3.3) has been passed. The processing to support the following functions is implementation specific. 

The secure function SHALL delete all stored data related to an instance of a LIVE SPE (including the SPE value itself) if the instance of the LIVE SPE is associated to the SEK/PEK ID in the received STKM and the TS value contained in the received STKM is greater than the "TS high" value of the KV data associated to that instance of the SPE. Such action corresponds to the identification and deletion of expired LIVE SPEs.
Note: In the event of a SEK used on multiple STKM streams, the LIVE SPE will be deleted when any of the STKM streams have reached the "TS high" value of the KV data associated to that instance of the SPE. The BSM is therefore recommended to align as much as possible the TS value for all STKM streams protected with the same SEK.
Before the secure function deletes an instance of SPE 0x0C, if the keep_credit_flag associated to that instance of SPE 0x0C is set to LTK_FLAG_TRUE, the secure function SHALL add the value of the associated TEK counter to the to the value of the kept TEK counter associated to the SEK/PEK key group of the SEK associated to the instance of the SPE 0x0C being deleted.

When the secure function processes an STKM, if the STKM is protected by a SEK/PEK belonging to the same SEK/PEK Key Group as one or more SEKs/PEKs stored in the secure function, the secure function SHALL delete all stored data related to instances of LIVE SPEs associated to the older SEKs/PEKs. The secure function SHALL use the Key Number part of the SEK/PEK IDs to determine which SEK/PEKs are older than the SEK/PEK used to protect the current STKM.

Information relating to PLAYBACK security policy extensions SHALL NOT be deleted.  

If any of the processes described above results in there being no valid SPEs associated to a SEK/PEK, the secure function SHALL delete the SEK/PEK and all associated data.
If there are no more SEK/PEK and SPE associated to a Key Group the Secure Function SHALL NOT delete the SEK/PEK ID Key Group part and associated data as purse could be associated to this Key Group. Only the terminal MAY delete the Key Group and associated data.

Change 6:  Parental Control clarfication

6.7.3.10.1   Parental control
Enforcement of the parental control is done by checking the level_granted against the rating_value received in the STKM for the same rating_type.

In the STKM the country_code_flag SHALL be set to LTK_FLAG_FALSE.

If the parental_control access criteria are transmitted in the STKM and if the secure function is in the Smartcard, parental control enforcement SHALL be done by the Smartcard as explained below. Note that MBMS MIKEY implementations [3GPP TS 33.246 v7] will ignore the EXT BCAST for STKMs and therefore will not support the enforcement of parental control as described in this document. In this case, the Terminal MAY choose to enforce the parental_control. Alternatively, Terminal enforcement MAY be used in parallel with the Smartcard enforcement mechanism for providing an additional, locally controlled restriction on access. Note that in this case the most restricted level from the smartcard or the terminal will apply.

The result of the whole parental control checking process is as follows:
	Failure
	If the processing of the parental_control access criteria ends with failure, the secure function SHALL abort the processing of the STKM.

If the secure function is located on the Smartcard, it SHALL send an Operation Status code corresponding to ‘User not authorized’ with the current rating_value (received in the STKM) and the level_granted for this rating_type stored in the Smartcard. These data are sent as a response to the terminal for the current AUTHENTICATE command corresponding to OMA BCAST operation for parental control operation (see ‎Appendix E).

If the secure function is located on the Smartcard, it MAY send the proactive command ‘DISPLAY TEXT’ (as described in [3GPP TS 31.111 v6] or [3GPP2 C.S0035-A]) in order to inform the user that the level_granted stored in the card for the rating_type received in the STKM does not allow to view this service as they are not authorized to view services with the associated rating transmitted in the STKM.

	Success
	If the processing of the parental_control access criteria ends with success, the secure function performs the checks as defined in previous sections if needed. This will then allow the secure function to send the decrypted material to the terminal.


Parental control management in the Smartcard:
If the secure function is in the Smartcard, the terminal SHALL implement PINCODE requested processing (described below), operation on PINCODE (described below) and associated messaging to handle parental control management with the related processing (i.e.: response of AUTHENTICATE command corresponding to OMA BCAST operation for parental control operation (as described in ‎Appendix E), VERIFY PIN as defined in [ETSI TS 102.221]). The terminal MAY implement UNBLOCK_PIN and proactive command DISPLAY_TEXT.
The enforcement of the parental control is divided in several processing phases:
· Check the rating_value transmitted in the STKM against the level_granted stored in the Smartcard for the rating_type.

· Check if the PINCODE has been verified. 

· Request a PINCODE if necessary. A PINCODE provided by the user is checked against the PINCODE stored in the Smartcard. 

· Unblock a locked Parental Control PINCODE, if applicable.

The following gives details on these different steps:
· Check the rating_value transmitted in the STKM against the level_granted stored in the Smartcard for the rating_type:
The secure function SHALL first compare the rating_type received in the STKM against all of the rating_type values stored in the Smartcard.  If there is a level granted, depending on the rating_value and the rating_type, the outcome is success or failure:

	Success
	If there is a level_granted for the rating_type in the Smartcard and if it is an equal or more restrictive value than the rating_value received in the STKM, the checking of rating_value ends with success and the processing of STKM resumes. Requesting the PINCODE is not needed.

If there is no level_granted for the rating_type in the Smartcard, the user is authorized to view the content. The checking of rating_value ends with success and the processing of the STKM resumes. Requesting the PINCODE is not needed.

	Failure
	If there is a level_granted for the rating_type in the Smartcard and if it is less restrictive than the rating_value received in the STKM, the checking of rating_value ends with failure and the secure function triggers a request for the PINCODE. If the PINCODE is not defined in the Smartcard, the Smartcard aborts the processing of STKM and indicates to the user that they are not allowed to view this content.


Table 25 gives an example of comparison of the rating_value in the STKM against the level_granted stored in the Smartcard. In this example, the rating_type 9 (as defined in the OMA BCAST Parental Rating System Registry available at [OMNA]) is taken as an example.  Table 25 uses the following symbols:

X means that the secure function stops processing the STKM unless a valid PINCODE is provided.
O means that the secure function accepts processing the STKM without requesting a PINCODE.

Table 25: Example of Comparing STKM rating_value against Smartcard level_granted
	
	Smartcard level_granted

	
	none defined
	1 (least restrictive)
	2
	3
	4
	5 (most restrictive)

	STKM rating_value
	none defined
	O
	O
	O
	O
	O
	O

	
	1 (least restrictive)
	O
	O
	O
	O
	O
	O

	
	2
	O
	X
	O
	O
	O
	O

	
	3
	O
	X
	X
	O
	O
	O

	
	4
	O
	X
	X
	X
	O
	O

	
	5 (most restrictive)
	O
	X
	X
	X
	X
	O


Note that the term ‘more restrictive’ means that there are more constraints on having access to the content. This typically means the user age is higher. Note that actual numerical values of rating_value for certain rating_types do not always follow a linear scale, either from less restrictive to more restrictive or vice-versa. The corresponding logical order (from least restrictive to most restrictive) is based on the semantics of the individual rating values.  An informative example can be found in Table 127 in ‎Appendix H.

Note that the value for “not rated” or “undefined” SHALL be treated by default as “least restrictive”, unless its semantics is explicitly stated by the rating scheme.

· Check if PINCODE has been verified:
A PINCODE is defined in the Smartcard for the parental control function.  For using this PINCODE in the VERIFY PIN and UNBLOCK_PIN commands,  a key reference is assigned at the manufacture of the Smartcard.  The PINCODE function is optional in the Smartcard for the parental control.

Depending on the result of checking of rating_value against the granted_level value and if a PINCODE is defined in the Smartcard, the Smartcard SHALL check if the PINCODE has been verified previously for the same content. This verification results in the following.
	Success
	If the PINCODE has been previously verified with success the parental control ends with success and the processing of STKM resumes.  

The Smartcard SHALL NOT request that a PINCODE is entered if the PINCODE has been previously verified with success for the same content (i.e. when the SEK/PEK_ID, STKM stream ID (if supported) and rating_type/rating_value pair is the same in the STKM). Information that the PINCODE has been verified SHALL be stored in the Smartcard and SHALL be reset if the content changes, if the terminal is switched off and if the transmission of STKM has been interrupted. This interruption in the transmission MAY be detected by a gap in the timestamp value in the incoming STKM (width of the gap MAY be adjusted by the service provider at the manufacture stage of the Smartcard) against the value stored in the replay counter described in section 6.7.3.5
. 

	Failure
	If the PINCODE has not been verified or the verification process ended with failure the Smartcard proceeds to request the PINCODE.


· Request a PINCODE if necessary. A PINCODE provided by the user is checked against the PINCODE stored in the Smartcard:
If the Smartcard needs to request a PINCODE, the following applies:

The Smartcard aborts the STKM processing by sending a response to the terminal for the current AUTHENTICATE command corresponding to OMA BCAST operation for parental control operation (see Appendix ‎Appendix E) with:

· A status code corresponding to 'PINCODE blocked' if the Parental control PIN has been previously blocked and with the key reference corresponding to the PIN used for parental control or
· A status code corresponding to ‘PIN required’ and with the key reference corresponding to the PIN used for parental control in order to request to the terminal a PINCODE verification processing.
At the reception of this response, the terminal asks the user to enter the PINCODE and sends this PINCODE to the Smartcard using the APDU command VERIFY PIN defined in [ETSI TS 102.221] on the PIN corresponding to the key reference value transmitted in the response of AUTHENTICATE command.

The result of the VERIFY PIN command is success or failure:
	Success
	If the VERIFY PIN ends with success, the terminal SHALL resend the STKM to the secure function in the Smartcard for the remaining needed processing.

	Failure
	If the VERIFY PIN ends with failure, the terminal MAY request another entry of the PINCODE. 3 false entries SHALL block the PINCODE.


· Unblock a locked Parental Control PINCODE:
If the PINCODE is blocked in the Smartcard, the terminal MAY unblock it. This happens when the user forgets the PINCODE and has entered the wrong PINCODE 3 times in the verification process. In this case, the terminal may ask the user to unblock the PINCODE. 

When unblocking the PINCODE, the terminal MAY request the user to input an UNBLOCK_PIN value and a new personal PINCODE. The new PINCODE value SHALL be sent to the Smartcard using the APDU command UNBLOCK PIN, together with the UNBLOCK_PIN value, as specified in [ETSI TS 102.221]. 

The terminal MAY use the command UNBLOCK PIN defined in [ETSI TS 102.221] with the key reference received in the response of AUTHENTICATE command. 

NOTE: The acquisition of the UNBLOCK_PIN value uses out-of-bound mechanism, e.g. by post or by calling to operator’s customer service center.  
Change 7:  Corresponding illustration fix
5.2.1.3 Illustration of Parameters Used (Informative)

This section provides diagrams to illustrate the different parameters used when processing STKMs to determine whether or not the STKM being presented to the secure function corresponds to a LIVE or PLAYBACK situation.

Figure 4 illustrates a scenario in which two LTKMs have been sent to the secure function with the same KV data (SPE TS low and TS high). For the purposes of this example the SPEs in the two LTKMs were 0x04 and 0x05 but they could be any combination of LIVE and PLAYBACK SPEs with overlapping KVs.  The STKM anti-replay counter, associated to the  STKM stream, is within the KV data range of both SPEs, i.e. the secure function has previously processed one or more STKMs corresponding to this SEK//PEK. The figure shows that any STKM processed by the secure function, within the KVs of the two SPEs, will be treated as part of a PLAYBACK if its TS is less than or equal to the STKM anti-replay counter and as LIVE if its TS is great than the STKM anti-replay counter. 
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Figure 4 – Illustration of LIVE vs PLAYBACK Relative to the STKM Anti-Replay Counter

Figure 5 illustrates the use of a PLAYBACK SPE that uses the current_TS_counter to detect whether or not the STKM is part of an existing playback or whether the STKM is part of a new playback. The example uses SPE 0x07 in which the detection of a new playback results in the playback counter being decremented, however, the current_TS_counter is used in a similar way for SPE 0x09 but the detection of a new playback results in the user_purse being decremented by the associated cost_value.
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Figure 5 – Illustration of PLAYBACK and use of Current_TS_Counter to Detect Local Playback

Change 8:  Fix in table of association
6.6.7.13    Association between Parameters and IDs Stored in Secure Function
The following table gives the association between Smartcard Profile parameters used in the processing of LTKM or STKM and identifiers stored on the Smartcard, i.e. it indicates which parameters can be linked to which key identifiers (or identifier sub-parts).

Table 19: Association between Smartcard Profile Parameters and Key Identifiers

	
	SEK/PEK ID, 
KV and SPE
	SEK/PEK ID, 
KV and SPE and STKM Stream ID
	SEK/PEK ID key group part and SPE
	SEK/PEK ID
	SEK/PEK ID and STKM Stream ID
	SMK ID
	NAF ID part of SMK ID

	SMK 
	
	
	
	
	
	X
	

	SEK/PEK 
	
	
	
	X
	
	
	

	Key validity data (STKM TS low & TS high)
	X
	
	
	
	
	
	

	SPE
	
	
	
	X
	
	
	

	cost_value
	0x00, 0x01, 0x02, 0x03, 0x08, 0x09
	
	
	
	
	
	

	playback counter
	0x07
	
	
	
	
	
	

	kept TEK counter
	
	
	0x0C
	
	
	
	

	TEK counter
	0x0C, 0x0D
	
	
	
	
	
	

	LTKM replay detection counter
	
	
	
	
	
	X
	

	STKM replay detection counter
	
	
	
	
	X
	
	

	current_TS_counter
	
	0x07, 0x08, 0x09
	
	
	
	
	

	user_purse
	
	
	
	
	
	
	0x02, 0x03, 0x08, 0x09

	live_ppt_purse
	
	
	0x00
	
	
	
	

	playback_ppt_purse
	
	
	0x01
	
	
	
	

	Parental Control Message replay detection counter
	
	
	
	
	
	
	X


If the secure function is located on the terminal, or the secure function is located on the Smartcard and the Smartcard is BCAST Smartcard, it SHOULD be possible to store a variable number of SEK/PEK per Key Domain ID/Key Group ID pair in the Smartcard. 
Note: when the STKM Stream ID is not supported, the following columns should be merged:
· “SEK/PEK ID, KV and SPE” and “SEK/PEK ID, KV and SPE and STKM Stream ID”

· “SEK/PEK ID” and “SEK/PEK ID and STKM Stream ID”

Change 9:  Clarification in overview section
4.1.2.1       The 4-Layer Model
As illustrated in Figure 1, the solution is based on a 4-layer model key management architecture, with an optional optimisation to provide both secure subscription and pay-per-view purchase options for a single service.  Traffic Encryption Keys (TEKs) are applied to the actual content (Layer 4) following different mechanisms depending on the actual encryption method used.
The TEKs are themselves sent encrypted by a Service or Program Encryption Key (SEK/PEK). These messages carrying TEKs are called Short Term Key messages (STKMs).  STKMs are distributed over the same channels used by the corresponding content.  When using the Smartcard Profile, the TEKs MAY optionally be encrypted with a Terminal Binding Key (TBK) before being encrypted by the SEK/PEK, to provide for terminal binding.

Separate SEK and PEK keys can have different lifetimes and can be used to provide, for a one or more services, different granularities of purchase periods to different customers. This allows for the efficient implementation of both subscription and pay-per-view business models for the same service or set of services. Pay-per-view customers are provided with a PEK that is only valid for a single program while subscribers would be provided with a SEK, valid for reception of the service(s) for some longer period.  For the DRM Profile, within the STKM, the TEK is encrypted with a PEK, and the PEK is also carried in the STKM, encrypted with the SEK. Thus, pay-per-view customers can directly decrypt the TEK, while subscription-based customers can decrypt the PEK by using the SEK, which can then be used to decrypt the TEK.
For DRM profile, STKMs contain extension of content IDs for the program or service. Devices use this ID to identify which Long Term Key Message (LTKM) contains the necessary keys to use for decryption of Short Term Key messages. For the Smartcard Profile, STKMs contain the SEK or PEK ID directly to identify the SEK/PEK used to protect the STKM; LTKMs also contain a flag indicating whether or not a TBK is used.  The LTKMs are delivered over the broadcast or interactive channel in case of the DRM Profile and over the Interactive channel in case of the Smartcard Profile.  

Where the service and program functionality differentiation is not required or supported, the TEK can be directly encrypted with the SEK, and the SEK-encrypted PEK can be omitted from the STKM.
For the Smartcard Profile key management, please refer to Section ‎6.
Depending on the key management profile (DRM Profile or Smartcard Profile), either the Rights Encryption Key (REK) or the Subscriber Management Key (SMK) is used to protect the LTKM delivery. The key material (REK or SMK) and meta-data are delivered as a result of the registration phase (DRM Profile) / Subscriber Key Establishment phase (Smartcard Profile).
Cryptographic keys introduced by the 4-layer model SHALL be stored securely within a secure storage entity to guarantee the access control, the confidentiality and the integrity of the sensitive data and SHALL never be exposed outside of the secure storage.

Only the TEK among cryptographic keys MAY be allowed to be exposed outside the secure storage upon request from authorized applications.

Change 10:  Clarification in SPEs description
6.6.4.2     Coding and Semantics of Attributes
protocol_version (4 bits):  This field indicates the protocol version of this LTKM.

The terminal SHALL ignore messages that have a protocol_version number it doesn’t support. 

If the protocol version is set to 0x0 the format specified in this version of the specification SHALL be used. If set to anything else than 0x0, then the format is beyond the scope of this version of the specification.

security_policy_ext_flag (1 bit): This field indicates whether or not a security extension payload is carried in this LTKM. 

	LTK_FLAG_FALSE
	Indicates no security extension payload is present and the MBMS security policy in section 6.5.3 “MSK processing” in [3GPP TS 33.246 v7] applies.

	LTK_FLAG_TRUE
	Indicates a security extension payload is present and that a Smartcard Profile specific security policy associated with the security_policy_extension applies. 


Specifically, if the security_policy_ext_flag is equal to LTK_FLAG_TRUE, the counter in TS field in STKMs is used to detect replay attacks and facilitate key validity data check (both procedures associated with the TEK) while the TEK ID field of the EXT MBMS payload is used to detect the resending of the same TEK.

consumption_reporting_flag (1 bit): This field indicates whether or not a consumption reporting payload is carried in this LTKM. If the consumption_reporting_flag is equal to LTK_FLAG_TRUE, the security_policy_ext_flag and the terminal_binding_flag shall be set to LTK_FLAG_FALSE, the V bit in the common header of LTKM SHALL be set equal to 0, and a consumption reporting message (as defined in ‎6.6.7.8) SHALL be sent by the terminal to the BSM.

terminal_binding_flag (1 bit):  This field indicates whether or not terminal binding applies for the STKM streams protected by the SEK or PEK transported in this LTKM. LTK_FLAG_FALSE indicates it is not used, LTK_FLAG_TRUE indicates it is used.

security_policy_extension (8 bits): This field indicates the security_policy_extension (SPE) to associate to the SEK/PEK contained in the LTKM. The following table describes the semantics of the different security_policy_extension values. The processing of the LTKM and STKM related to the security_policy extension is described in Sections ‎6.6.7 and ‎6.7.3, respectively.

In the following descriptions the permission associated to a SEK/PEK is only granted if the TS value in the received STKM is within the range of the key validity (KV) data associated to an instance of the SPE stored in the Smartcard.

All LTKM security policy extensions giving permissions are valid within a time window defined by the KV data.

A cryptoperiod corresponds to the lifetime of a TEK.

Table 13: security_policy_extension (SPE) Values
	Value
	Description

	0x00
	Service Token Pay Per Time (PPT) LIVE
Permission to access live service(s) provided that there are enough tokens in the live_ppt_purse. These tokens are valid for any service protected with the related SEK/PEK. Tokens may be sent in the LTKM.

For every cryptoperiod, the purse is decreased by “cost_value” tokens. If insufficient tokens are available, the user is unable to access the live service until additional tokens are obtained.

	0x01
	Service Token Pay Per Time (PPT) PLAYBACK

Permission to access recorded content protected with the related SEK/PEK provided that there are enough tokens in the playback_ppt_purse. Tokens may be sent in the LTKM.

For every cryptoperiod, the purse is decreased by “cost_value” tokens. If insufficient tokens are available, the user is unable to access the recorded content until additional tokens are obtained.

	0x02
	User Token Pay Per Time (PPT) LIVE

Permission to access live services, provided that there are enough tokens in the user_purse. These tokens are valid for all services. Tokens may be sent in the LTKM.

For every cryptoperiod, the purse is decreased by “cost_value” tokens. If insufficient tokens are available, the user is unable to access the live service(s) until additional tokens are obtained.

	0x03
	User Token Pay Per Time (PPT) PLAYBACK

Permission to access recorded content related to services, provided that there are enough tokens in the user_purse. These tokens are valid for all services. Tokens may be sent in the LTKM.

For every cryptoperiod, the purse is decreased by “cost_value” tokens. If insufficient tokens are available, the user is unable to access the recorded content until additional tokens are obtained.

	0x04
	Subscription and Pay Per View (PPV) LIVE

Permission to allow access to live service(s) protected with the related SEK/PEK.

	0x05
	Unlimited PLAYBACK

Permission to allow the unlimited playback of recorded content protected with the related SEK/PEK.

	0x06
	Reserved for future use

	0x07
	Pay Per Play (PPP) PLAYBACK

Permission to playback a piece of recorded content a set number of times.

When a user accesses the recorded content they consume one playback "permission". Playback is no longer possible when there are no playback permissions left.

	0x08
	User Token Pay Per View (PPV) LIVE

Permission to access a live PPV event, provided that there are enough tokens in the user_purse. These tokens are valid for all services. Tokens may be sent in the LTKM.

When a user starts to access the service during the allowed period, he/she consumes a pre-defined number of tokens (the cost_value) from the user_purse. If insufficient tokens are available the user is unable to access the PPV event.

	0x09
	User Token Pay Per Play (PPP) PLAYBACK

Permission to playback a piece of recorded content provided that there are enough tokens in the user_purse. These tokens are valid for all services. Tokens may be sent in the LTKM.

When a user accesses the piece of recorded content he/she consumes a pre-defined number of tokens (the cost_value) from the user_purse. If insufficient tokens are available the user is unable to access the recorded content.

	0x0A
	Service/Program termination

Whatever the KV interval is, the Smartcard deletes the stored SEK/PEK and related key material corresponding to that SEK/PEK ID, for all SPEs and all KVs.

	0x0B
	Reserved for future use

	0x0C
	Pay Per Time (PPT) LIVE

Permission to access live service(s) protected with the related SEK/PEK, provided that the TEK counter is not zero.

For every cryptoperiod, the TEK counter is decreased by one. If the TEK counter is equal to zero the user is unable to access the live channel.

The initial value of the TEK counter is set by the LTKM. The keep_credit_flag allows unused TEK counters to be kept when the SEK/PEK changes.

	0x0D
	Pay Per Time (PPT) PLAYBACK

Permission to access recorded content protected with the related SEK/PEK, provided that the TEK counter is not zero.

For every cryptoperiod, the TEK counter is decreased by one. If the TEK counter is equal to zero the user is unable to access the content.

The initial value of the TEK counter is set by the LTKM.

	0x0E …0x8F
	Reserved for future standardization

	0x90 …0xFF
	Reserved for proprietary implementation


purse_flag (1 bit): This field indicates whether or not a purse extension is carried in this LTKM.

	LTK_FLAG_TRUE
	Indicates purse data is present and the Smartcard SHALL perform appropriate update of the purse as indicated by the purse_mode value.

	LTK_FLAG_FALSE
	Indicates no purse data is present.


access_control_flag (1bit): This field indicates whether or not an access_control_descriptor is carried in this LTKM. Server MAY support access_control_descriptor. In case server does not support access_control_descriptor, the access_control_flag SHALL be set to LTK_FLAG_FALSE.
	LTK_FLAG_TRUE
	Indicates that at least one access_control_descriptor is present in the LTKM.

	LTK_FLAG_FALSE
	Indicates that no access_control_descriptor is present.


cost_value (16 bits):  If the security_policy_extension is set to:

	0x00
	Indicates the number of tokens per TEK decrypted by the Smartcard to decrement from the live_ppt_purse.

	0x01
	Indicates the number of tokens per TEK decrypted by the Smartcard to decrement from the playback_ppt_purse.

	0x02 or 0x03 
	Indicates the number of tokens per TEK decrypted by the Smartcard to decrement from the user_purse.

	0x08 or 0x09 
	Indicates the number of tokens per playback to decrement from the user_purse.


add_flag (1 bit): This field indicates whether or not number_TEKs / number_playback is to be added to an existing TEK / playback counter.

	LTK_FLAG_TRUE
	Indicates that the number_TEKs / number_playback SHOULD be added to an existing TEK / playback counter.

	LTK_FLAG_FALSE
	Indicates that the number_TEKs / number_playback replaces an existing TEK / playback counter,


keep_credit_flag (1 bit): This field indicates whether or not the value of the TEK counter is to be kept by adding it to the next appropriate TEK counter when the key validity of the current SPE expires. 

	LTK_FLAG_TRUE
	Indicates that the value of the TEK counter SHOULD be added to the next appropriate TEK counter, i.e. the credit is kept.

	LTK_FLAG_FALSE
	Indicates that the value of the TEKcounter SHOULD NOT be added to the next appropriate TEK counter, i.e. the credit is lost.


number_TEKs (22 or 23 bits): Indicates the number of TEKs that can be decrypted for the SEK/PEK. The associated counter is decreased by one for each TEK decrypted, until the counter reaches zero, when an error message is produced.
number_play_back (7 bits): Indicates the maximum number of times content recorded under a SEK/PEK can be played back.

purse__mode (1 bit): This field indicates the purse update mode.

Table 14: Purse Update Mode Indication

	0x00
	Set mode: 

The relevant purse SHALL be set to token_value:

· The user_purse if the security_policy_extension is equal to 0x02, 0x03, 0x08 or 0x09.

· The live_ppt_purse if the security_policy_extension is equal to 0x00.

· The playback_ppt_purse if the security_policy_extension is equal to 0x01.

	0x01
	Add mode: 

The token_value SHALL be added to the relevant purse:

· The user_purse if the security_policy_extension is equal to 0x02, 0x03, 0x08 or 0x09.

· The live_ppt_purse if the security_policy_extension is equal to 0x00.

· The playback_ppt_purse if the security_policy_extension is equal to 0x01.


In order to detect overflow in a purse when an update occurs using the Add mode, the following SHALL apply:

If the purse_flag is set equal to LTK_FLAG_TRUE and the purse_mode is set equal to 0x01, the V bit in the common header of LTKM SHALL be set and a verification message containing the status of the update SHALL be sent by the secure function according to Section ‎6.6.6.
token_value (31 bits): This field indicates the number of tokens to use in the update procedure toward the purse.

access_criteria_flag (1bit): This field indicates whether or not an access_criteria_descriptor is carried in this LTKM. LTK_FLAG_FALSE indicates that no access_criteria_descriptor is present, LTK_FLAG_TRUE indicates that at least one access_criteria_descriptor is present in the LTKM.

Server MAY support access_criteria_descriptor. In case server doesn’t support access_criteria_descriptor, the access_criteria_flag SHALL be set to LTK_FLAG_FALSE.
number_of_access_criteria_descriptors (8bits):  This field indicates the number of access_criteria_descriptors present in the LTKM.
access_criteria_descriptor_loop
	Tag
	8
	uimsbf

	Length
	8
	uimsbf

	Value
	8xlength
	bit string


The access_criteria_descriptor_loop element provides an extension mechanism to allow the addition of new access_criteria_descriptor elements carried in LTKM in future versions of this specification. The secure function SHALL ignore access_criteria_descriptor elements, which it does not support.  It is OPTIONAL for the BCAST Terminal to support access_criteria_descriptor. A single access_criteria_descriptor can carry one or more access criteria. Currently no access_criteria for LTKM is defined in this specification.
TerminalBindingKeyID (32 bits):  This field contains the identifier of the Terminal Binding Key. See Section ‎12 for further details.  This field is ignored by the USIM as it is used only by the terminal.

PermissionsIssuerURILength (8 bits):  This field specifies the length in bytes of the Permission Issuer URI specified below.  This field is ignored by the USIM as it is used only by the terminal.

PermissionsIssuerURI (Variable Length):  This field is the URI of the Permission Isssuer that can be contacted to obtain the Terminal Binding Key. See Section ‎12 for further details.  This field is ignored by the USIM as it is used only by the terminal.
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