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1 Reason for Change

In the current OMA-TS-BCAST_SvcCntProtection specification there is a contradiction in the description of KEMAC coding.

In cap. 6.6.5 the use of the term “Encr data len” is wrong. According to RFC 3830 (cap. 6.2) the “Encr data len” is length of the whole encrypted key sub-payload. This sub-payload includes (according to RFC 3830 cap. 6.13) also a “Next Payload”-Identifier and a “Type”-Identifier which shall be set to the value of ‘02’ (see OMA-TS-BCAST_SvcCntProtection cap. 6.6.5). The next field in the Key sub-payload would be KV (which shall be not used here). The following field is the actual length of the encrypted Parental Control PIN value, which is called in RFC 3830 “Key data len”.
The proposal is to replace the term “Encr data len” with the term “Key data len” in 6.6.5

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
5 Recommendation

Accept and incorporate the proposed changes to the Enabler Test Specification for BCAST Interoperability.

6 Detailed Change Proposal

Change 1:  6.6.5
6.6.5    Parental Control Message Structure and Processing
A MIKEY message for parental control is introduced. The parental control message SHALL be formatted as defined below:
Table 15: Logical Structure of the Parental Control Message
	Common HDR

	EXT BCAST

	TS

	MIKEY RAND

	IDi

	IDr

	KEMAC


The terminal SHALL forward the parental control message to the secure function. Values in the message are as follows:

· In the Common HDR, if the V-bit is set to 1 to request, the secure function SHALL send a verification message, as described in Section ‎6.6.6.1.

· In the EXT BCAST, the parental_control_management_data are carried as defined in Section ‎6.6.5.1.
· TS, MIKEY RAND, IDi, IDr payloads SHALL be populated as defined in [3GPP TS 33.246 v7] for the MBMS MSK message.

· In the key sub-payload of the KEMAC, the “Key data len” SHALL be equal to 0 if no PINCODE is carried in this message, otherwise this is 16 bytes. The material to be encrypted is a PINCODE (64 bits) padded to 128 bits with 1 for the 64 least significant bits.  As a convention, the most significant bit is on the left hand side of the string, i.e. the PINCODE part of the message (64 most significant bits) is constructed as specified for PIN and PIN2 in section 7 of [3GPP TS 31.101 v6]. The mechanism for encrypting the PINCODE is the mechanism used for encrypting the SEK/PEK in a LTKM. The key used for the AES engine is the key used for encrypting the SEK/PEK (derived from the SMK key and the RAND carried in the same message). In the Key data sub-payload, the type is 2 and there is no KV data. The MAC (included in the KEMAC) is computed over the full message as defined in RFC 3830 [9]. The key used in the MAC computation is the authentication key derived from SMK as described in RFC 3830 [9]. As an example, pincode “020579” is decoded as follows:
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