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1 Reason for Change

In BCAST SG, the PurchaseItem fragment contains the globalPurchaseItemID attribute which is an XML anyURL type. This means, it may contain characters as “:”, “/”, “%” and the like. For example, Appendix H specifies an optional syntax for unique IDs in the SG as URN, which is using colon as a delimiter.

The BCAST SPCP section 5.4.3 "GROs in Long Term Key Delivery Layer for service protection" defines globalPurchaseItemID to be part of RO ID which is of XML attribute type xs:ID which maps to XML type NCName.

COLON is not allowed as value for type NCName (http://www.w3.org/TR/xml-id/#processing and http://www.w3.org/TR/REC-xml-names/#NT-NCName).
It is therefore proposed to add text that mandates replacing illegal characters with “_”.

2 Impact on Backward Compatibility

-
3 Impact on Other Specifications

-
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST working group is asked to agree this CR.
6 Detailed Change Proposal

Change 1:  Add a normative reference

2.1 Normative References
	[XMLNames]
	“Namespaces in XML 1.0 (Second Edition)”, Tim Bray, Dave Hollander, Andrew Layman, Richard Tobin. W3C Recommendation, 16 August 2006.

URL: http://www.w3.org/TR/REC-xml-names/ 


Change 2:  Add text to clarify how to handle non-allowed characters in the deviceROID / serviceROID
5.4.3 GROs in Long Term Key Delivery Layer for service protection
In case of subscription, the Service Encryption and Authentication Key material (SEAK) associated with the service is securely delivered to the authorized terminal in a GRO. Such a GRO is called a Service RO. SEAK consists of 128 bits SEK (Service Encryption Key) and 128 bits SAS (Service Authentication Seed). SAS is used as a seed in a generic authentication function to derive SAK (Service Authentication Key).  In general, a Service RO will contain key material associated with more than one service (when associated with a service bundle).

In case of pay-per-view, the Program Encryption and Authentication Key material (PEAK) associated with a pay-per-view event is securely delivered to the authorized terminal directly within a GRO. Such a GRO is called a Program RO.  PEAK consists of 128 bits PEK (Program Encryption Key) and 128 bits PAS (Program Authentication Seed). PAS is used as a seed in a generic authentication function to derive PAK (Program Authentication Key).

The ID of GROs that contain SEAKs or a PEAK needs to be structured, to allow for the management of purchase transactions in the device, or more specifically, to create an association between the purchase item in the service guide and the successful completion of the purchase transaction (when the GRO related to the purchase has finally been received in the device). This is valid for both connected and especially for unconnected operation (see [DRMDRM-v2.0] for the definition of “connected” and “unconnected”), where the GRO may be received by the device much later than the purchase transaction is initiated.  A connected device has a direct 2-way connection to the Rights Issuer (RI) through interaction channel. On the other hand, the unconnected devices do not have access to the RI through an interaction channel but they are capable of making connection via an intermediary interactive device.

Defining a structured ID for GRO will also allow the device to check later on whether GROs for all subscribed services are available (and have been renewed). The rekeying_period_number is an increasing number by which the ID of the GRO related to the same purchase item can be made unique.

The ID of a GRO linked with subscription (Service RO) or pay-per-view (Program RO), and bound to a device or to a domain, SHALL be constructed respectively as follows:

deviceRoID = “E” || deviceID || “_S” || stringtomakeitunique || "_I" || purchaseItemID || "_" || HEX(rekeying_period_number)

domainRoID = “O” || domainID || “_S” || stringtomakeitunique || "_I" || purchaseItemID || "_" || HEX(rekeying_period_number)

· deviceID is the Unqiue Device Number (UDN) as discussed in [XBS DRM extensions-v1.0].
· stringtomakeitunique Note that ‘deviceRoID’ and ‘domainRoID’ SHALL be globally unique. Note further that because of the specification of ‘purchaseItemID’ in the OMA BCAST SG, the global uniqueness is already guaranteed and therefore, ‘stringtomakeitunique’ SHALL be the empty string.
· purchaseItemID is the GlobalPurchaseItemID associated with the purchase item and signalled in the Purchase Item Fragment of the SG (see Section ‎Fehler! Verweisquelle konnte nicht gefunden werden.). According to [DRM-v2], Rights Object IDs are of type xml:id, in which only a limited character set is allowed as specified (see grammar of ‘NCName’ in [XMLNames]. As the purchaseItemID is of type anyURI according to [BCAST10-SG], some characters can be present in purchaseItemID which are not allowed in NCName. Those characters, in particular the colon character (“:”), SHALL be replaced by the underscore character (“_”) before including the purchaseItemID into deviceRoID or domainRoID.     
· rekeying_period_number is a 7-bit counter that is used to differentiate between different ROs with the same purchase_item_id (defined in Section 7.2 of [XBS DRM extensions-v1.0])
In the case of BCROs, the link with the corresponding subscription (Service RO) or pay-per-view (Program RO) is obtained by using the BCRO fields purchase_item_id and rekeying_period_number ([XBS DRM extensions-v1.0]).

A Service RO SHALL contain at least one (<CID>, <SEAK>) pair. The <CID> (Content Identifier) SHALL be constructed as specified in the paragraph defining the Short Term Key Message (see Section Fehler! Verweisquelle konnte nicht gefunden werden.).

The <SEAK> contains SEK and SAS.  SEK and SAS are obtained from a GRO as specified in sections C.14.2.1 and C.14.2.2 of [XBS DRM extensions-v1.0]).
A Program RO SHALL contain at least one (<CID>, <PEAK>) pair. The <CID> SHALL be constructed as specified in the paragraph defining the traffic key message (see Section Fehler! Verweisquelle konnte nicht gefunden werden.).

The <PEAK> contains PEK and PAS.  PEK and PAS are obtained from a GRO as specified in sections C.14.2.1 and C.14.2.2 of [XBS DRM extensions-v1.0]).












NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 3 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

