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1 Reason for Change

INP 0458 pointed out that the SG signaling of free-to-air encrypted services could be done in too many ways. And also for each way, terminal could proceed to an undesirable flow, like: it could use the wrong procedure to get the free LTKMs (either Service Provisioning or direct LTKM request/RO Request) or it could perform useless procedures (Pricing Info Request, SG requests on interaction channel, etc..)
INP 0458 proposed a solution for a fully specified signaling, and BCAST group was not in favor of this proposal, but at least seemed to agree on the following principles:

(a) Free-to-air encrypted services must be signalled using a PurchaseItem/PurchaseData pair with MonetaryPrice set to 0

(b) In this case, terminal must use Service Provisioning (Service Request, Web portal) to get the free LTKMs, i.e. subscription must take place to access to free-to-air encrypted services.
Several aspects remained open though:

· Which values of subscriptionType can be used in that case ?

· What about clear-to-air services (distinguished by the absence of <KeyManagementSystem> in Access fragments) ? The service provider could eventually decide to handle them under subscriptions, charged or for free.
· What about unicast services ? The signaling of free-to-air encrypted services could differ depending on broadcast/unicast access.

· What about recording and playback ? When content is encrypted, live access could be for free, but playback might not be necessarily free. When content is not encrypted (clear-to-air), there is no STKM stream and no protection_after_reception flag, therefore recording and playback is implicitly allowed.
So somehow the service provider might wonder how to signal any combination of the following:
· Clear-to-air: yes/no. 
· Free-to-air: yes/no.
· Subscription wanted: yes/no

Table below details these combinations:

	Case
	Signaling
	Recording/ playback

	#
	Clear-to-air
	Free-to-air
	Subscri-ption wanted 
	<Key

Management

System>
	PurchaseItem/

PurchaseData
	subscriptionType
	

	1
	Yes
	Yes
	No
	No
	None
	n/a
	Unrestricted

	2
	Yes
	Yes
	Yes
	No
	Yes, and MonetaryPrice = 0
	One-time or Open-ended
	Unrestricted

	3
	Yes
	No
	No
	Unwanted case, subscription must take place before getting the paid LTKMs

	4
	Yes
	No
	Yes
	No
	Yes, and MonetaryPrice > 0
	One-time or Open-ended
	Unrestricted

	5
	No
	Yes
	No
	Unwanted case, subscription must take place before getting the free LTKMs

	6
	No
	Yes
	Yes
	Yes
	Yes, and MonetaryPrice = 0
	One-time or Open-ended
	Free  or Charged

	7
	No
	No
	No
	Unwanted case, subscription must take place before getting the paid LTKMs

	8
	No
	No
	Yes
	Yes
	Yes, and MonetaryPrice > 0
	Any
	Free  or Charged


Comments:

· For case (1), an aternative could be to provide a PurchaseItem/PurchaseData pair with MonetaryPrice = 0, as well as a PurchaseChannel fragment containing no PurchaseURL and no PortalURL.

· (2) could make sense for unicast services

· (2) and (6) both signal “MonetaryPrice = 0”
· (8) is the most common case.
The CR proposes to implement this table in TS Service Guide, in the form of a reduced set of rules.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

BCAST to review and agree the proposed bug fix.
6 Detailed Change Proposal

Change 1:  Details the semantics of MonetaryPrice=0 in PurchaseData fragment
5.1.2.7
Purchase Data

The Purchase Data fragment serves the following purposes:

· To express from which purchase channel a certain purchase item can be purchased

· To express all information about a purchase item that is specific for the purchase channel (which can include the price information)

	Name
	Type
	Category
	Cardinality
	Description
	Data Type

	PurchaseData
	E
	
	
	‘PurchaseData’ fragment

Contains the following attributes:

id
version
validFrom
validTo


Contains the following elements:

ProtectionKeyID

Description

PriceInfo

PromotionInfo

Extension

Offer Details

PurchaseItemReference

PurchaseChannelReference

PreviewDataReference

TermsOfUse

PrivateExt
	

	id
	A
	NM/
TM 
	1
	ID of the ‘PurchaseData’ fragment. The value of this attribute SHALL be globally unique.
	anyURI

	version
	A
	NM/
TM
	1
	Version of this fragment. The newer version overrides the older one starting from the time specified by the ‘validFrom’ attribute, or as soon as it has been received if no ‘validFrom’ attribute is given.
	unsignedInt 

	validFrom
	A
	NM/
TM
	0..1
	The first moment when this fragment is valid. If not given, the validity is assumed to have started at some time in the past. This field contains the 32bits integer part of an NTP time stamp.
	unsignedInt

	validTo
	A
	NM/
TM
	0..1
	The last moment when this fragment is valid. If not given, the validity is assumed to end in undefined time in the future. This field contains the 32bits integer part of an NTP time stamp.
	unsignedInt

	ProtectionKeyID
	E1
	NO/

TO
	0..N
	List of key identifiers needed to access protected content. This information allows the terminal to determine whether or not it has the correct key material to access services within a PurchaseItem. 

In a scenario where this fragment is shared among multiple service providers, different key identifiers from the different service providers to access this specific protected service/content may be mixed in this element and the terminal SHOULD be able to sort out the key identifiers associated with the terminal’s affiliated service provider based on the Key Domain ID. How this is used is out of scope and is left to implementation.

If min and max values are present, these can be used by the terminal to determine whether or not acces to the service / content is possible given the current permissions..

The network and terminal SHALL support this element in case the Smartcard Profile is supported [BCAST10-ServContProt].

The protection key identifiers to access a specific service or content item SHALL only be signalled in one of the following fragment types: 'Service', 'Content', 'PurchaseItem', 'PurchaseData' or 'Access' fragments, but not mixed.

Contains the following attribute:

type

min

max
	base64Binary

	type
	A
	NM/TM
	1
	Type of ProtectionKeyID:

0: ProtectionKeyID = Key Domain ID concatenated with SEK/PEK ID, where both values are as used in the Smartcard Profile [BCAST10-ServContProt].

1-127 Reserved for future use

128-255 Reserved for proprietary use 
	unsignedByte 

	min
	A
	NM/TM
	0..1
	Indicates the lower validity value of the key needed to access the service / content.

For type 0, corresponds to the value of the lowest timestamp (32 bits) of an STKM needed to access the service / content, as used in the Smartcard Profile [BCAST10-ServContProt]
	nonNegativeInteger

	max
	A
	NM/TM
	0..1
	Indicates the higher validity value of the key needed to access the service / content.

For type 0, corresponds to the value of the highest timestamp (32 bits) of an STKM needed to access the service / content, as used in the Smartcard Profile [BCAST10-ServContProt].
	nonNegativeInteger

	
	
	
	
	Start of program guide 

The program guide elements in this fragment are grouped between the Start of program guide and end of program guide cells in this fragment. 

The program guide elements are for user interpretation. This enables the content creator to provide user readable information about the service. The terminal SHOULD use all declared program guide elements in this fragment for presentation to the end-user. The terminal MAY offer search, sort etc functionalities.

The Program Guide consists of the following elements:

Description

PriceInfo

PromotionInfo

Extension


	

	Description
	E1
	NM/

TM
	0..N
	Description of the purchase data, possibly in multiple languages. The language is expressed using built-in XML attribute ‘xml:lang’ with this element.

The information is expected to indicate the valid start and end times of a given purchase offer (during which the user could make the corresponding purchase).  This time interval is expected to be bounded within the period spanned by the attributes ‘validFrom’ and ‘validTo’.

Should the referenced purchase item pertain to metered consumption (PPT, PPP or PPV), ‘Description’ is expected to provide the appropriate, corresponding charging related information, for example:

· Whether the offered method of purchasing is subscription-based, or pertains to per-unit based (by time or by play) consumption;

· For subscription-based purchasing, whether the remaining credits at the end of the subscription period will be carried forward to the next subscription period;

· For the credit package (specifically comprising user tokens) purchasable for metered consumption of this purchase item, ‘Description’ is expected to inform the user that these credits are transferable for accessing any other purchase item charged by the same type of credits, along with the “exchange rate” information.  Depending on the metered consumption semantics of this purchase item, “exchange rate” is intended to inform the user of:

· the amount of live (playback) time units exchangeable for the amount of playback (live) time units granted by the credit package associated with this purchase item, or

· the amount of live or playback time units exchangeable for the number of live or playback instances granted by the credit package associated with this purchase item, or

· the number of live or playback instances exchangeable for the amount of live or playback time units granted by the credit package associated with this purchase item.
	string

	PriceInfo
	E1
	NM/
TM
	0..1
	Specifies the price information of the purchase item associated with this ‘PurchaseData’ fragment

If the price is not given, it will be negotiated with the user as part of the purchase transaction. In this case, the ‘PurchaseData’ fragment merely reflects that a certain purchase item can be purchased from the purchase channel.

Contains the following attribute:

subscriptionType

Contains the following elements:

MonetaryPrice

SubscriptionPeriod


	

	subscriptionType
	A
	NM/
TM
	1
	If the offered method of purchase of the referenced purchase item is subscription-based, the type of subscription method. Possible values:

0 – one-time subscription: the nominal subscription period is given by the ‘SubscriptionPeriod’ element, after which the subscription is terminated in the absence of explicit re-subscription.  The user will be charged for the amount indicated by the ‘MonetaryPrice’ element.

1 – open-ended subscription: the subscription will be valid until the user unsubscribes. In this case the ’SubscriptionPeriod’ element, if present, indicates the frequency at which the user will be charged for the amount specified by the ‘Price’ element.

2 – free trial subscription: the subscription is intended to provide the user a one-time only, cost-free access to the referenced purchase item.
3 – Token-based: This informs the user that access to the referenced purchase item is acquired in the purchase of a type of credit package as signalled under OfferDetails.  

Note that in the case of user tokens, inherent transferability of these credits to viewing programs belonging to other purchase items might lead to depletion of the credits for consuming content belonging to this purchase item.

4 – 127 Reserved for future use

128-255 Reserved for proprietary use 

For a definition of (Token) Pay Per Time, (Token) Pay Per View, number of TEKs and Purse see section 6.6.2 and 6.6.5 of [BCAST10-ServContProt].
	unsignedByte

	MonetaryPrice
	E2
	NM/
TM
	0..N
	Specifies the monetary value of the price for subscribing to the associated purchase item if ‘SubscriptionPeriod’ is present, or the monetary value of a credit package if ‘CreditPackageType’ element and/or ‘TotalNumberTokenCredits’ is present  under ‘OfferDetails’ (located outside the program guide).

Only one ‘MonetaryPrice’ per currency SHALL be defined.
The MonetaryPrice element MAY contain a zero value. In this case, only one single element SHALL be instantiated, and the terminal SHALL process and understand the element even if it does not support the associated currency code.

The BSM MAY deliver a PurchaseItem fragment and PurchaseData fragment with MonetaryPrice set to zero to signal a free-to-air clear-to-air service, and SHALL use this signaling to signal a free-to-air encrypted service. In the PurchaseData fragment, “subscriptionType” attribute SHALL be either “one-time subscription” or “open-ended subscription”. When the terminal wants to access to a service linked to such fragments, it SHALL first subscribe to the GlobalPruchaseItemID and PurchaseDataID using Service Provisioning procedures or Web portal, and the BSM SHALL NOT charge the terminal for these transactions. For the case of a free-to-air encrypted service in particular, the terminal SHALL NOT request the associated free LTKMs using LTKM requests  (for the Smartcard Profile) or ROAP RO Requests (for the DRM Profile), before it has subscribed to these GlobalPruchaseItemID and PurchaseDataID.
Contains the following attribute:

currency
	decimal

	currency
	A
	NM/
TM
	1
	Specifies the monetary currency codes defined in ISO 4217 international currency codes.  If the MonetaryPrice is set to zero, this attribute is meaningless and MAY contain any ISO 4217 currency code, including the ISO code “XXX” which has a “no currency is involved” semantics.
	string

	SubscriptionPeriod
	E2
	NM/

TM
	0..1
	If the offered purchase method is subscription-based, this specifies the time duration of the subscription period of the purchase item referenced by this ‘PurchaseData’ fragment.

e.g. 1 year as P1Y, 2 month as P2M, 1 hour as PT1H, etc.


	duration

	PromotionInfo
	E1
	NO/
TO
	0..N
	Information of the promotion activities/coupons related to the PurchaseItem.

If ‘TargetUserProfile’ sub-element is present, then PromotionInfo can be displayed if the profile of the terminal user meets the requirements described by ‘TargetUserProfile’.

Contains the following attributes:

id

validFrom

validTo

Contains the following elements:

Title

TargetUserProfile

Description

PromotionExtension
	

	id
	A
	NM/
TM
	1
	Identifier of one certain PromotionInfo, unique for BSM. This id MAY be used in the purchase process to identify the specific promotion
	unsignedInt

	validFrom


	A
	NO/
TM
	0..1
	Start of validity; if not given, the start of validity is assumed in the past. This field contains the 32bits integer part of an NTP time stamp.
	unsignedInt



	validTo
	A
	NO/
TM
	0..1
	End of validity; if not given, the end of validity is assumed in the distant future, and the end time can be specified later by updating the object. This field contains the 32bits integer part of an NTP time stamp.
	unsignedInt



	Title
	E2
	NM/
TM
	1..N
	Title of the PromotionInfo. The instances of Title element differ only in language. The language is expressed using built-in XML attribute ‘xml:lang’ with this element.
	string

	TargetUserProfile
	E2
	NO/
TO
	0..N
	Profile attributes of the users whom the information of the promotion activity/coupon is targeting at. The detailed personal attribute names and the corresponding values are specified by attributes of ‘attributeName’ and ‘attributeValue’. Amongst the possible profile attribute names are age, gender, occupation, etc. (subject to national/local rules & regulations, if present and as applicable regarding use of personal profiling information and personal data privacy.).

The extensible list of ‘attributeName’ and ‘attributeValue’ pairs for a particular PromotionInfo enables end user profile filtering and end user preference filtering of PromotionInfo for the PurchaseData. The terminal SHOULD be able to support ’TargetUserProfile‘ element. The terminal behavior for interpreting and acting upon ‘TargetUserProfile’ is out of the scope of this document.

It is RECOMMENDED that use of ‘TargetUserProfile’ element is an “opt-in” capability for users. Terminal settings SHOULD allow users to configure whether to input their personal profile or preference and whether to allow PromotionInfo to be automatically filtered based on the users’ personal attributes without users’ request.

Contains the following attributes:

attributeName

attributeValue
	

	attributeName
	A
	NM/

TM
	1
	Profile attribute name. 
	string

	attributeValue
	A
	NM/

TM
	1
	Profile attribute value. 
	string

	Description
	E2
	NO/

TM
	0..N
	Description or explanation about the PromotionInfo. The language is expressed using the built-in XML attribute ‘xml:lang’ with this element.

Either ‘Description’ or ‘PromotionExtension’ element or both of them SHOULD be specified by the BSM to represent the detailed information on this PromotionInfo.
	string

	PromotionExtension
	E2
	NO/

TM
	0..N
	Additional detailed promotional information (e.g. information about coupon sponsors, server location for purchases by using coupons).

Either ‘Description’ or ‘PromotionExtension’ element or both of them SHOULD be specified by the BSM to represent the detailed information on this PromotionInfo.

Contains the following attribute:

url

Contains the following element:

Description
	

	url
	A
	NM/
TM
	1
	URL containing additional information related to this promotion. 
	anyURI

	Description
	E3
	NO/

TM
	0..N
	Description regarding the additional information which can be retrieved from a web page. The language is expressed using built-in XML attribute ‘xml:lang’ with this element
	string


[…]
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