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7.4
Secure Connection Initiation and Data Transmission

Once a Manage Secure Channel APDU - Start SecureChannel command has been received by the UICC application and acknowledged, the UICC application and terminal application can initiate their security policy and start to secure transmitted data. 

To send and receive APDUs securely through the APDU secure channel, the terminal application shall use the Transact Data APDU command defined in TS 102 221 [Error! Reference source not found.] with the P1 parameter set to the value returned in the response to the Manage Secure Channel APDU - Start Secure Channel command. The coding of encrypted APDUs exchanged using the Transact Data command is described in clause 10 "Encrypted Data coding".

The terminal application and UICC application shall handle the encryption / decryption of APDUs, and their responses, with up to 255 bytes of data using the secure channel segmentation detailed in TS 102 221 [Error! Reference source not found.].

Each encrypted message, in either direction, shall have its own 8 bytes transaction counter value that shall be the last successful message counter value + 1. The same transaction counter shall be used for both directions of communication. The transaction counter is reset when a new Connection SA is established.

On receipt of encrypted blobs, the terminal application or UICC application receiving the blob shall:

· Re-assemble the encrypted blobs.

· Decrypt the combined encrypted blob using the keys and mechanisms agreed for that secure channel.

· Verify that the message is valid by checking the integrity protection.

· Check that the counter is valid.

If the message is valid then the terminal application or UICC application that has decoded the message shall action the APDU or APDU response.

If the message is invalid then the terminal application or UICC application that has decoded the message shall not action the APDU or APDU response.

[…]

10
Encrypted data coding 

Encrypted data is sent using the TRANSACT DATA command as described in TS 102 221 [Error! Reference source not found.]. The encrypted data is sent in encrypted data TLV objects. 

For each secure channel, TRANSACT DATA APDUs with encrypted data TLV objects shall always contain a fixed number of bytes of data. If the data is sent using several APDUs, each of the APDUs, including the last one, shall contain the same fixed number of bytes of data. This data size is indicated in the endpoint discovery mechanism for each secure channel. If necessary, the data to be encrypted shall be padded  to create the correct length of message, as described below. 

If the UICC sends back an encrypted data TLV object, the response data it shall always be the same fixed number of bytes as indicated in the endpoint discovery mechanism for each secure channel. If the data is sent using several APDUs, each of the APDUs, including the last one, shall contain the same fixed number of bytes of data.  If necessary, the data to be encrypted shall be padded  to create the correct length of message, as described below. The data may be C-APDUs and R-APDUs or any other content agreed between the terminal and the UICC.

In case of application-to-application secure channel, and if the encrypted data is C-APDUs and R-APDUs, then the status words SW1 and SW2 which are part of the R-APDU are only destined for the receiving terminal applications and are not interpreted on the physical interface. As an example, status words 91 XX are meaningless as status words in an encrypted R-APDU. 



	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


10.1
Mapping Data from the Terminal to the UICC

10.1.1
Structure of the data to be encrypted
This section decribes the structure of the data that, once encrypted, forms the value part of the encrypted blob TLV to be sent to the UICC.
Table 10.1: Coding of the Data to be encrypted
	Byte(s)
	Description
	Length

	1 to 8
	Nonce
	8

	9 to 16
	Counter
	8

	16 to 16+x
	APDU BER-TLV
	x

	17+x to 17+x+y
	Padding
	y

	18+x+y to 25+x+y
	Checksum
	8


Nonce:

- coding:  8 byte random value

Counter:

- contents: transaction counter as described in section 7.4
- coding: 8 byte hex value

APDU BER-TLV:

- contents: TLV containing the APDU to be sent to the UICC
- coding: see table 10.2
Table 10.2: Coding of the APDU BER-TLV object

	Byte(s)
	Description
	Value
	Length

	1
	Tag
	'xx'
	1

	2 
(or 2 to 3)
	Length
	
	1 or 2

	3 to 3+a

(or 4 to 4+a)
	APDU
	
	a


Padding:

- contents: non deterministic padding data.  The length of the padding data shall be chosen such that the total length of the data to be encrypted is a multiple of the block size of the ciphering algorithm to be used and that the size of the resultant encrypted blob TLV is a multiple of the TRANSACT DATA container size.

- coding: hex bytes

Checksum:

- This is the 8 byte checksum.  This checksum is calculated using the nonce, counter, APDU BER-TLV and padding in the order described in table 10.1.  The checksum algorithm used shall be the agreed integrity mechanism for this secure channel.
10.1.2
Definition of the encrypted blob TLV when sending data to the UICC
This section defines the encrypted blob TLV when it is used to transfer ecrypted data to the UICC.
Table 10.3: Coding of the Encrypted Data BER-TLV object

	Byte(s)
	Description
	Value
	Length

	1
	Tag
	'80'
	1

	2
	Length
	
	1, 2 or 3

	3
	Encrypted Data
	
	x


Encrypted Data:

- contents:  This shall be the result of the encryption of the data to be encrypted defined in section 10.1.1 using the agreed encryption algorithm.

- coding: hex bytes
10.1.3
Mapping of the encrypted blob TLV to C-APDUs
The encrypted blob shall be transported as 1 or more TRANSACT DATA commands.  If more than 1 TRANSACT DATA command is required to transport the message then the message shall be split so that the tag and length are only present in the first message.  Figure 10.x shows an example of this split where three TRANSACT DATA commands are used.
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Figure 10.1 – An example showing the splitting of an encrypted blob TLV into three TRANSACT DATA commands.
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10.2
Mapping response from the UICC to the Terminal

10.2.1
Structure of the data to be encrypted

This section decribes the structure of the data that, once encrypted, forms the value part of the encrypted blob TLV to be sent to the UICC.

Table 10.4: Coding of the Data to be encrypted

	Byte(s)
	Description
	Length

	1 to 8
	Nonce
	8

	9 to 16
	Counter
	8

	16 to 16+x
	APDU Response BER-TLV
	x

	17+x to 17+x+y
	Padding
	y

	18+x+y to 25+x+y
	Checksum
	8


Nonce:

- coding:  8 byte random value

Counter:

- contents: transaction counter as described in section 7.4

- coding: 8 byte hex value

APDU Response BER-TLV:

- contents: TLV containing the APDU to be sent to the UICC

- coding: see table 10.5
Table 10.5: Coding of the APDU Response BER-TLV object

	Byte(s)
	Description
	Value
	Length

	1
	Tag
	'yy'
	1

	2 

(or 2 to 3)
	Length
	
	1 or 2

	3 to 3+a

(or 4 to 4+a)
	APDU Response
	
	a


Padding:

- contents: non deterministic padding data.  The length of the padding data shall be chosen such that the total length of the data to be encrypted is a multiple of the block size of the ciphering algorithm to be used and that the size of the (resultant encrypted blob TLV) is a multiple of the TRANSACT DATA container size.

- coding: hex bytes

Checksum:

- This is the 8 byte checksum.  This checksum is calculated using the nonce, counter, APDU Response TLV and padding in the order described in table 10.4.  The checksum algorithm used shall be the agreed integrity mechanism for this secure channel.

10.2.2
Definition of the encrypted blob TLV when receiving data from the UICC

This section defines the encrypted blob TLV when it is used to transfer ecrypted data from the UICC.

Table 10.6: Coding of the Encrypted Data BER-TLV object

	Byte(s)
	Description
	Value
	Length

	1
	Tag
	'80'
	1

	2
	Length
	
	1, 2 or 3

	3
	Encrypted Data
	
	x


Encrypted Data:

- contents:  This shall be the result of the encryption of the data to be encrypted defined in section 10.2.1 using the agreed encryption algorithm.

- coding: hex bytes

10.2.3
Mapping of the encrypted blob TLV to C-APDUs

The mapping of the response encypted Blob TLV to the responses of C-APDUs shall be the same as for the mapping of encrypted blob TLVs to C-APDUs described in section 10.1.3.

· 
· 
· 
· 
· 





11
Key Expansion Function Definition

The key expansion function Kexp is based on the Key Expansion function defined in IKE v2 (RFC 4306 [Error! Reference source not found.]) and is designed to produce any required amount of key material from a single cryptographic key. In order to do this, the HMAC-SHA-256 algorithm, which produces output of 256 bits is used iteratively until enough key material is available,

For input a key K and an arbitrary length string str, the function Kexp produces a stream of 256 bit output strings T1, T2, T3, etc using HMAC-SHA-256 as follows.


Kexp(K,str) = T1 || T2 || T3 || …

Where:


T1 = HMAC-SHA-256(K, str || 0x01)


T2 = HMAC-SHA-256(K, T1 || str || 0x02)


T3 = HMAC-SHA-256(K, T2 || str || 0x03)

And so on until enough key material has been produced.

Key material of the desired length (e.g. 464 bits are required for KMaterial in clause 7.3) is taken from the output key stream of Kexp.

EXAMPLE:
If 464 bits of key material (KMaterial) are required (as is the case in clause 7.3), then KMaterial will consist of T1 concatenated with the first 208 bits of T2. In this case, only 2 iterations of HMAC-SHA-256 are required to generate the required key material.
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